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B—IE L e IEHIEAXRER?

Which is a key element of security strategy development?

A) KTUASZFFIRSS AR

Description of how the services are being supported
B) ASRLFEERNAEEFRAYSE

Policy that does not conflict with the law of the organization's country
C) EXEHBxR

Relevant control objectives

D) #&&ZFEHRE (ROI)
Return on Investment (ROI)

2/30
AN/ MW BB F iR iniRSHRTFIF,

ZALN FERFWIEES], USRIV REHNEER R 2R ?

An organization has several suppliers which contribute to the delivery and support of end-
to-end services.

Which capability should the organization invest in primarily to minimize the information
security issues originating from its suppliers?

A) ®Hit
Audits
B) A
Governance
C) XfeEE
Risk management
D) 3ill
Training
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LZeZBERTHELTNREES. ARECEFE—MINERTERRMNEINTWERE,

TeIBNZEBNREEINTEEMTA?

The security manager is responsible for defining the security controls for a company. The
company is selecting a supplier to host the web-facing ordering system.

What is the most important aspect the security manager should look for?

A) TEXiENE
A standard for due care
B) RERAEITA
A standard for due diligence
C) EEMK
Benchmarking
D) HfE&ReLik
Best security practices

4/30
REEHIRESIETRNZE D RIAE.

ERSRIBIETRNREDR?
Security controls are defined based on the security classification of a data element.

Who is responsible for the security classification of a data element?

A) ARAFEENESES
The board of directors, that runs the company
B) AREERHIEGERNAIEEERR
The data custodian, who manages the use of the data
C) AREERENREREE
The process owner, who governs the process
D) MEREERRAALENARFEE

The system owner, who safeguards the information system
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RN IBREXS N BT B XL,

B—IEIRBI A D KRS RHIRESE?
A risk manager is asked to perform a complete risk assessment for a company.

What is the best method to identify most of the threats to the company?

A) SFBEFNmEXSAFR—EER =

Have a brainstorm with representatives of all stakeholders
B) SESEEZEMEIK

Interview top management
O) MAFEEEREEXARKERINRABICER

Send a checklist for threat identification to all staff involved in information security
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BRl, —XEBHEQTIEELREEREEE. EREZENBENMBRIATEE, XiRBISE
BRIy HIREEMHIRNANEER, tEESUSKEBERRGEXDER. EEMINEKRE
AT HRAE: SHUNRISZNE (30%) . XIFLEAISZIE (40%) . XIARFERRIFNE (30%) .

WMERIREH TN EEREEE:

- AT (HIR)

- BT SSLAYZ TR (KER)

- ML (95)

- BB FEMFIEFRSIER (5

RIERIOE, WIS~ RS

Information security management is currently being implemented in a company that sells
books. The project leader for the information security project understands that the risk
identification process requires her to list organizational assets arranged in order of
importance and she is working with the financial manager to develop this list. The weight of
importance is based on the following criteria: impact on revenue (30%), impact on
profitability (40%) and impact on public image (30%).

The financial manager has come up with four important information assets:

- Supplier orders (outbound)

- Customer order via SSL (inbound)

- Supplier fulfillment advice (inbound)

- Customer service request via e-mail (inbound)

What asset ranks the highest based on the impact criteria?

A) HANEITER (HE)

Supplier orders (outbound)
B) @ISSLIYEFITE ()

Customer order via SSL (inbound)
C) HRIESELEN (KER)

Supplier fulfillment advice (inbound)

D) B FERMHRIEFIRSIER (KER)

Customer service request via e-mail (inbound)
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RzEREREER—LXTHRE_NMEEF MEAREH I RATEN.

=
EEREE (ISO) SENKzERIRMTA?

An operations manager wants some advice about opening a second data center as a hot
standby location.

What would the information security officer (ISO) advise the operations manager to do?

A) TRRMEFEBEIRE TR BB ER AR R4
Make sure that network and power supply are made redundant and from different providers
B) HRYIEELIEIR T ERRFE
Make sure that physical access is only granted to specific operators
C) WRATFENSN (BEEER) ZEE
Make sure that the company will not be a victim of the Patriot Act legislation
D) Rz REBARTEMRAWIERXCATR

Make sure that the location has a different physical risk profile than the primary location

8/30
RABZHNERA T EEREE, FEITERIMAETT LS JHERZS. AREEEnT
—HNERER), FRERETEUSMEIBIA T, AT ARV HE ESLiErT S SChE R BRIR 224,

SNERMMNHEPRI— DGR, NREV ARSI ARIERCISRIRT AE?

A large transportation company has adopted the standard for information security and
needs to set up controls for its software development department, which they will
outsource. An external consultant has been appointed to make sure that security controls
consistent with the code of practice will be implemented over the complete supply chain
for software development in the new outsourced situation.

What control should be put in place to guarantee availability of the source code should one
of the partners in the supply chain go out of business?

A) ISUCI

Acceptance testing
B) B

Effective documentation
C) EELRH

Escrow arrangements
D) ¥FAIMY

Licensing agreements
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X EIRFSEEAMUNBRTARME, EASXEERRAMBEEZET. AN, NESIIE
R BRI TER T2 NS, EEmBEXEEER, ZEMEMEE I YE.

EIRE RV E KRG E I T E N S AL RS ?

The scope of risk management is not limited to the organizational processes alone. It
should also be embedded in the project management methodology. An information
security risk assessment, for example, should be conducted at an early stage of each
project. When implementing project risk management, it is necessary to consider the scope
of this project.

What should be included in the scope of project risk management for standard projects?

A) BUEMTFRESXERBINNES, NMEEXGIRE, 24, WmAHEMmAEHSERNFRE.
It is necessary to prepare for the maximum risk level and therefore implement important sub-
processes like risk identification, quantification, response development and response control.
B) HATIMHEARRRERI—NBD, ELRFEETXITEBRREFIXEATE IR BIFIFRAE,
It is only necessary to include a simple identification and rating mechanism for the threats and
risks specifically related to the project, because a project organization is only a small part of
the organization.
C) SeENGETE. EEMBECSHMNLERY, SEEREME—H.
It is should include processes necessary to assess, manage and reduce the impact of
occurrences as it would be with an information security project.

10/ 30
BXPLIHEEH R — eSS T F R, ERAF N SCHEMRIISRES ?

Which strategy is best to implement when a risk assessment points out that a specific
vulnerability can be exploited?

A) sCiEXBGETEMELR

Implementation of a risk management framework
B) XiEEEZEEH

Implementation of an information security control
C) SLERBH

Implementation of anti-virus software
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%ZH?HEE&HE%?&Qﬁgr)%ﬁ%ikﬁﬁ;—%%ﬂIEEtE]’\JJYLBﬁ”?éfIEE%o BRISESUERIR L HIRIp AT
= S BIf.

WIS AR B B T SChE X B AR LS e ?

An organization has convinced its senior leadership of the need for a formal approach to
risk management. Senior leadership has raised concerns over the costs of the proposed risk
controls.

Which statement should be included in the business case for the implementation of risk
controls?

A) EHIRSERANBGINTIEETFER.
Controls are the primary means of improving the organization’ s risk profile.
B) i=HIREERRINPLEFTTIZE.
Controls determine the organization’ s risk mitigation options.
C) EHIF BN BRIR BRI E =,
Controls help the organization to identify its most critical assets.
D) =G ABLURHE XA IRISHERIER.
Controls will provide the organization with information about asset vulnerabilities.

12/ 30
ERTS SRS, HPEEIERIBRAN, TR QAL

MG EIE R AR e EE E B iR?

An employee has worked on the organizational risk assessment. The goal of the assessment
is not to bring residual risks to zero, but to bring the residual risks in line with an
organization’ s risk appetite.

When has the risk assessment program accomplished its primary goal?

A) =HISEHER
Once the controls are implemented
B) Xpa#eissenkia
Once the transference of the risk is complete
C) HRRERBEFEAZIZHIRINEG, TERNEEIRERE XS
When decision makers have been informed of uncontrolled risks and proper authority groups
decide to leave the risks in place

D) XBEs#r5enk/a

When the risk analysis is completed
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ERZEREF4HFRE—MFENEE, FETFSARRRIISIBRERATEA.

B —Fm NS SRR3R ?

The maintenance of an information security program requires a continuous process. This
requires inputs from the many different factors that will influence its success.

Which is an input influence that would require the process to change?

A) 75t
Policy

B) X1
Risk assessment
C) ZZitkl

Security plan

14 / 30
REeBNFNEEREE (ISO) NNER T ERERESHAVEERTETIF.

TP B AR E?

The information security officer (ISO) for a global company has just received a management
review of the information security policy.

What should this output include?

A) BXREHHRR

Feedback from interested parties
B) 1= B IiEHIRISIH SR

Improvement of control objectives and controls
C) FRBAFIM IEFEERIIRTS

Status of preventive and corrective actions
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HANFAELHEERRESMME, ZERBEEL 7 —MIE, HRT HRANSRENERRE
B, BSR4 CREARNERIZELE,

ZEREZRT THRXAIRE. ABHIRE, WEETELEEEZESHERFRIR R,
B—IARR LI SR T2 S MHIRAERN?

An organization is implementing information security incident handling. It already has a
mechanism for personnel to report observed or suspected information security events, but
these are not handled well once they are reported.

The organization has put relevant processes, roles, and responsibilities in place. It is now
moving on to implement other activities needed for information security incident handling.

What is not an activity to implement information security incident handling?

A) BENMEIEEFAEMPRRAANREIGENSHEE RS, BILREEERESE M
Agree how to prevent information security incidents by using knowledge gained from
incidents to strengthen and improve information security controls

B) EXHABHBENNRITHITRIEE LS HIINIER
Define and communicate procedures on information security incident response that should be
carried out by competent staff

C) RUDEMLSERLR, IRTRERZEESHENEELESE M
Devise a categorization and prioritization scheme that can be used to categorize information
security events as information security incidents

D) LiEFEFKEMRTFSERRESMHEXRMNIEE, DML ENLEGSTEFRAPER
Implement procedures to collect and preserve evidence related to information security events
for use in any necessary disciplinary or legal actions

E) S MNEESIRHERMEMEXErIENEENE, UBIHERReSHRE
Set up rules to control physical and logical access to information and other associated assets
to prevent information security incidents
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ZEEMINMEREEEREEEER T, BUSHEERMETHN. SREEEBSEEXFIE/L
RESIEliNE S ] N

IR R SR 2 S MR ERIERRE?

The handling of security incidents is done by the incident management process under
guidelines of information security management. These guidelines call for several types of
mitigation plans.

Which mitigation plan covers short-term recovery after a security incident has occurred?

A) S5iEsEtR (BCP)

The business continuity plan (BCP)
B) SRS

The disaster recovery plan
C) SRzt

The incident response plan

D) XBG4bIRY
The risk treatment plan

17 / 30
IAERN R ERIRENRIERISRE?

Whose responsibility is it to coordinate an organization’ s security awareness program?

A) BAKEMA
Everyone in the organization
B) ERZ2EHEE
Information security management
C) ITERI]
The IT department
D) BEEREMRS
The secretary of the CIO
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18/ 30
=F, FAANFENRINZ RS, ELiyMNERZl, ER%EE (IS0) FETHRRIINE
BReEHRIUE.

ISOUN{AMRIERFRENENSR?

Last year an organization became stricter regarding security controls for its employees.
Before implementing additional controls, the information security officer (ISO) wants to
know the mindset of the employees towards information security controls.

How does the ISO get an impression quickly?

A) 1EEENEIER
By checking the internet data stream
B) MENEREHERS
By determining if there are viruses on the network
C) HEIER LN REEELRDAE
By walking around the office after normal business hours

19/ 30
WSS R ER N SRR S .

AV SR MR IR N B A REUT ATTE?
The business continuity manager asks for input for the contingency plan.
Which should be the business continuity manager's first activity?

A) FREEE

Define the scope
B) HEXEISSERRE

Identify critical business functions
C) Miditx!

Test the plan
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20/ 30
R eZMSNERER/ NAFEERRESHPRIRE, RIFEXERNINGALAN. NavNER
BIERE K RATREISHE NIX EE X I,

RERX—ERRRIRIE S =R A7

A security architect argues with the internal fire prevention team about the statement in the
information security policy that doors to confidential areas should be locked at all times.
The emergency response team wants access to those areas in case of fire.

What is the best solution to this dilemma?

A) REXKES, NERFFAIIRA, BHIEEAEXIE,

The doors should stay closed in case of fire to prevent access to confidential areas.
B) REXKESIIEHTH.

The doors will automatically open in case of fire.
C) REXKENBRZ 2N,

The security architect will be informed when there is a fire.

21/ 30
ERFRIRITRIR RN ERLREAA?

What is the main advantage of using an open design of the security architecture?

A) AREITZTIRE.

Open designs are easy to set up.
B) HRiitEEZ R,

Open designs are tested a lot.
C) HRURITBEIFZEINIEE.

Open designs have a lot of extra features.

22 /30
KT LRI A B R IERAY?

Which statement about security architecture is most correct?

A) Z2EMTEEN T ERERN.

Security architecture completely defines implementation rules.
B) ZEIMUEfERE.

Security architecture follows strategy.
C) ZEZRIIRREN.

Security architecture is secondary.

Information Security Ei#E% EXIN Information Security Management Professional based on

Management

150/IEC 27001 |SO/|EC 27001 (ISMPCH)




=%IN

23/30
P AE X RN R 2 RSB REE?

Why is it important to define which security services will be provided?

A) EFhEERLTEERNEFIRS
To better align the information security requirements and the customer service
B) MERRNIEERER
To determine the information security strategy of an organization
C) HFRLBLFFSISO/IEC 27001 IR
To make sure an organization is compliant with the requirements of 1ISO/IEC 27001

D) THHMERZEEEKRR (ISMS) AUEE
To understand the scope of the information security management system (ISMS)

24/ 30
B LB BN T WER LSRIBIE A RS IERN AR MNERXREMRITH?

Which security item is designed to take large collections of network-related traffic that can
indicate a denial-of-service attack?

A) BoXiE

Firewall

B) ETENMANERMLERS (BETEHAYIDPS)

Host-based intrusion detection and prevention system (host-based IDPS)

C) ETRSHINEICULHERS (BETME4IDPS)

Network-based intrusion detection and prevention system (network-based IDPS)

D) EMERML (VPN)
Virtual private network (VPN)
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25/ 30
HATICEOF R B CRIFIRER, BELESIRHIEFIREIK EERATMMENIRRN. &2
SIEEBXMAFETIREDLN (BYOD) HEK, HERTHARBYODRIFIRE)I.

REEFBANR BRTHESILAB LE N AR SR AN ERSEEIEER?

The CEO of a company started using her tablet pc and wants the security manager to
facilitate her in using business e-mail and calendar on the tablet. The security manager
understands this desire to allow the possibility to Bring Your Own Device (BYOD), and
organized an awareness training regarding BYOD.

What other control should the security manager propose to prevent data loss in case of
theft or loss of the personal device?

A) EREBRESEWINEEESEIFANRE LZRT, AEREAIFER
Do not grant the wish until stable integration of business functions on private devices is
possible
B) IS BRI EIERZ N
Encrypt the local storage and network connections
C) ER—RMEBAISESEIEES D INIE
Implement strong authentication using tokens with one-time passwords

D) LB IRAFFOFIIIELARS LR
Install anti-malware and a firewall to prevent infection

26 / 30
AT AITERLIREPRIZ S TTRIRER?

Why are the security elements in the IT infrastructure important?

A) SEITEAMIRHEAI SSELRE

To enable business continuity of the IT infrastructure
B) EEMIMITEIREBIIEERESH

To manage information security incidents which impact the IT infrastructure
C) BrlEXITEERRIEH TR RNAIERIE)

To prevent unauthorized physical access to the IT infrastructure

D) {RiPITERRHE HHOEEAR

To protect the information assets which are on the IT infrastructure
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D ERBRERHARIIEXERBIN TR e, ReFRREND XILIBIEE SR

Rifxe, FOENReRERRTETE, EEERAEEREDKX.
BREL SINREN SFHA— P L2 X?

Zoning is a security control to separate physical areas with different security levels. Zones

with higher security levels can be secured by more controls. The security manager of a
hotel is responsible for security and is considering different zones for the hotel.

What business functions should be combined into one security zone?

A) SWE—RRIDAZTE
Boardroom and general office space

B) #SXHMiEFIRE
Fitness area and storage facility

C) BEEBEMNALEL

Hotel rooms and public bar
D) AHEFFIAT

Public restaurant and lobby

28/ 30
REANTREEEINES RSV EURFEN YRR,

BT IRz BT LASCI AR R ?

A security manager for a large company has the task to achieve physical protection for
corporate data stores.

Through which control can physical protection be achieved?

A) ibpEEEIEERROSEFISH

Having visitors sign in and out of the corporate datacenter
B) REBHIERSLEXS MR AR MEAAIE)

Install a firewall to prevent access to the network infrastructure
) WHEEHANRTFRARIZERES

Using key access card controls for employees needing access
D) WEFERMETLUHALTIAR

Writing a policy stating who may have access to the company
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29/ 30
ETEZEEHRERREEFTIFEERN—R, BXERTE/NANEERY —EHiEiERS
BYEBI R FHLE— P 2R,

HR{EISO/IEC 27001, EEVXNMARNFEESRNREEENUZMA?

Knowing that physical security controls are a very important part of an information security
program, the information security team is asked to design and then implement a security
perimeter for a department that is setting up some new data systems.

According to ISO/IEC 27001, which is the most important guideline that needs to be
considered when establishing this perimeter?

A) FRSZFFEI

A two-person support model

B) LRBEIARERR

Installing cameras and alarms

C) REFEiCFRAEEN

System logging and monitoring

D) iOFRAYEEN SEIRE—

The strength of the perimeter should be in line with the data's value

30/30
RA[ANTRZIFARE, EREEAEIESE, NI seRiEauthAS BELRIRRRISO/IEC
27001 JiEsEL =2 .

p—IN /ORI ?

The human resource manager for an organization asked what she could do as a quick win
in the area of employment and hiring to help strengthen the organization’ s data security
program according to ISO/IEC 27001.

What should the advice be?

A) HESHE
Do background checks
B) itRer5Et
Implement security policy

C) FEAOLIRENERE]

Place revolving gates at the entrance
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1/30
B—IE L e IEHIEAXRER?

Which is a key element of security strategy development?

A)
B)
9]

D)

A)

B)

9]

D)

KT USRS AR

Description of how the services are being supported
NEELFFERERSEEEIRSRATTT 5

Policy that does not conflict with the law of the organization's country
EP S SR

Relevant control objectives

REERE (ROI)

Return on Investment (ROI)

HiR, XNERSRESMALZERIBTTR, BSHIRKXERSRBIMK (SLA) .

Incorrect. This answer does not pertain to defining an overall security strategy and is more
focused on the service level agreement (SLA).

HIR, INERERELNTERBTXR, EZES5HERX,

Incorrect. This answer does not pertain to defining an overall security strategy and is more
related to policy development.

IEffg, BIERAXAES BREHER2MIRIRRER. (O A, JITHE0135K)

Correct. Having relevant control objectives is a key element to the development of security
strategy. (Literature: A, Slide 013)

Hix. XNEXRSHESMZEHIETX, BSESMSTNFIREREIEX.

Incorrect. This answer does not pertain to defining an overall security strategy and is more
related to financial forecasting and budgeting.
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2/30
RBQBG L MNEBD F iR iniRSZAOSIFISHE.

ZALN FERSFWPIMEES], DEAREHDREHNEER R 2R ?

An organization has several suppliers which contribute to the delivery and support of end-
to-end services.

Which capability should the organization invest in primarily to minimize the information
security issues originating from its suppliers?

A) =it
Audits
B) jaif
Governance
C) NpeEE
Risk management
D) =il
Training

A) iR, FITRRELIERSENSEITOAT L, BEFIIREEINEAEE, LRRES5iHES
RS IRMHETES R TTRUT A,

Incorrect. Audits are essential to ensure that agreed activities are being performed, but it
would be better to invest in governance capabilities to ensure that there are policies which
direct the behavior of all parties involved in the service provision.

B) IFffs. ;RIERIESANNSHINE (BREENENSS) NREED. REARBREERREES
EASE. i8S, aETFEERNEI S, BlRERER. RBEELUFTHMNMER, AREEE
RSV ERFITEE, (XEt: A, LiTHEE0183K)

Correct. Governance is the overlying capability which directs an organization’ s policies and
processes, including the suppliers’ involvement. Governance handles the evaluation,
direction and monitoring of the organization in topics like information security. Governance
works on developing policies, receiving monitoring information, evaluating this information
based on the policies of the organization, and providing direction to management to make
changes where necessary. (Literature: A, Slide 018)

O) iEix. XKEEATSEAFIER FMERES, BIeBRnaEE S ER e R RS IR
R TTRNEER AT
Incorrect. Risk management has a number of activities which would be useful in this scenario,
but strengthening the organization’ s governance capabilities will increase the likelihood of
stronger overall control of the activities of all parties involved in service provision.

D) &R, REHIREE, (EBEAARERIGHEBRWEST, ESRSREMERITITA.
Incorrect. It is important to invest in training, but a robust governance capability will help the
organization to develop policies which direct the behavior of all parties involved in service
provision.
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LZeZBERTHELTNREES. ARECEFE—MINERTERRMNEINTWERE,

TeIBNZEBNREEINTEEMTA?

The security manager is responsible for defining the security controls for a company. The
company is selecting a supplier to host the web-facing ordering system.

What is the most important aspect the security manager should look for?

A) TEXiENE
A standard for due care
B) RERAEITA
A standard for due diligence
C) EEMK
Benchmarking
D) HfE&ReLik
Best security practices

A) iR, ZEXINERKRNZEHRI.
Incorrect. A standard for due care symbolizes a minimum level of security.

B) &R, REAFEEHREHNEMEINEER, XA —ERNE.
Incorrect. Due diligence means that the supplier meets a standard requirement. This is not
necessarily the standard.

0) #HiR, EENAE—MATERIS. AAEFMIZENARRTTTE,
Incorrect. Benchmarking is a technique used to compare organizations with similar business,
maturity and markets.

D) IFffi. BRiFLEILHRER—TUEHTIFENERZ R, RReLIENMHNENERER, (3XH:
A, ZJKTH50245K)
Correct. Best security practices are the best in class for a given industry or line of work. This is
what the security manager will be looking for in a supplier. (Literature: A, Slide 024)
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REEHIRESIETRNRE D RIAE.

EERSRIBIETRNREDR?
Security controls are defined based on the security classification of a data element.
Who is responsible for the security classification of a data element?

A) ARNENEENEES
The board of directors, that runs the company

B) ASEIRAUEERESIEEER

The data custodian, who manages the use of the data

O AREENERENEE
The process owner, who governs the process
D) LEREEERALENAARFBEE

The system owner, who safeguards the information system

A) IR, EEXMEHAUSREEERASR, BITEAEIRERANSERER M.
Incorrect. The board is overall accountable for any business process, but the responsibility for
exercising all duties is delegated.

B) $HiR, BEERNRAENEESEERZIMETIUTTEIETRNERK, EARBHIISEFULSIES
B IV ERETE.
Incorrect. A custodian is responsible for defining and managing the requirements towards any
data element as far as it concerns compliancy to laws and regulations, but also for the use of
data by different parties and processes in the form of data contracts.

C) IEM. (HUETRERWSRENERNSR. MEMEERE—RHE —MUETEEERNEEE
KEENA. (OZk: A, LNTR5E0455K)
Correct. Any data element is an object of control of a business process. The process owner is
the only person who can identify if a data element is critical within the organization.
(Literature: A, Slide 045)

D) $HiR, RAMBERRLBAIEXAEN, MY, T (CIA) DRATERAGEE,
Incorrect. The system owner is responsible for implementing the controls as required by the
defined confidentiality, integrity, availability (CIA) classification.
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RN IBREXS N BT B XL,

B—IURIRBI AT KSR AIRIESR?

A risk manager is asked to perform a complete risk assessment for a company.

What is the best method to identify most of the threats to the company?

A)
B)

9]

A)

B)

9]

SErEF@mBEXSAR—EER =

Have a brainstorm with representatives of all stakeholders
S5&E=EEEmRK

Interview top management
BEEEELZEBEXARKEEBIHRBIEER

Send a checklist for threat identification to all staff involved in information security

IEff, SAERNEEXT—EER mrWRATENLAEEEIATL. (OBt A, LITHSE0303K)
Correct. A brainstorm with all stakeholders makes sure that all perspectives are represented.
(Literature: A, Slide 030)

HIR. EealEoLUISEZIE, B ARESEBE. RBIESEMEEIFINGE.

Incorrect. Top management can oversee a lot of threats but not all of them. There is a better
way to identify more threats.

iR, ERZEERARTEZLERMER. RAESHNEEIFRTTE.

Incorrect. Staff involved in information security cannot see all the threats. There is a better way
to identify more threats.
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BRl, —XEBHEQTIEELREEREEE. EREZENBENMBRIATEE, XiRBISE
BRIy HIREEMHIRNANEER, tEESUSKEBERRGEXDER. EEMINEKRE
AT HRAE: SHUNRISZNE (30%) . XIFLEAISZIE (40%) . XIARFERRIFNE (30%) .

WMERIREH TN EEREEE:

- AT (HIR)

- BT SSLAYZ TR (KER)

- ML (95)

- BB FEMFIEFRSIER (5

RIERIOE, WIS~ RS

Information security management is currently being implemented in a company that sells
books. The project leader for the information security project understands that the risk
identification process requires her to list organizational assets arranged in order of
importance and she is working with the financial manager to develop this list. The weight of
importance is based on the following criteria: impact on revenue (30%), impact on
profitability (40%) and impact on public image (30%).

The financial manager has come up with four important information assets:

- Supplier orders (outbound)

- Customer order via SSL (inbound)

- Supplier fulfillment advice (inbound)

- Customer service request via e-mail (inbound)

What asset ranks the highest based on the impact criteria?

A) HANEITER (HE)

Supplier orders (outbound)
B) @ISSLIYEFITE ()

Customer order via SSL (inbound)
C) HRIESELEN (KER)

Supplier fulfillment advice (inbound)

D) B FERMHRIEFIRSIER (KER)

Customer service request via e-mail (inbound)

(EBHR7e, #FTF—NR)
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A) iR, SHNETRANHZEN, BYSERLIERNIFIEFEEXTIE, B2, XeSHEFI1TRiE

J‘*&, Jﬁ LEFORRERRSFNFRE, XUEHMRAFEFIIARTER. EBEERLT, KRN
R

Incorrect. When supplier orders cannot be sent out, it will have a high impact on the
possibility to create revenue and make profit. However, it will cause customer orders to be
delayed. Some customers may move their purchase to a competitor. This will also impact on
profitability and public image. Normally, revenue and profit will still be realized.

B) IFffs. BEFAEEMLETRE, SUBMNEMRE TR, BN, FIENQRESFERKTME,

(3Z#k: A, LI THE0375K)
Correct. When a customer is not able to order online, they will immediately order from
another source. The impact on revenue, profitability and public image will be maximal.
(Literature: A, Slide 037)

0) HiR, JHNEBNIRETRAAHERN, BEENSANMSIIAEFEEXF I, LWt Xt

i%%ﬁiT%ﬁﬁo BLEFRREREORSNFRY, XEEMERIENARNT SR, WAFIFER
LRSI,
Incorrect. When supplier delivery on call orders cannot be sent out, it will have a high impact
on the possibility to create revenue and make profit. Besides, it will cause customer orders to
be delayed. Some customers may move their purchase to a competitor. This will also impact
on profitability and public image. Eventually, revenue and profit will be realized.

D) &R, BEFRFZERFEEEIHEH, BRHLORERIEREARFNE, XXFWNFIFERIS TR T4)
SRR H IR R 2= AT SRS,

Incorrect. When customer service requests cannot be fulfilled, it will have a high impact on
public image. The impact on revenue and profitability will be significantly lower than
compared to elements of the logistics process failing.
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RzEREREER—LXTHRE_NMEEF MEAREH I RATEN.

=
EEREE (ISO) SENKzERIRMTA?

An operations manager wants some advice about opening a second data center as a hot
standby location.

What would the information security officer (ISO) advise the operations manager to do?

A) TRWSIIBERE R BEBEARRRHERA

Make sure that network and power supply are made redundant and from different providers
B) HRYIEELIEIR T ERRFE

Make sure that physical access is only granted to specific operators
C) WRABAEHA (BEEER) IREE

Make sure that the company will not be a victim of the Patriot Act legislation
D) Rz REBARTEMRAWIERXCATR

Make sure that the location has a different physical risk profile than the primary location

A) iR, XARZNEEFRI—RBT.
Incorrect. This is only part of the risk profile.
B) iR, XR—RRTEEH,
Incorrect. This is a general security control.
0 iR, XABTYEREXK, ME—NERIHE.
Incorrect. This is not a physical security risk. It is a legislation problem.
D) IEffs. EASEMIER, RIFWHREAENXEE R, (Ot A, 2T H550505K)
Correct. Since it is a backup location, it is wise to make sure that it has a different risk profile.
(Literature: A, Slide 050)
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RABEHNERA T EEREE, FEIDERIMAETT RS IHEEZS. AREREwT
—UHNERER), FRERETEISMEIBIR T, ST ARV E ESCiErT S SCiE BRIR 224,

SNERMMNEPRI— PSRRI, NREN ARSI SRARIERCISRIRT RE?

A large transportation company has adopted the standard for information security and
needs to set up controls for its software development department, which they will
outsource. An external consultant has been appointed to make sure that security controls
consistent with the code of practice will be implemented over the complete supply chain
for software development in the new outsourced situation.

What control should be put in place to guarantee availability of the source code should one
of the partners in the supply chain go out of business?

A) WL

Acceptance testing
B) B

Effective documentation
C) EELRH

Escrow arrangements
D) IFAIMY

Licensing agreements

A) iR, BICHE—MHRTAIRETRIRZYFEE R RENERIE. ERTERGRA,
Incorrect. Acceptance testing is a mechanism to ensure that the deliverables of the
development process meet the quality criteria of the customer. The customer gets no access
to the source code.

B) $HIR, BRCHEEMBEHN—MRER, REABANETEF IR,

Incorrect. Effective documentation is a general requirement for all controls. Source code is not
part of documentation that is accessible to the customer.

C) IEff. FEETHRHERTERNBEFEE—INE=1R. SRE—EAWRER, FIMMERN SRS T H
FFEE, EREULINRERE. (O A, T R50505K)

Correct. Escrow arrangements will ensure that software source code is stored at a neutral site.
The source code is accessible to the customer when certain criteria are met, for example if the
supplier goes into receivership. (Literature: A, Slide 050)

D) $EiR. WM REMRRABAFEIFIAIR Y, MEMRFEEE, Fam RS HSR
ESO
Incorrect. Licensing agreements only ensure code ownership and intellectual property rights.
They cannot guarantee access to the source code for the customer should the supplier go out
of business.
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X EIRFSEEAMUNBRTARME, EASXEERRAMBEEZET. AN, NESIIE
RN TER LS XL, ELERBENEEEN, ERMESEETIYE,

EIRE RV E KRG E I T E N S AL RS ?

The scope of risk management is not limited to the organizational processes alone. It
should also be embedded in the project management methodology. An information
security risk assessment, for example, should be conducted at an early stage of each
project. When implementing project risk management, it is necessary to consider the scope
of this project.

What should be included in the scope of project risk management for standard projects?

A) BUEMTFRESXERBINNES, NMEEXGIRE, 24, WmAHEMmAEHSERNFRE.
It is necessary to prepare for the maximum risk level and therefore implement important sub-
processes like risk identification, quantification, response development and response control.

B) BHTFTHBEARAREZRRN—/NGRD, BUtRFEETIIMBRREIAIX AR ERIRBIFITFRLE.

It is only necessary to include a simple identification and rating mechanism for the threats and

risks specifically related to the project, because a project organization is only a small part of
the organization.

C) SeENGETE. EEMACSHMNLERY, SEEREME—H.
It is should include processes necessary to assess, manage and reduce the impact of
occurrences as it would be with an information security project.

A) iR, LESHITRNFRERERTEXRAIBRER, WReMESESKEIMNE, (NXERNEA

ERBAGIE.
Incorrect. Implementation of all possible sub-processes is only applicable to high-risk project
scenarios like security projects or in mission critical environments. Only in those environments
it should be the generic approach.

B) IFH. —fkin, XNEENAZHMECEER. NI, BUEMNEIEAS, BEXEIME,
I, WFEREB/ESENEWINE, ANE—MEFAREIEMESHIXCEEER. B, BUERS
HYBEMAR—FLEEAEE. (O A, LITHEE0475K)

Correct. Generally, this scope should be sufficient for most projects. That said, it is necessary
to allow for larger and more critical projects, so there should also be a process to escalate to

more detailed risk management processes for larger/more comprehensive enterprise projects.

Therefore, it is necessary to implement a generic scope like is done for the organization as a
whole. (Literature: A, Slide 047)

O iEix. MEXREES—RIUXLEEIFERL. Bt BRETENEENN. EFEER T, [F%

RENEERRYTE, (NRBFITFED B FrEIar B e .

Incorrect. Project risk management is very similar to normal risk management. The generic
scope should therefore be similar. On many occasions a simple approach will only be
necessary, identifying and rating only those threats specifically facing the project.
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SN EH R AT eSS RT A AR, BRYFNSCHEMRITRES?

Which strategy is best to implement when a risk assessment points out that a specific
vulnerability can be exploited?

A) XS ETEMELR

Implementation of a risk management framework
B) LiEERLEEH

Implementation of an information security control

C) SCHERSBUMY
Implementation of anti-virus software

A) EIR. NEGETPERE—FNETTIE, TAZRE.
Incorrect. A risk management framework is a risk methodology and not a strategy.
B) IFffs. wisthieszsl, LIRERDALRXE. Ok A, ZJ5TR50335K)
Correct. Controls must be implemented in order to minimize the organizational risks.
(Literature: A, Slide 033)

O) iR, REFRSHRUILRBARTERSITERG, BXHAEMRAIENEAYTIE.

Incorrect. Although anti-virus software helps organizations to be protected against viruses

and malwares, this is not the solution for all the risks.
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%ZH?HEE&HE%?&Qﬁgr)%ﬁ%ikﬁﬁ;—%%ﬂIEEtE]’\JJYLBﬁ”?éfIEE%o BRISESUERIR L HIRIp AT
= S BIf.

WIS AR B B T SChE X B AR LS e ?

An organization has convinced its senior leadership of the need for a formal approach to
risk management. Senior leadership has raised concerns over the costs of the proposed risk
controls.

Which statement should be included in the business case for the implementation of risk
controls?

A) EHIRSERANBGINTIEETFER.
Controls are the primary means of improving the organization’ s risk profile.
B) E=HIREBRRINLERTTZE.
Controls determine the organization’ s risk mitigation options.
C) EHIF BN BRIR BRI E =,
Controls help the organization to identify its most critical assets.
D) =G ABLURHE XA IRISHERIER.

Controls will provide the organization with information about asset vulnerabilities.

A) Ftf. EEREFEANBIEEFIHTHIE. O A, ZJKTH50503K550515K)
Correct. Information security can primarily be improved by implementing controls. (Literature:
A, Slide 050 and 051)

B) $HIR, XEXEITMEAVTFL, MASLREEERIFL,

Incorrect. This is a benefit of risk assessment, not implementing controls.
C) iR, XEXLITHEREFLL, MARLEESIRTEFALL,

Incorrect. This is a benefit of risk assessment, not implementing controls.
D) iR, XEIRBIEMAITFL, TARLREEHERILFL,

Incorrect. This is a benefit of identifying threats, not implementing controls.
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RETRSSERNIHE, LHEEIFHELIS AN, TREANIRS AR
F.

MG HEIE AR e B B iR?

An employee has worked on the organizational risk assessment. The goal of the assessment
is not to bring residual risks to zero, but to bring the residual risks in line with an
organization’ s risk appetite.

When has the risk assessment program accomplished its primary goal?

A) =HILHER
Once the controls are implemented
B) XBa#eissenkia
Once the transference of the risk is complete
C) JRRERTBEFEAZEHRING, MAERXNEEINREREX LAY
When decision makers have been informed of uncontrolled risks and proper authority groups
decide to leave the risks in place
D) XBEoHrseskis

When the risk analysis is completed

A) iR, WIAIFEnTE, SRS ERTERMEN, NS EHARRIXERLT.
Incorrect. If there is no ongoing monitoring of the controls, they will deteriorate over time and
the risk will exceed the organizational risk appetite.

B) $HIR, ML REEHXGAIEIEZ—, AR RSB MEHIEEE,
Incorrect. Risk transference is only one of the methods used to control risks. This question is
asking about the entirety of the control structure.

C) . ERZEEWATUIRRERXIGRFEEANERIFISEER, X—RREE, (0.
A, £JXTHE80303K)
Correct. It is important that information security professionals make sure that the remaining
risks are maintained within the bounds of the organization's risk appetite. (Literature: A, Slide
030)

D) &R, BXESWTSEAE, BIERXEEETEARINIFFE.

Incorrect. When the risk analysis is completed, the real risk management work is just starting.
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B—ME AN S RIE 3R ?

The maintenance of an information security program requires a continuous process. This
requires inputs from the many different factors that will influence its success.

Which is an input influence that would require the process to change?

A) 75t
Policy

B) X1
Risk assessment
C) ZZitkl
Security plan

A) iR, THEREFRYH, REBA.

Incorrect. Policy is an output of the program. It is not an input.

B) IEff. MBGiHHE—MEEXNTEHTAZNMARE, (X#k: A, ZTH50335K)
Correct. Risk assessment is a change in input which requires adaption of the process.
(Literature: A, Slide 033)

O #iR. REUXIZEFEE, A28,

Incorrect. The security plan is an output of the program. It is not an input.

14 / 30
RERRNTNEEREE (ISO) NINER T EREESHHEERFHEIIF.

TFERH N B IR ?

The information security officer (ISO) for a global company has just received a management
review of the information security policy.

What should this output include?

A) BXRBHHIRIR

Feedback from interested parties

B) = B HIRISiE B

Improvement of control objectives and controls

C) FBAFOLIEFEMERPIATS

Status of preventive and corrective actions

A) EIR, XEERZESHEETHATEA.

Incorrect. This is input to a management review of the information security policy.

B) IE#f., XN EIEAEmHP. (Ck: A, 48T R580603K)
Correct. This should be included in the output. (Literature: A, Slide 060)

C) iR, XEERZESHEETHATEA.
Incorrect. This is input to a management review of the information security policy.
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HANFAELHERRESMME, ZBRBEEL 7 —MIE, HRT HRANSRENERRE
S, BFM CREFHREIIZELE.

ZEREZRT THRXAIRE. ABHIRE, WEETELEEEZESHERFRIR R,
B—IARR LI SR T2 S MHIRAERN?

An organization is implementing information security incident handling. It already has a
mechanism for personnel to report observed or suspected information security events, but
these are not handled well once they are reported.

The organization has put relevant processes, roles, and responsibilities in place. It is now
moving on to implement other activities needed for information security incident handling.

What is not an activity to implement information security incident handling?

A) BENMEEEFAEMPRRAANREIGENSHEE RS, BILREEEREEMH
Agree how to prevent information security incidents by using knowledge gained from
incidents to strengthen and improve information security controls

B) EXHABHBENNRITHITRIEE LS HIINIER
Define and communicate procedures on information security incident response that should be
carried out by competent staff

C) RUDEMLSERLR, TRTRERLZEESHENERRESE M
Devise a categorization and prioritization scheme that can be used to categorize information
security events as information security incidents

D) LiEFEFKEMRTFSERRESMHEXRMNIEE, DML ENLEGSTEFRAPER
Implement procedures to collect and preserve evidence related to information security events
for use in any necessary disciplinary or legal actions

E) SNSRI EEFEMERE - AIEMZE L, LML ERZESHRE
Set up rules to control physical and logical access to information and other associated assets
to prevent information security incidents

A) EIR, XELEEEZESMHIER—IA,
Incorrect. This is part of implementing information security incident handling.
B) f{HiR. XEXLIEEELESHLIEN—IA,
Incorrect. This is part of implementing information security incident handling.
0) HiR. XERLEEELZESHHLEN—IR,
Incorrect. This is part of implementing information security incident handling.
D) {HiR. XEXLIEEELESHELIEN—IA,
Incorrect. This is part of implementing information security incident handling.
E) IEH. SCHEDENEHAILISRFSRMAITRRS, (EAREERTESMEN—IR, (O A, TR
£50855KF1550945K )
Correct. Implementing access control can support the prevention of incidents but is not part
of implementing information security incident handling. (Literature: A, Slides 085 and 094)
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ZEEMINMEREEEREEEER T, BUSHEERMETHN. SREEEBSEEXFIE/L
RESIEliNE S ] N

IR R SR 2 S MR ERIERRE?

The handling of security incidents is done by the incident management process under
guidelines of information security management. These guidelines call for several types of
mitigation plans.

Which mitigation plan covers short-term recovery after a security incident has occurred?

A)
B)
9]

D)

A)

B)

9]

D)

APSSiEEREtH (BCP)

The business continuity plan (BCP)
SRMEMRE 14

The disaster recovery plan
SR

The incident response plan
ML TR )

The risk treatment plan

E%ti;;eod;lﬁicP%EE%EWX’E%H@&I&%@VEEE‘B%E’\J, HBEmEWRKEIERESAER, LRSS RE
UiELet,

Incorrect. The BCP is deployed after the disaster is determined to affect business operation. Its
goal is to ensure long-term organization of appropriate measures to ensure the continuity of
business processes.

IEff, RERSITTIREZRPIRE, A ESHHIRCARERIZIAMT, (OUk: A, ZKTH55081
5K)

Correct. The disaster recovery plan covers short-term recovery and is executed immediately
after the incident is labeled a disaster. (Literature: A, Slide 081)

HiR. FHMAITRIRIRESCEERIAT /LR, BEERESEMHRERHIT.

Incorrect. The time frame for the incident response plan is immediate/real-time. It is executed
when a security incident unfolds.

HiR, NISGMETHRERZ ST N—F. SuHtIBEESFT IR,

Incorrect. The risk treatment plan is a type of information security improvement plan.
Improvement plans are usually executed on an annual basis.

Information Security Ei#E% EXIN Information Security Management Professional based on 36

Management

150/IEC 27001 |SO/|EC 27001 (ISMPCH)



=%IN

17 / 30
IRERNRERIRENRIERISRE?

Whose responsibility is it to coordinate an organization’ s security awareness program?

A) BRRIENA
Everyone in the organization
B) ERLZ2EHE
Information security management
C) ITERI]
The IT department
D) BEEREMRS
The secretary of the CIO

A) iR, BRARATHIESNABYARZERR, EIAARSMEERNTERRE.
Incorrect. While everyone in the organization is responsible for organizational security, they
are not responsible for coordinating the organization’ s security awareness program.

B) IEffi, ERZLEEEARNMARERIREN. OUk: A, LKTH5B0955K)
Correct. Information security management is responsible for coordinating the security
awareness campaign. (Literature: A, Slide 095)

C) EiR. BRI IFEEERNTHELEAE, B(FAREHEARANEZEERE.
Incorrect. While the IT department needs to promote and be aware of security issues and
concerns, they are not responsible for coordinating the organization’ s security awareness
campaign.

D) i#&iR. CIONBAREAREEMESER, EFfEERARIMNIANANZERIREN.
Incorrect.The secretary of the CIO may be responsible for promoting and championing
awareness but is not directly responsible for coordinating the organization’ s security
awareness program.
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=F, FAANFENRINZ RS, ELiyMNERZl, ER%EE (IS0) FETHRRIINE
BReEHRIUE.

ISOUN{AMRIERFRENENSR?

Last year an organization became stricter regarding security controls for its employees.
Before implementing additional controls, the information security officer (ISO) wants to
know the mindset of the employees towards information security controls.

How does the ISO get an impression quickly?

A)
B)

9]

A)

B)

9]

B B EREHEIR

By checking the internet data stream

HEMEREERE

By determining if there are viruses on the network

EIER _LHIRREERDAE

By walking around the office after normal business hours

HiR, XMEEREH T X T ENNER, X THEIRTA—RUT,.

Incorrect. This only gives information about how the internet is being used, not about the
general mindset of employees.

HiR. XE—MEARBIE, AAERMMEIERRTOSHIESR.

Incorrect. This is a technical measure and gives no information about the mindset of the
employees.

IEffg, HISOTEIER LI REENDAER, JREERTIEMEERER. (SXE: A, 4T
F880955K)

Correct. When the I1SO walks around the office after normal business hours, it is possible to
see how employees handle sensitive information. (Literature: A, Slide 095)
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AP SSEERMHRBER N SRR .

A S5t RN B SR A1T5?

The business continuity manager asks for input for the contingency plan.

Which should be the business continuity manager's first activity?

A)
B)

9]

A)

B)

9]

FEEE

Define the scope

HE R SSERRE

Identify critical business functions
iz Al

Test the plan

HIR. SCERMBEENE, MARNSITHNEG, A/ eEREWVSFmoSHr (BIA) AIZERIK
AT,

Incorrect. Scope is a pillar of project management and not a cornerstone for contingency
planning as the scope is driven by the results of the business impact analysis (BIA).

I, ERENSITY, TEREWIGRIEREWSIREEINRRIEN, FiFcR. (O0t:
A, £JXTH580803K)

Correct. The main thing that must be completed in order to have a contingency plan is for the
business to define their critical business functions and systems and document these.
(Literature: A, Slide 080)

iR, WHNRITHEREEEN, EVFESFHT R, BXAEF—INE.

Incorrect. Testing of the contingency plan is extremely important and needs to take place at
least annually, however it is not the first activity.
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R eZMSNERER/ NAFEERRESHPRIRE, RIFEXERNINGALAN. NavNER
BIERE K RATREISHE NIX EE X I,

RERX—ERRRIRIE S =R A7

A security architect argues with the internal fire prevention team about the statement in the
information security policy that doors to confidential areas should be locked at all times.
The emergency response team wants access to those areas in case of fire.

What is the best solution to this dilemma?

A) REXKES, NERFFAIIRA, BHIEEAEXIE,

The doors should stay closed in case of fire to prevent access to confidential areas.
B) REXKESIIEHTH.

The doors will automatically open in case of fire.
C) REXKENBRZ 2N,

The security architect will be informed when there is a fire.

A) iR, REMFETRE.
Incorrect. Safety comes before security.
B) IEff. R2MFLTRE. (OBk: A, LTHEE0915K)

Correct. Safety comes before security. (Literature: A, Slide 091)

0) HiR. REBNLSEMNREE, (ENSUNAFEFRIRSIEMITRAINZ A FHastE e,
Incorrect. Although it is good to be informed, the emergency response team cannot wait until
the security architect has arrived at the scene.

21/30
ERFRIRI R RN EENREMA?

What is the main advantage of using an open design of the security architecture?

A) FURITZTIRE.

Open designs are easy to set up.
B) FRuRIHEIZ IR,

Open designs are tested a lot.
C) FHIRITEFSIIIMIRE.

Open designs have a lot of extra features.

A) iR, FBIRITHAWERITERBIRE.
Incorrect. Open designs are not set up easier than secret designs.

B) IEff. FKITEE 2N, MENERITNEARIERE, (O A, TR 1145K)
Correct. Open designs are tested extensively, and moreover secret designs never stay secret.
(Literature: A, Slide 114)

O) iR, AR A—ENERITEESINEE.
Incorrect. Open designs do not necessarily have more features than secret designs.
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Which statement about security architecture is most correct?

A) Z2EMSTEEN T ERERN.

Security architecture completely defines implementation rules.
B) LEIMUEIERE.

Security architecture follows strategy.
C) ZEZRIIRREN.

Security architecture is secondary.

A) iR, ZLEERXESRERANRT, HABET2E N THERN,
Incorrect. Security architecture is higher-level design than this and does not completely define
the implementation rules.

B) I, ReZRBEREERTERIE. O A, LITHRE1125K)
Correct. Security architecture follows information security strategy. (Literature: A, Slide 112)

C) iR, TERERRIRMAY, EHA2REN.

Incorrect. Security architecture is strategic and therefore not secondary.

23/30
P AEX RN Z 2 RSB REE?

Why is it important to define which security services will be provided?

A) FEFhEERLZEERNEFIRS
To better align the information security requirements and the customer service
B) HEHERANIEEZERES
To determine the information security strategy of an organization
C) MIRABLFFSISO/IEC 27001 FYEK
To make sure an organization is compliant with the requirements of ISO/IEC 27001
D) THEEZEEERR (ISMS) RBEE
To understand the scope of the information security management system (ISMS)

A) IEfa, WIREMATRMHAIZERSZUUSKAEE, IEEIFEREERLEERIEFRS. (X
Bk A, LITHEE1135K)
Correct. The definition of which security services will be provided, and in which architecture,
must be defined to better align the information security requirements and the service for the
customers. (Literature: A, Slide 113)

B) #iR. ERRERREENBREZERBZIEEREIMZAIHE.
Incorrect. The information security strategy is determined before the information security
architecture, which includes security services, is defined.

C) iR, XAZISO/IEC 27001H9E K,
Incorrect. This is not a requirement of ISO/IEC 27001.

D) $#&iR. ISMSHTSBENAEN ZERSZHI T .
Incorrect. The scope of the ISMS should be understood before the security services are
defined.
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Which security item is designed to take large collections of network-related traffic that can
indicate a denial-of-service attack?

A)
B)
9]

D)

A)

B)

9]

D)

B XiE

Firewall

ETFENHNERNGERSZ (EFENIIDPS)

Host-based intrusion detection and prevention system (host-based IDPS)
ETFMEHNEICNERS (ETFRLEFIIDPS)

Network-based intrusion detection and prevention system (network-based IDPS)
EIERMZ (VPN)

Virtual private network (VPN)

HIR, XE—REeTEH, BERalEXEMNERE.
Incorrect. This is a security tool but does not collect large amounts of network traffic.

iR, XETEERETHNNEIERERE, MARETNEIEIERERE.
Incorrect. This focuses on host-based data traffic collection rather than on network-based
data traffic collection.

IEffg, EFMERIDPSHTESHWEARANEHIEER, LEEFESHEERPFEETINE,
WIEEARSS. (OZEk: A, ZJKTHEE1085K)

Correct. The network-based IDPS is used to gather and collect data flows across an
organization’ s network in order to see if abnormal events are indicative of an active attack
such as a denial-of-service would be. (Literature: A, Slide 108)

IR, X —MREEMIRIEENIRE.

Incorrect. This is a network infrastructure access device.
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HATICEOF R B CRIFIRER, BELESIRHIEFIREIK EERATMMENIRRN. &2
SIEEBXMAFETIREDLN (BYOD) HEK, HERTHARBYODRIFIRE)I.

REEFBANR BRTHESILAB LE N AR SR AN ERSEEIEER?

The CEO of a company started using her tablet pc and wants the security manager to
facilitate her in using business e-mail and calendar on the tablet. The security manager
understands this desire to allow the possibility to Bring Your Own Device (BYOD), and
organized an awareness training regarding BYOD.

What other control should the security manager propose to prevent data loss in case of
theft or loss of the personal device?

A) TEREBRREIS R INEERSEIFANIRE L2281, AEREAIFREX
Do not grant the wish until stable integration of business functions on private devices is
possible

B) IS BRI EIERZ N

Encrypt the local storage and network connections
C) ER—RMEBNSHESEINESHILIE

Implement strong authentication using tokens with one-time passwords
D) L&RSCERRAFIR KIBLARS LR

Install anti-malware and a firewall to prevent infection

A) EIR, XEITREPBPEZE, BREEHBINCEO,
Incorrect. It may be wise, but the CEO cannot be overlooked.
B) IFffa. F—#uEEXEHE, EVRUSIERLZEM. (OLk: A, LJTHE0615K)
Correct. In case of loss or theft at least corporate data are safe. (Literature: A, Slide 061)
0 iR, XRNTFLEEREIEIMLE,
Incorrect. This only allows secure login to the corporate network.
D) $HiR. h—#uEmESHELR, SR E=T51A1E.,

Incorrect. In case of theft or loss the data are still accessible to third parties.

Information Security Ei#E% EXIN Information Security Management Professional based on

Management

150/IEC 27001 |SO/|EC 27001 (ISMPCH)

43



=%IN

26 / 30
AT AITERLIREPRIZ ETTRIRER?

Why are the security elements in the IT infrastructure important?

A)
B)
9]

D)

A)

B)

9]

D)

SCIRI TERIR BRI S5 iZESeE
To enable business continuity of the IT infrastructure

BRI TEMIRENEE 2SN

To manage information security incidents which impact the IT infrastructure

BELERS I TEER IR M TR AN AR 31E)
To prevent unauthorized physical access to the IT infrastructure
RIPITERRE FRYERE™

To protect the information assets which are on the IT infrastructure

iR, SCIUTEMIRFERISESMREE, (ARETHNBENRRIFMEEE.
Incorrect. Enabling business continuity of the IT infrastructure is important, but the purpose of
this security element is to protect the information assets.

iR, EEMNITEMRENEERZESMHREE, Bt tHzNENRRIPMERE.
Incorrect. Managing information security incidents which impact the IT infrastructure is
important, but the purpose of this security element is to protect the information assets.
iR, PLEHITERNRIEHTARERNAELRERE, (AtZetHlNBRRFRIMEER .
Incorrect. Preventing unauthorized physical access to the IT infrastructure is important, but
the purpose of this security element is to protect the information assets.

IEff, FAEEERRETREREANTRIFER. ASHEREEEFTERIFAITEMIRES, (OH:
A, ZJ8TR50185K)

Correct. All information security elements are there to protect the information. Most
information resides in IT infrastructure which needs to be protected. (Literature: A, Slide 018)
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D ERBRERHARIIEXERBIN TR e, ReFRREND XILIBIEE SR
Rifxe, FOENReRERRTETE, EEERAEEREDKX.

BREL SINREN SFHA— P L2 X?

Zoning is a security control to separate physical areas with different security levels. Zones
with higher security levels can be secured by more controls. The security manager of a
hotel is responsible for security and is considering different zones for the hotel.

What business functions should be combined into one security zone?

A)
B)
9]

D)

A)

B)

9]

D)

SWEN—RIDAEE

Boardroom and general office space
B XMiEFRNE

Fitness area and storage facility
BIEZBEAHEIE

Hotel rooms and public bar
NHETMAT

Public restaurant and lobby

HiR. SWEARRESBENENKIES, AIEBEARARLERANNEES.

Incorrect. The boardroom could contain valuable strategic and thus confidential information
that may not be accessible to regular personnel.

HiR, HEERIENER (809) TIEARGER, MESKNEMEEAFTLEARTR.
Incorrect. The storage facility should be available for (some) staff only, whereas the fitness
area is accessible for all guests and staff.

iR, BEEBETIEEOAS T, ALEEAHFEAER, BEEEEIOHIEREATIL.
Incorrect. The hotel rooms and bar must be separated. The public bar can be used by
everyone and the hotel rooms are only for paying guests.

IEff, XP M AEMERAGR. Ok A, KTHR5E0913K)

Correct. Both these locations can be used by anybody. (Literature: A, Slide 091)
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BT Rz ] LASCI A R R ?

A security manager for a large company has the task to achieve physical protection for
corporate data stores.

Through which control can physical protection be achieved?

A)
B)
9]

D)

A)

B)

9]

D)

BB EIEROSEIEH

Having visitors sign in and out of the corporate datacenter
LB IR LEXS W AR BRI hE A1)

Install a firewall to prevent access to the network infrastructure
XBEHARIR T ERAR JEERE=H

Using key access card controls for employees needing access
RERERAET AHANEIAR

Writing a policy stating who may have access to the company

iR, XANEERAYIERIESMIERF, NIAEERRIRE/aNESMEZR.

Incorrect. This does not directly provide a physical barrier or physical protection. It is a good

passive/detective control and audit point.

HiR. XABTYERPESE, MaBERFEE,

Incorrect. This is not a physical protection control. It is a logical protection control.

1M, RRLIERE—EXRMWIRLEES, SEREMBREL/EEBRAIER, ERIEEIEFOHEN
ARHIBHEAAEEGA. Ok A, TH5E0903K)

Correct. Key cards are a good form of physical access control especially when combined with
some sort of camera/facial recognition procedure to verify the identity of someone entering

the data center. (Literature: A, Slide 090)

HiR, XET—IUERET,

Incorrect. This is an organizational control.
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ETYEZEEHRERREEFTIFEERN—, BXERTE/NANEERY —EHiEiERS
BYEBI R FHLE— P 2R,

HR{EISO/IEC 27001, EEVXNMARNFEESRNREEENUZMA?

Knowing that physical security controls are a very important part of an information security
program, the information security team is asked to design and then implement a security
perimeter for a department that is setting up some new data systems.

According to ISO/IEC 27001, which is the most important guideline that needs to be
considered when establishing this perimeter?

A) TERSHHETU

A two-person support model
B) LEBEGIMRERR

Installing cameras and alarms
C) REFEiCFRAEEN

System logging and monitoring

D) iOFRAYEEN SEIRE—

The strength of the perimeter should be in line with the data's value

A) R, XENAERWIERES], BATEREENEY, BAR—TUEN,
Incorrect. This is a good physical control, but it is not the most important control and it is not
a guideline.

B) $HiR, XENMMENMERET, EAFEEEENES, AR —TUEN,
Incorrect. This is a good physical control, but it is not the most important control and it is not
a guideline.

0) EiR. XENAERES, EAFREERNES, BARAREE,
Incorrect. This is a good control, but it is not the most important control and it is not a
perimeter control.

D) IFffi. ERZEEPAFTMAIE—MNRRENLEEASLD, RRAKIEN ZFMSMEIERDER. (X
B A, LNTHEE0873K)
Correct. Every decision an information security team makes should be data centric and the
decisions should be based on the classification of the data involved. (Literature: A, Slide 087)
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RA[ADTRZIFARE, EREENEIESE, NI ssRiEEuthAS BELRIRRRISO/IEC
27001 JsediER 212 .

p—IN A oRIN ?

The human resource manager for an organization asked what she could do as a quick win
in the area of employment and hiring to help strengthen the organization’ s data security
program according to ISO/IEC 27001.

What should the advice be?

A) HESREE
Do background checks
B) SiERE75E
Implement security policy

C) EAOLIRENEE)

Place revolving gates at the entrance

A) IEHfi, MEBERIHTERBEEARA—IRERE. XNMERSBEAKINGE 7 BREENERRZ S
. (28R A, LK RE80945KF01550975K)
Correct. One best practice is to conduct background checks on prospective employees. This
simple step greatly strengthens the overall security of organizational data. (Literature: A, Slide
094 and 097)

B) iR, XENFER, BARERENN, ME—MSHIRE,
Incorrect. This is a good idea but is not a quick win. It would be a long-term strategy.

C) $HiR, XE—FIREE, MEMMEELEmRERE.

Incorrect. This is a physical control and does not help in the area of employment and hiring.
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WMTREAFEFBNIERSSE, HEEER.

RS BR RS BR
1 C 16 B

2 B 17 B

3 D 18 C

4 C 19 B

5 A 20 B

6 B 21 B

7 D 22 B

8 C 23 A

9 B 24 C
10 B 25 B

11 A 26 D
12 C 27 D
13 B 28 C
14 B 29 D
15 E 30 A
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