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1/40
RERHRE:

= TR AR
-FEREEFETE PRI BILA ST
-AtIRNEFEEERFET BRI R PR AR

BB—IReT LARCEIEE BN ?
A customer wants to:

- run application software
- store related data in central computer systems
- provide customers or other users access to them through the Internet

What would help do this?

A) NFFERZEN

Application architecture
B) NMAREREE

Application management
0 =it&E

Cloud computing
D) ITRRSSER

IT service management

2/40
=B IEIE— B FE BT EER I TN GRS,

DA BRI R — P = EREAREL?

A cloud infrastructure delivers services to a specific group of organizations and individuals
that share a common goal.

Which cloud deployment model is this?

A) HX=
Community cloud
B) BE&=
Hybrid cloud
C) WE=
Private cloud
D) XEB=
Public cloud
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B—IRXZ2FEEIRSS (PaasS) MEZEFFR?

What is a key characteristic of PaaS?

A) THEIEXRG
No modification of the software

B) RAtANSH R

Provides dynamic scaling

C) AT EiENRERFTA

Used for remote application development

D) IRSEEEHRAIIR

Vendor with advanced technical knowledge
4/40
R AARY T BB LUK =i R RIEA?
Which protocol forms the basis of the Internet and, therefore, of cloud computing ?

A) XHEEY (FTP)

FTP
B) HEXAEHEIMNY (HTTP)
HTTP
C) (ERiEHtm/ BEARIMY (TCP/IP)
TCP/IP
5/ 40

B—IEMEER T EFIENEERE?
What is the main role that a network plays in cloud computing?

A) EEDATBHLHEZITRSE

Connecting personal computers to share computing power
B) B NMARBIEEIIHE=RR

Connecting personal devices to the shared resources
C) EEEEFIRLIE— RIREPRIIRS S

Connecting thin clients to create a pooled resource server

6 /40
REPMERT LASEIR A2

What does virtualization achieve?

A) EMHHERLATINZ 2 ERS.

Virtualization creates more security than using a physical machine.

B) EMMETRRZEHRERR.

Virtualization makes it easier to share resources between users.

C) EHMLeILUES Bt (LAN) FOrisk (WAN) BIFIR=R,
Virtualization leads to better LAN and WAN utilization.
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7/40
ITFIEFIREFERAE (ASP) BT MIZEIEMR T — T fBFES7. 1218 T,

XFERE FFIB—IR RIS ?

Application service providers (ASPs) offered an application over a network. The application
was not owned by the business.

What is this an early example of?

A) FaImEK]
Arpanet

B) KT
Mainframes
C) =EIRS

Managed services

D) EMERAM (VPN)
Virtual private networks (VPN)

8/40
B—IUR TR —TOREIRIR?

What is an example of a single-purpose environment?

A) TARSHELANTERS
An accounting system on a private server
B) @I EEMH= AN R
An application to share documents over the Internet

C) ABYELihEN FAfERFRYZEO

An interface to a large online storage application

9/40
B—INAR RS IR E ST R?

What is not a key characteristic of a multi-purpose architecture?

A) TTEIREE
Interoperable layers

B) &
Multi-tiered

C) mAItE:
Portability

D) &=
Security
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10/ 40
SOARMARIEES?

What does the abbreviation SOA stand for?

A) IRBALRRBRERF
Service-organized application

B) BRSS4ELAZEHT
Service-organized architecture

C) EMIRSHINRIER

Service-oriented application

D) mEmARSSHIZR

Service-oriented architecture

11740

What is an environment-related benefit of cloud computing?

A) FHETHREEX
Lower bandwidth requirements

B) R T XIEEXMIATMRELE

Lower Internet dependency

C) BHETEIERIPR!

Lower levels of data protection

D) BHETINFE

Lower power consumption

12 /40
B—IARE =T ERBRIE?

What is not a limitation of cloud computing?

A) HERRIPSERIEN

Concerns about data protection
B) FHETAMERE
Compliance with local laws

C) =¥HBRA (TCO)
Total costs of ownership (TCO)
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REMERTTERMNR, BXS AR,

BN SEESEI?
Flexibility can be considered both a benefit and a concern of cloud computing.
Which aspect is a concern?

A) BRI FREFES
The absence of application customization
B) RPESmEMANNSTR
The immediate fulfilment of new business needs
Q) ipEpERX Y
The location independence for access
D) SLiEERE
The speed of implementation

14/ 40
AR T =it BRIEEREE?

What ensures the interoperability of cloud computing?

A) ZNRFERE

Multiple system integrators
B) B =itEIRSH

Single cloud computing vendor
C) tREIIMY

Standardized protocols
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TR AN IR B 2

What are the hardware components of a local cloud environment?

A) - JIRRSSEMES
- B (LAN)
- FFIERKIEMEE (SAN)
- MEEIEREFE (NAS)
- FHIPFIEIRRRRTT
- GBS
- Blade server arrays
- LAN
- Storage area network (SAN)
- Network attached storage (NAS)
- Backup and restore solution
- Load balancer
B) - =EmMLIRHF
- R
- =N A
- BUERERM
- hiEs
- B RS
- Cloud automation software
- Virtualization software
- Cloud application software
- Database software
- Middleware
- Operating systems
C) - RFEEURS
- TIZRIREEEN
- BiF
- RESRMAN T R
- A ERIIRSS
- ZfHF
- On-demand self-service
- Broad network access
- Resource pooling
- Rapid elasticity and scalability
- Measured service
- Multi-tenancy

=IN
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16 / 40
W—IREMERM (VPN) RIXRAHZ—?

What is one of the key building blocks for a VPN?

A) =it
Audits

B) B¢
Clustering

C) B4R

Denial of service
D) IPfZE
IP tunneling

17 /40
PR e R AT T IR RIEIERIF?

Which measure contributes most to data protection in cloud environments?

A) HEEERS

Failover

B) ETABNAFEEXH

Role-based user profiles

0 MRSHH!

Service levels

18/ 40
B EFMRER B I TIRSS ETERN?

Which international standard contains IT service management principles?

A) COBIT5
COBIT 5
B) ISO/IEC 17788
ISO/IEC 17788
C) ISO/IEC 20000
ISO/IEC 20000
D) NIST SP800-145
NIST SP800-145
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(RSt E =S ?

How does using standards benefit cloud computing?

A) tTRERERL,

Standards ensure compliance.

B) tRAERBR T ETKME.

Standards ensure location independence.

C) TRERBREIBIENM.

Standards ensure portability.

D) trfERRET M.

Standards ensure security.

20 / 40
KBRS RAIER (SLR) EEEREH.

A ASLREZSEIRELRT?

Service level requirements (SLRs) for public clouds are highly standardized.

Why are they highly standardized?

A) FESASLREHISO/IECIZEFIFREN
Because these SLRs are legislated and standardized by ISO/IEC
B) EANSLRET (BAEIEMRIFSAEY (GDPR) RIILEFIFREN
Because these SLRs are legislated and standardized in the GDPR
C) EASLREXREZFER
Because these SLRs are meant to be used by a large customer base

D) FE/SLREFBIRSEEE—IRSHKA!

Because these SLRs enable a single service level for all services

21/40
B—NEARRIRS R EEI—ERD?

Which process is not a part of service level management?

A) EEEEE

Configuration management
B) ALRIREE

Human resource management
C) RSARAMEE

Service availability management

D) RSBIEKREME

Service request management

=IN
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22 /40
RN R AR R A?

What is required for accessing any cloud application?

A) N BRFNEFiRRERERNREES.
The application and client must use the same programming language.
B) NFEERFMRESIERFRISD.
The application must verify the user's identity.
C) ABPRRLEN FREFR AT alRSES.
The user must know on which server the application is located.
D) FFRINISEEELA N 15N FARE AT EE.

The user's browser must support the application's features.

23 /40
iﬁ;ﬂﬂﬁﬁw& (HTTP) MEMAEmZ LMY (HTTPS) SHMESEE (OSI) HEMIH—F
BX?

To which Open Systems Interconnection (OSI) model layer do HTTP and HTTPS relate?

A) BEHIEERE

2 - data link layer
B) F3EMBE

3 - network layer
C) BARERE

4 - transport layer

D) F7TENAE

7 - application layer

24/ 40
HAREEFin?

What is a thin client?

A) SRR BT T IR ER S

A lightweight device optimized for virtualized computing
B) ZTRESATIVEMAIER

A name for a desktop computer without a screen
C) HBERMFHFAIERAVERETF

A smartphone with network access and a large processor

D) FAtiERREirERIKA=RAIAFKin

A user terminal without a processor or a hard drive
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—IARERBHNNRIER (Apps) FIREHRATIFLL?

What is not a possible benefit of using mobile applications (apps)?

A) BN REFEEESEFEMEAR .

Mobile apps synchronize e-mail and calendar automatically.

B) ®amREIFhIRISEEREIML,

Mobile devices allow access to desktop virtualizations.
C) BamxR&EBINT BEAYETEE

Mobile devices heighten the chance of shoulder surfing.

D) BIfZNAREFIHIHRTRETIFEE,

There are many apps available that help staff be productive.

26 / 40
—RETFTERRHMITREEE AN AFERIRS (Paas) BRSTE.

XN EREL LT E(TEFL?
An IT company that creates their own software switches to a PaaS solution.

What benefit does this have for the company?

A) EHEENIER T MEMIEERETA.

The marketing department gets an extra platform for marketing.
B) HERB AT LIE R A= ERIE.

The sales department can showcase work to clients faster.
C) TFERHFFRARBIAFRRM

The software can be developed without software developers.

D) KHFRKARILUSESHERAZIBMENIEL.

The software developers can spend more time on valuable work.

27 /40
RIRSIRHEERE T — N EPIREBD ITRFEMRS EE.

RSB RE IR FIEBMBI 1R B S T KERD NMEHE?

A service provider has taken over a large part of a customer’ s IT systems and service
management.

How can the service provider best show their customer that they can and will deliver most
of the value chain?

A) BIIRRRE XA AEAIR A

By addressing issues surrounding sizing and costing infrastructure
B) BITHERSZKBNMY (SLA) S5EFHKILE

By matching service level agreements (SLAs) with customer needs
C) IBTIRALRI CIFTAYHT N AR AT BORAIBRENR IR

By providing access to innovative new applications and technology
D) BIHAER RIS IRS R ABIRTIERRR

By showing understanding of service levels through certification
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28 / 40
RBRFH B AR IR,

bRy, ZBLYREE SEANARE?
An organization wishes to become a cloud service provider.

Which question must the organization ask themselves before becoming a cloud service
provider?

A) BHIRsERLEN. &I ANESFIR?

Can freed-up assets be re-used in an efficient and financially viable way?
B) REFREBEUFNEUEEEHTOANEE?

Do we need personal connections through cellphone data connections?
0 EFRSERTAIUERMHA?

What are the names of the customer's service desk employees?

D) ‘EidBRSm—MEHEIERNE?
What are the provisions when we want to migrate to another provider?

29 /40
BEENE AR TIAR

XAPE A BB LA ?
Data is compromised due to unauthorized access to the data.

Which threat is this?

A) WKPEDE
Account hijacking
B) #dEMEE
Data breach
C) AZReRVEOMNBRERREED (API)

Insecure interfaces and application programming interfaces (APIs)

30/ 40
—RIEWSLHENESH AT,

XS E B TR EE AR I X ?
A business implements two-factor authentication and monitoring of user behavior.
Which risk will these measures help mitigate most directly?

A) WPEDE
Account hijacking
B) #dEMtEE
Data breach
C) AZLERYEOIFIAPI

Insecure interfaces and APIls

#i1{##% EXIN Cloud Computing Foundation (CLOUDF.CH) 15
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—REWEFE IR R R ENERAIEE T .

WERF X PG B AR B TEX I Z BN MR B R
A business frequently deals with data breaches due to insider threats.
Which risk-mitigating measure is most effective for this business?

A) BIREE
Awareness campaigns
B) HFZLrIRItT
Designing for security
C) LEWNESHIIE

Implement two-factor authentication

32/40
RS EEIERREAA?

What does federated identity management do?

A) RFESZ MRS LERENE,

It allows passwords to be used on multiple devices.
B) RIFAFEEHCHE.

It allows users to reset their own passwords.
C) HBREL—IRIEER.

It ensures passwords are only used once.

D) LM TERER (SSO) INEE.
It enables the single sign-on (SSO) feature.

33/40
I ETEE 2] FERIARS FISDEE

DAL E#RRIR S BRI — M R?
Presence and location determine the available services and capabilities.

Which characteristic of identity management is this?

A) HF50
Digital identity
B) #rEIE
Group management
C) AeElE
Role management
D) BREHE
Separation of duties

=IN
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34/40
BN SR BEEFE AT T— 10 B X EIE /AP A A, IZIZA T 201 8F £,

LA EFERI R —InEM?

The European Parliament and the Council of the European Union have drafted this
legislation for data protection which came into effect in 2078.

Which legislation is meant?

A) (BBEEIMGIAFEREUEEE) (CLOUD Act)
The CLOUD Act

B) A
The Constitution

C) (EREUERIFEAEI) (GDPR)
The GDPR

D) (HFRANES) (UDHR)
The UDHR

35/40
RENTNREFARESF AT ASIRRE M 5.

FAFRESHA?
Free cloud applications may use personal data to provide personalized advertisements.

What should the user be concerned about?

A) DN AZUERIIERSE
The correctness of their personal data
B) MNAZUERITTEME
The integrity of their personal data
0 TAGERHNZR2M
The security of their personal information
D) NAZIERIITAM
The usability of their personal data

Eii{#£% EXIN Cloud Computing Foundation (CLOUDF.CH)
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36 /40
—RKEWFHRERRUTERRGTE. MNERTETRAE (CAPEX) fIEEXH (OPEX) .

IR EHT BRI RERIER?

A business starts using cloud computing solutions. They recalculate their capital
expenditure (CAPEX) and operational expenditure (OPEX).

What is the most likely result of this re-calculation?

A) CAPEXFIOPEXiYim/l,

Both CAPEX and OPEX decrease.
B) CAPEXiE/>mOPEXIENN.,

CAPEX decreases and OPEX increases.
C) CAPEXIENNmOPEXiE/L,

CAPEX increases and OPEX decreases.

D) CAPEXFIOPEXigt&nn,
Both CAPEX and OPEX increase.

37 /40
PEIABINAR I EEEFL?

Which benefit would a start-up company have from moving to cloud computing?

A) [HERIZESHFRA

Lower operational support costs
B) FRizE>ZH (OPEX)

Lower operational expenditures (OPEX)
C) Yaf@sChERdia)

Shorter implementation times

D) 4ERE=fRRTSE(EFARIIE

Shorter use of cloud solutions

38740
Mt EHERER ST EILR?

Why is a short time to market a benefit of cloud computing?

A) AJLAERERT A SCHEIE BT,

Increased capacity or new technology can be implemented in a short time.
B) B LA RIE IR IS AL,

Market leadership is guaranteed by implementing emerging technologies.
C) LhREREr LI fRR TS SRAVAT Y R RNsER M,

Short time to market enables scalability and elasticity of cloud solutions.
D) RIEMLIKEZRIRERT 7 IS EERIXEG,

Slower worldwide coverage reduces the risks of short deployment times.

#i1{##% EXIN Cloud Computing Foundation (CLOUDF.CH) 18
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—REWIFERRARSRMDE. WBOEREE,

RN BRI E AR RIX R ?
A business is researching cloud service providers. They are concerned about cloud security.
Which question addresses this?

A) =RSEILASZHREILSSIE?
Can the cloud services support the business?
B) =%243I5H chutEan{a?
How does cloud security level compare to your own?
C) =IRSRITENEIFIRLEHA?
What are the cloud service billing mechanism and units?

D) =fFRTIE=NESIEREAN(T?

What is the system performance of the cloud solution?

40 / 40
—REEWERE TIREEIIRSS (SaasS) MRISTE. tIFERMIRSRUBIIMSIKR.

WBF—TA] LARS Bz b Ml i AR IAS3AKIR ?

A business has chosen a SaaS solution. They need to monitor the cloud service provider's
financial performance.

What helps a business monitor financial performance?

A) BRERAMRERS

Weekly technical performance reports
B) SR REFIARIRE

Monthly capacity utilization reports
C) FEH=SHIHRS

Yearly third-party audit reports

Eii{#£% EXIN Cloud Computing Foundation (CLOUDF.CH)

EXIN
Cloud Computing

19



=IN

ZES

1740

H

EFRE:

= TR AR
-FEREEFETE PRI BILA ST
-AtIRNEFEEERFET BRI R PR AR

WBp—Iae] LARSE#5EN?

A

customer wants to:

- run application software
- store related data in central computer systems
- provide customers or other users access to them through the Internet

w

hat would help do this?

A) NFAERZRE

B)

9]

Application architecture

N FRfERETE
Application management

=itE

Cloud computing

D) ITRRSEE

A)

B)

0

IT service management

Hix, NERFEEE—MZANRS, BR—RALWEATESESEONNAREFEMHESTY
EtE, ATSt. TR EEEFSA.

Incorrect. Applications architecture is the art and science of ensuring the suite of applications
used by an organization to create the composite architecture is scalable, reliable, available and
manageable.

HiR. MAREFREERARTEE N EmERPEENBEFIITEE.

Incorrect. Application management is the function responsible for managing applications
throughout their lifecycle.

. ZUHEE—FES, SEYHRSESNREEE, TIREHE— EETY RIOTRET
SRR, (O A, B1E)

Correct. Cloud computing is a paradigm that enables network access to a scalable and elastic
pool of shareable physical or virtual resources with self-service provisioning and
administration on-demand. (Literature: A, Chapter 1)

D) #iR. ITIRSEEREHREISHERISHREITIRSHISTIENEE.

Incorrect. IT service management is the implementation and management of quality IT
services that meet the needs of the business.
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BRI — BB TE B HFELER TN GRS,

LA EERRIR I — M = EPEAREL?

A cloud infrastructure delivers services to a specific group of organizations and individuals
that share a common goal.

Which cloud deployment model is this?

A) HX=
Community cloud
B) B&=
Hybrid cloud
C) ®B=

Private cloud
D) ~E=
Public cloud

A) Fff. HXmEEEHEREBERIUFEERS N ARRMERRSS. @ A, $18)
Correct. A community cloud delivers services to a specific group of organizations or
individuals that share a common goal. (Literature: A, Chapter 1)

B) iHiR. BERBZMEHBR/ MV SN B HRL ERESE—MTEMIRES.
Incorrect. A hybrid cloud combines several private and public cloud solutions from several
providers into one IT infrastructure.

C) iR, MBETRMNT—IERANELE, ZNEEITE—MERERN (—%D) #EPO L.
Incorrect. A private cloud resides on a private network that runs on (part of) a data center that
is exclusively used by one organization.

D) iR, NEBIEEKMEHEZRS, EEFAIFEEEEHEBRIUFEERF/E N ARHK.
Incorrect. A public cloud provides shared services over the internet, but it is not targeted to a
specific group of organizations and/or individuals that share a common goal.
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B—IRXZ2FEEIRSS (PaasS) MEZEFFR?

W
A)
B)

9]

hat is a key characteristic of PaaS?

ToHIER Lt

No modification of the software
RHIST B

Provides dynamic scaling

AT TN AERFA

Used for remote application development

D) IRSEEEHRAIIR

A)
B)

0

Vendor with advanced technical knowledge

IR, XRWUBIIRSS (SaaS) RIEERFA.

Incorrect. This is a key characteristic of Software as a Service (SaaS).
HiR, XEEMLERIRS (laaS) FEERR.

Incorrect. This is a key characteristic of Infrastructure as a Service (laaS).

IFff, PaaSRIEESFR. (NEk: A, F1F)

Correct. This is a key characteristic of Platform as a Service (PaaS). (Literature: A, Chapter 1)

D) $&iR. SaaSHIFE4SS,

Incorrect. This is a key characteristic of Software as a Service (SaaS).

4/40
IERFR A RY T BB AR =it B AVERT?

w
A)
B)

9]

A)

B)

0

hich protocol forms the basis of the Internet and, therefore, of cloud computing ?

SAHERIY (FTP)

FTP

X AE Y (HTTP)

HTTP

Eh=HE I/ EEXMIY (TCP/IP)
TCP/IP

Hix. FTPRAF=ITE, ERZ2MMUEN—ESD, TEEEMNAIETL,

Incorrect. FTP (file transfer protocol) is used in cloud computing, but it is only part of the
protocol group. It is not the basis of the Internet.

iR, HTTPRMRENARCIES (HTML) BEEERRERRNY. RSEEEEHMATEN, B8
FR{BHRITERIRRE.

Incorrect. HTTP (Hypertext Transfer Protocol) is the protocol that makes sure that HTML is
transferred over the Internet. Although it is integral to the Internet, it does not facilitate cloud
computing.

IE#a, TCP/IPREBMFTETAMN, EUERITEMETAOMN. 8t A, $15F)

Correct. TCP/IP (transmission control protocol/Internet protocol) is the protocol that Internet
is based on, and therefore, that cloud computing is based on. (Literature: A, Chapter 1)
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5740
BB—IENE TR EHIERNEERE?

W

A)

hat is the main role that a network plays in cloud computing?

EENATTENUHEZITERE
Connecting personal computers to share computing power

B) BNMARBIEEIHERIR
Connecting personal devices to the shared resources

C) EEEEFIRIUIE—RIREPHIIIRS S
Connecting thin clients to create a pooled resource server

A) EIR, REMNBEENAUEN, BRESITES, WEHNERFEETATENZERZITEEN.
Incorrect. Although the network connects personal computers, within cloud computing the
goal of the network is not to share computing powers between the personal computers.

B) IEffs, W4 (FJREREEAN) BMEPIMHINANRFEZDRFETUWIRSSE. Ok A, 51
5)

Correct. The network, possibly the Internet, connects any personal devices in the network to
the pooled resource servers. (Literature: A, Chapter 1)

C) HiR. BEEFHIUUIBTNEEESRREFUIRSSR. BEEF RIS MINEIREFHIRS .
Incorrect. Thin clients can be connected through a network to a pooled resource server. The
thin clients themselves do not form a pooled resource server.

6/40

REAME AT LASEI A2

W
A)
B)

9]

A)

B)

0

hat does virtualization achieve?

EHMCEERS T e TS,

Virtualization creates more security than using a physical machine.
BRI ETFRRZEREZRIR.

Virtualization makes it easier to share resources between users.
EHELURSBIEM (LAN) FO5 5k (WAN) RIRIFRER,
Virtualization leads to better LAN and WAN utilization.

Hix. EMHL (VMs) FRBULSMNBEAS SRS,

Incorrect. Virtual machines (VMs) are not less vulnerable than physical machines.

IEH, EWETSIIZSHERRS. (S A, SB1H3E)
Correct. Virtualization makes implementing a multi-tenant system easier. (Literature: A,
Chapter 1 and 3)

Hix. MEFERARLBEL.

Incorrect. There is no difference in network usage.
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7/40
ITFIEFIREFERAE (ASP) BT MIZEIEMR T — T fBFES7. 1218 T,

XFERE FFIB—IR RIS ?

Application service providers (ASPs) offered an application over a network. The application
was not owned by the business.

What is this an early example of?

A) FaImEK]
Arpanet

B) KT
Mainframes

C) EEIRS

Managed services

D) EMERAM (VPN)
Virtual private networks (VPN)

A) EIR. FIIARZEEXRAIRIS .

Incorrect. Arpanet was a predecessor to the Internet.

B) f{HiR. NAERILUTEREREMN L, BRABNARNARERIRSREE.
Incorrect. Applications can be hosted on mainframes, but a mainframe is not an application
service provider.
9] %ﬁﬁo A;PETLT%EHE%E’\J%EM PEEEEAMATHI, XTUEINEER TEAERIERSS (SaaS) . (X
0 A, B1E)
Correct. ASPs had set up an early form of managed services. This initiative turned to Software
as a Service (SaaS) with the advent of the Internet. (Literature: A, Chapter 1)

D) #ix. VPNETRIFEEERATE, ARTIHAHEMNNAERER.

Incorrect. VPNs are used to secure data transfer and used to access shared applications.

8/40
BP—IURE TER—IRERIR?

What is an example of a single-purpose environment?

A) LARSGSHELATERRSR

An accounting system on a private server
B) B BEANHZ LRI R

An application to share documents over the Internet
C) REVEZFHENRERFAYEO

An interface to a large online storage application

A) FH. XETREIREME, (Xt A, $18)

Correct. This is a single-purpose environment. (Literature: A, Chapter 1)
B) iHiR. XETSINREAE.

Incorrect. This is an example of a multi-purpose environment.
C) #HiR, XETZIRERIER,

Incorrect. This is an example of a multi-purpose environment.
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B—IAR RS IR EEAFR?

What is not a key characteristic of a multi-purpose architecture?

A)
B)
0

D)

A)

B)

0

D)

ATEMER
Interoperable layers

ZE
Multi-tiered
aRptEN:
Portability
Ze
Security

Hix. UTEER(FERSIEEZIIMNER.

Incorrect. Interoperable layers are a characteristic of a multi-purpose architecture.

HiR, ZIIRERIOEEUERE. NARFNGAEFETEESRRNEX.

Incorrect. A multi-purpose architecture has different tiers for database, application and load
balancing.

iR, URENEZIRRERE R,

Incorrect. Portability is a characteristic of a multi-purpose architecture.

I, REMAZZRERENERER, MESHFAENXEER. (X A, F18)
Correct. Security is not a key characteristic of a multi-purpose architecture. It is a key element
of a multi-tenancy architecture. (Literature: A, Chapter 1)
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SOARMARIEES?

What does the abbreviation SOA stand for?

A) IRBALRRBRERF
Service-organized application

B) BRSS4ELAZEHT
Service-organized architecture

C) EMRSHINERER
Service-oriented application

D) mEmARSSHIZR

Service-oriented architecture

A) R, AMEERSERNBRER. 0" F "'mE” . A" KF =G .
Incorrect. There is no service-organized application. The The 'O’ stands for 'oriented'. The 'A’
stands for 'architecture’.

B) $HiR, NMFERSELFRE, 0" KF "HA"
Incorrect. There is no such thing as a service-organized architecture. The 'O' stands for
‘oriented'.

C) EiR. MFEHBRSHNAERER. "A" R "/ .
Incorrect. There is no such thing as a service-oriented application. The 'A' stands for
‘architecture'.

D) IFff§, SOAR "HAIRSHIZEM" H4EE. SOARE—RAITTLIEEBENRS. CUEt: A, 1
=)
Correct. SOA is the abbreviation of 'service-oriented architecture'. SOA is a collection of
services that communicate with each other. (Literature: A, Chapter 1)
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What is an environment-related benefit of cloud computing?

A)
B)
0

D)

A)
B)

0

D)

PR 7 HEEEK

Lower bandwidth requirements
BEEAER 7 XS EL B R RO MRS 14

Lower Internet dependency

BE{IE T SR IRIP R B

Lower levels of data protection

PE(EE T I07E

Lower power consumption

42, SHEBEBHE.

Incorrect. High bandwidth is needed for cloud computing.

iR, WEEMAMKEMTERS.

Incorrect. The dependency on the Internet is high.

iR, FRRIPESITESABNNSE, FEIA.

Incorrect. Data protection is something to be worried about in cloud computing. It is not a
benefit.

I, SERITHELL, mitEEFEFREED. (Xt A, B15)

Correct. Cloud computing typically requires less power than traditional IT. (Literature: A,
Chapter 1)

12 /40
B—IARE =T ERBRIE?

What is not a limitation of cloud computing?

A)
B)

9]

A)
B)

0

EIRRIFSERIEN

Concerns about data protection
mEETHMAE
Compliance with local laws

BHBMA (TCO)
Total costs of ownership (TCO)

iR, EASIERIPFRSHIE—ERIN, FUSIERIPE— BRI,

Incorrect. Because data protection is outsourced with the data, data protection is a limitation.
iR, HTHREEESSARE, MLUERE— BRI,

Incorrect. Because of the uncertainty where data is stored, legislations are a limitation.

IFffs, TCORR—MZ, ARTUEABHNERM. (XEk: A, F1F155)

Correct. The TCO is just a number. It is not a limitation of cloud computing itself. (Literature: A,
Chapter 1 and 5)
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REMERTTERMNR, BXS AR,

BN SEESEI?
Flexibility can be considered both a benefit and a concern of cloud computing.

Which aspect is a concern?

A) BRI FREFES
The absence of application customization
B) RPESmEMANNSTR
The immediate fulfilment of new business needs
Q) ipEpERX Y
The location independence for access
D) SLiEERE
The speed of implementation

A) IFHfa. RENAEFEFRANRAITBRNREEEE, (XE: A, $18)
Correct. Absence of application customization is considered to be a flexibility concern of cloud
computing. (Literature: A, Chapter 1)

B) #&iR. BIRSHEHRINSHERBERANEMS, TMAZEN.
Incorrect. Immediate fulfilment of new business needs is mostly considered a benefit, not a
concern.

C) EiR. NELAXIEEBERAARNR, MAZENL.

Incorrect. Location independence is mostly considered a benefit, not a concern.
D) iR, LIEEREBEHMRIAAZRMSR, MAZEM.

Incorrect. Speed of implementation is mostly considered a benefit, not a concern.

14/ 40
AR T =it BRIEERFIE?

What ensures the interoperability of cloud computing?

A) SPRFEERE

Multiple system integrators

B) BRI ERSE

Single cloud computing vendor

C) RN

Standardized protocols

A) iR, RS MRREMFEARIEERREML.

Incorrect. Employing multiple system integrators does not guarantee interoperability.
B) iR, AR NMRSERIEREZEFHRIRSEUENIER.

Incorrect. Using a single vendor creates vendor lock-in.
C) IEfa. TEMHRTERMFEE. (@l A, $35)

Correct. Standards ensure interoperability. (Literature: A, Chapter 3)
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TR AN IR B 2

What are the hardware components of a local cloud environment?

A) - JIRRSSEMES
- B (LAN)
- FFIERKIEMEE (SAN)
- MEEIEREFE (NAS)
- FHIPFIEIRRRRTT
- GBS
- Blade server arrays
- LAN
- Storage area network (SAN)
- Network attached storage (NAS)
- Backup and restore solution
- Load balancer
B) - =EmMLIRHF
- R
- =N A
- BUERERM
- hiEs
- B RS
- Cloud automation software
- Virtualization software
- Cloud application software
- Database software
- Middleware
- Operating systems
C) - RFEEURS
- TIZRIREEEN
- BiF
- RESRMAN T R
- A ERIIRSS
- ZfHF
- On-demand self-service
- Broad network access
- Resource pooling
- Rapid elasticity and scalability
- Measured service
- Multi-tenancy

A) IFHf. XEMWINGRICEEEAMS. (X A, 525)
Correct. This is the full list of hardware components of a local cloud environment. (Literature:
A, Chapter 2)

B) iR, XEAMRIMERISTTERIGHEY, ~E@EAM.
Incorrect. This is the full list of software components for a local cloud environment, not the
hardware components.

0) #HiR, XEWFEFIENERITESR, AR IMERIEHEM.
Incorrect. This is the list of cloud computing characteristics in general, not of the hardware
components for a local cloud environment.

#i1{##% EXIN Cloud Computing Foundation (CLOUDF.CH) 29

EXIN
Cloud Computing




=IN

16 / 40
W—IREMERM (VPN) RIXRAHZ—?

What is one of the key building blocks for a VPN?

A)
B)
0

D)

A)

Cshag

Audits
Clustering
EHEARSS

Denial of service
|PiZE

IP tunneling

iR, FIFAMTRAANEGESSA T, MERSHEIGEERGN—ED.
Incorrect. Audits help identify and remedy weak spots and are part of improvement cycles and
monitoring systems.

B) tHiR. RERAEZ MIERS S LISTRNIMRRIMGE.
Incorrect. Clustering is the practice of running a single cloud environment on multiple physical
servers.

C) iR, HEBERSE—FREIE,
Incorrect. Denial of service is a type of cyberattack.

D) IFffs, KREEMEIE: IPRRE. 2. MEMSAEZR., (OBt A, $28)
Correct. Key building blocks are: IP tunneling, security, encryption, and AAA. (Literature: A,
Chapter 2)

17 /40

PR e R A T IR RIEIRERIP?

Which measure contributes most to data protection in cloud environments?

A)
B)

0

A)

B)

0

EIELERE

Failover

ETHeNBEFEENG
Role-based user profiles
RS %R5!

Service levels

iR, %Biﬁ’é%%ﬁﬁ%ﬁﬁ%%ﬁﬂi REXFAILPHREERIERIING, BXHARRESIEEETE
RIFEYTTIE,

Incorrect. Failover ensures there is no system failure. Although this reduces the risk of losing
data, it is not the most effective for increasing data protection.

IEf, ETABNAPRENHRRABENARTELREEE. XEEEMEE THERF. (X
BA: A, $2F)

Correct. Role-based user profiles ensure only authorized persons can access data. This
increases data protection most. (Literature: A, Chapter 2)

iR, IRSFANTBATRERRNSERE, BRBEFAILIERIERETERF.

Incorrect. Service levels may be used to ensure high performance of the system, but there is a
better way to increase data protection.
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BMNEFMREE S TIRSSIEEN?

Which international standard contains IT service management principles?

A) COBIT 5
COBIT 5

B) ISO/IEC 17788
ISO/IEC 17788

C) ISO/IEC 20000
ISO/IEC 20000

D) NIST SP800-145
NIST SP800-145

A) &R, COBIT SRISACAZBOAATERRAIGHTRA, BT EWITREANRE I SNE, HpRIRT
SEFRAE AW EIEMEFRIZ OMER.

Incorrect. COBIT 5 is the latest edition of ISACA's globally accepted framework, providing an
end-to-end business view of the governance of enterprise IT that reflects the central role of
information and technology in creating value for enterprises.

B) #&iR. ISO/IEC 177881Rt T mIBEAIALIR —FRIIRNENENL. ERTITEIRENANEETL,
Incorrect. ISO/IEC 17788 provides an overview of cloud computing along with a set of terms
and definitions. It is a terminology foundation for cloud computing standards.

C) IEfA. ISO/IEC 20000-12MRFEERS (SMS) trfE., (Xik: A, F28)

Correct. ISO/IEC 20000-1 is a service management system (SMS) standard. (Literature: A,
Chapter 2)

D) fHiR. NIST SP800-1452RENIST (KEEFERAHREE) EXHN=ITE, XE—MEN, A
EEPRAE,

Incorrect. NIST SP800-145 is the definition of cloud computing according to NIST (American
National Institute of Standards and Technology). It is a recommendation, not an international
standard.
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(RSt E =S ?

How does using standards benefit cloud computing?

A)
B)
0

D)

A)

B)
0

D)

TR S,

Standards ensure compliance.

TR T RIE TR,

Standards ensure location independence.

TR ARSI,

Standards ensure portability.

IR M.

Standards ensure security.

iR, (NHERERERREN. BNERERIEARIT.

Incorrect. Just having standards does not ensure compliance. Human behavior is not
guaranteed by having standards.

R, XMTRNERSIFRF MHIUEIEERIRSS.

Incorrect. Standards as such do not allow a user to connect to a service from any location.
IEff, tERITTER(FEMaREYE. (O A, $28)

Correct. Standards allow interoperability and portability. (Literature: A, Chapter 2)

iR, (NHERERTEERREZEY, EREZERIR. BXERESEEER.

Incorrect. Just having standards does not provide security. Security awareness, firewalls, and
virus scanners are needed.
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NETHRSRBIERK (SLR) EEEWELR.

FHASLRESEFRENR?
Service level requirements (SLRs) for public clouds are highly standardized.
Why are they highly standardized?

A) EASLREHISO/IECILEFNRENL
Because these SLRs are legislated and standardized by ISO/IEC
B) EANSLRET (BAEEUERIPSKAFI) (GDPR) RISLEFIFREN
Because these SLRs are legislated and standardized in the GDPR

C) EASLRILAEZFER

Because these SLRs are meant to be used by a large customer base

D) EJISLREFBRSEEE—IRSHRE!

Because these SLRs enable a single service level for all services

A) IR, ISO/IECREABRHISLRITAENL.
Incorrect. ISO/IEC does not standardize SLRs for public clouds.
B) $HiR, GDPRIZBIENABRIRSAIREMLSLR,
Incorrect. The GDPR does not mention standardized SLRs for public cloud services.
C) Ef. YBERSIREATHAERFEA. (X#Et: A, 525)
Correct. Public cloud SLRs are designed to be used by a large group of customers. (Literature:
A, Chapter 2)

D) #iR. AELIEHEILURHSTIIRS R,

Incorrect. Public cloud providers can provide multiple service levels.

21/40
B—NEARRIRS R EEI—ERD?

Which process is not a part of service level management?

A) BCEEHE

Configuration management
B) ALRIREE

Human resource management
C) RSARAMEE

Service availability management

D) RSBIEKREME

Service request management

A) iR, REEEERSRAIEEN—IS.
Incorrect. Configuration management is part of service level management.

B) [Fffi. ANHREEAZRSFIEEN—EPD. (OL8k: A, 328)
Correct. Human resource management is not part of service level management. (Literature: A,
Chapter 2)

C) HiR. RSUAUEERRSKAIEEN—FD.

Incorrect. Service availability management is part of service level management.
D) iR, RBIFKEERRS KA EEN—HD.

Incorrect. Service request management is part of service level management.
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RN R AR R A?

What is required for accessing any cloud application?

A) N BRFNEFiRRERERNREES.
The application and client must use the same programming language.
B) NFEERFMRESIERFRISD.
The application must verify the user's identity.
C) ABPRRLEN FREFR AT alRSES.
The user must know on which server the application is located.
D) FFRINISE RS LA 15N FARE AT EE.

The user's browser must support the application's features.

A) iR, NRREFASEFimRmEE.
Incorrect. Applications do not exchange programming code with clients.
B) {HiR, S BNAEFATERFER, EAFESHRIL,
Incorrect. Many public cloud applications do not require users to log in, so no identity
verification is required.
C) EiR. ARREEHENENAEF T BERSS .
Incorrect. There is no reason for users to know on which server an application is located.
D) IEffs, RFEINSRRNENARER, NIGRRNSOFNAREFAETIE. (Ot A, $38)
Correct. Users access the application through a browser, which should support the features
the application needs. (Literature: A, Chapter 3)

23 /40
iﬁiﬂﬂ?ﬁ@’mi}‘( (HTTP) BN AEmZT MY (HTTPS) SHHRERZEE (OSI) HARH—E=
BX?

To which Open Systems Interconnection (OSI) model layer do HTTP and HTTPS relate?

A) FE2EHUERERE

2 - data link layer
B) FE3IENBE

3 - network layer
C) HBIEEBWE

4 - transport layer
D) HB7TENAE

7 - application layer

A) iR, LIKRIFOIEEE 8023 54EERERRX.,
Incorrect. Ethernet and IEEE 802.3 are related to the data link layer.

B) iR, BEAMINY (IP) SMEEREX,
Incorrect. IP (Internet protocol) is related to the network layer.

C) fEiR. EEtlimy (TCP) fIReEEFE (SSL) StERmERX.
Incorrect. TCP (transmission control protocol) and SSL (secure socket layer) are related to the
transport layer.

D) iEffs, HTTPFIHTTPSSNAEMEX. (OLFk: A, $35)
Correct. HTTP (hypertext transfer protocol) and HTTPS (hypertext transfer protocol secure) are
related to the application layer. (Literature: A, Chapter 3)
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AR EERR?

What is a thin client?

A) STREMCIHTERIT T MR ERSE

A lightweight device optimized for virtualized computing
B) TRESEAEIVEMAIER

A name for a desktop computer without a screen
C) HBERMFHEAIERAVERETF

A smartphone with network access and a large processor
D) FTAIRESESAERIREZRAIEF&in

A user terminal without a processor or a hard drive

A) I, XEEZFIRI—MRER. (Ol A, $E38)
Correct. This is a generic description of a thin client. (Literature: A, Chapter 3)

B) {&iR. BAREH I EHET BN EEREE k.
Incorrect. The presence or absence of a screen does not determine if a computer is a thin
client or not.

C) iR, BEFNAULRIEE ik, BXTEEHEN.
Incorrect. Smart phones may act as a thin client, but this is not a definition.
D) HiR. EEFinR RS E THIEEHRIRIN ERER.

Incorrect. The thin client needs a processor to run the applications it is accessing.

25 /40
B—IARERBHMN IR (Apps) FIBERRATIFAL?

What is not a possible benefit of using mobile applications (apps)?

A) BaINBRFEBEHRLSEFHMER.
Mobile apps synchronize e-mail and calendar automatically.
B) ®amRESIFhRSEEREIML,
Mobile devices allow access to desktop virtualizations.
C) BahiREIEINT BFAYTREM.
Mobile devices heighten the chance of shoulder surfing.
D) BirESNAREFURMRTRETIFE,
There are many apps available that help staff be productive.

A) EIR, XEERBHNERERITL.
Incorrect. This is a benefit of using mobile apps.

B) &R, XEERBINAEEFAITFL.
Incorrect. This is a benefit of using mobile apps.

C) IEffs, XARFL. BRERERERNNATUEREE. XMW T2elRE. Ok A, 53
)
Correct. This is not a benefit. Shoulder surfing means unauthorized persons can see data. That
is a security risk. (Literature: A, Chapter 3)

D) iR, XEERBINAEFAITFL.

Incorrect. This is a benefit of using mobile apps.
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—HKEEFRRHERNTREEENAFEEIRSS (PaasS) RS,

RN EHES N EEAEFLL?
An IT company that creates their own software switches to a PaaS solution.
What benefit does this have for the company?

A) EHEIIIERT M EIMIEHEES,
The marketing department gets an extra platform for marketing.
B) {HERR JLIERIbREFERIE.
The sales department can showcase work to clients faster.
C) THRUHFRARBEIFAR M.
The software can be developed without software developers.
D) MHFRARBLMEESEERAZIBINMERIIEL,

The software developers can spend more time on valuable work.

A) $EiR, PaaSHRRILEARIFEHETS.
Incorrect. Platform as a Service (PaaS) solutions are not used as a marketing platform.

B) $HiR, PaaSAERATEEFRERLIIE
Incorrect. Platform as a Service (PaaS) is not meant to showcase work to clients.

C) $EiR. PaaSABmFFRNR.
Incorrect. Platform as a Service (PaaS) does not automatically develop software.

D) Eff, WHFRAREEBRLGERIRIT. WEMINAMEfERPaaS. X, fbiIaeasmIXLEL
R EFHMESBMENTIE. (3t A, $E3F)
Correct. Software developers use Platform as a Service (PaaS) in the design, build and test
stages of their solutions. As a result, they may be able to reduce the time needed for these
activities and do more valuable work. (Literature: A, Chapter 3)
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RIS IRHBEE T — M EPIASBS I TRSMRS EE.

RS RABNPIERENIERZ IR LB S KBS MEE?

A service provider has taken over a large part of a customer’ s IT systems and service
management.

How can the service provider best show their customer that they can and will deliver most
of the value chain?

A)
B)
0

D)

A)

B)

9]

D)

B ARIRE KRR A AR IR FERY R

By addressing issues surrounding sizing and costing infrastructure
BITEIRSRANMY (SLA) SEFFEKICE

By matching service level agreements (SLAs) with customer needs

BT R AT CUFTRIFT N FBE AN R RUSREURR

By providing access to innovative new applications and technology
BIHAIERRXIIRS R BIAVEERR

By showing understanding of service levels through certification

HiR. RECWEFIEREE—MREIINTS, BXFHAERBRERNEPZOWSHIRER,
Incorrect. Although the business may need a low price, this does not show insight in the
customer's core business.

IFff, ESSLALIECEFRMSER, JURBRERNEFZOWVSRENRE. (OBt A, %3
5)

Correct. Rewriting SLAs to match the customer's business needs shows insight in their core
business processes. (Literature: A, Chapter 3)

iR, XAREARNTRWER, ERERENEFPROWVSERERONGETE.

Incorrect. This may benefit the business but is not the best way to show insight in the
customer's core business.

HiR, (IR RBISERSAER BRI E P2 O SSHIEER .

Incorrect. Simply understanding service levels or being certified is not enough to show insight
in the customer's core business.
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RBRFH B AR IR,

bRy, ZBLYREE SEANARE?
An organization wishes to become a cloud service provider.

Which question must the organization ask themselves before becoming a cloud service
provider?

A) BHIRsERLEN. &I ANESFIR?

Can freed-up assets be re-used in an efficient and financially viable way?
B) REFREBEUFNEUEEEHTOANEE?

Do we need personal connections through cellphone data connections?
C) EFRFERTAUZEMTA?

What are the names of the customer's service desk employees?
D) ‘EidBRSm—MEHEIERNE?

What are the provisions when we want to migrate to another provider?

A) IFf. XRZARERNRSREFINEDECHEE. Ok A, $35)
Correct. This is something organizations should ask themselves when becoming a cloud
service provider. (Literature: A, Chapter 3)

B) iHiR. XE—MERERERERIRSRHEZAIHGHIFRIRTE.
Incorrect. This is something an organization must decide before choosing a cloud service
provider.

0) EiR. X5FETLXK.
Incorrect. This is irrelevant.

D) iR, XEHEFNIEA, REFmEEMRETS— M.
Incorrect. This is a question for the customer. The provider is usually not dependent on
another provider.
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5 E AT

XFPE A pIRFR LA 2
Data /s compromised due to unauthorized access to the data.

Which threat is this?

A) TKPEN
Account hijacking
B) ZUEME
Data breach

C) AZEREOMNAERRIEED (API)

Insecure interfaces and application programming interfaces (APIs)

A) (EIR. PSSR, (EXR RS —MERD.

Incorrect. Account hijacking may lead to a data breach but is in essence another threat.
B) IEf. [BREFHIARNREIEHE, (Bl A, 34E)

Correct. This is a description of a data breach. (Literature: A, Chapter 4)
C) fHiR. WHMATRESTRLENK, BERE5ETAR,

Incorrect. This threat may pose a security risk, but the description does not fit the threat.

30/ 40
— RSN ESH AT,

XFEES A B T RE AR N XS ?
A business implements two-factor authentication and monitoring of user behavior.

Which risk will these measures help mitigate most directly?

A) WKPENF
Account hijacking
B) EIMHEE
Data breach
C) ALL2YZOFIAPI
Insecure interfaces and APIls

A) IEfs, RSMEIESKEEESERRIKFMFNGE. OOl A, 545)
Correct. Strong authentication in combination with monitoring will mitigate the risk of
account hijacking. (Literature: A, Chapter 4)

B) iR, REIUEMETILIRETD, EXAANREREBREIEHENEREE.
Incorrect. Although data breaches may be prevented indirectly, this is not a mitigation that
directly addresses data breaches.

0) iR, REESNWIDKEREAZEEOMAPIR—LXG, BETEEEERILER.
Incorrect. Although strong authentication will mitigate some of the risks of insecure interfaces
and APIs, this threat is not addressed directly.
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—REWEFE IR R R ENERAIEE T .

WERF X PG B AR B TEX I Z BN MR B R
A business frequently deals with data breaches due to insider threats.
Which risk-mitigating measure is most effective for this business?

A) BIREE
Awareness campaigns
B) HFZLrIRItT
Designing for security
C) LEWNESHIIE

Implement two-factor authentication

A) IEffi. BEEINEERHETRAMARTLERN. XTLIBIRREERER. (O A, 54
)
Correct. Insider threat is usually due to negligence, not malintent. This can be mitigated by
awareness campaigns. (Literature: A, Chapter 4)

B) iR, BfEZReMiRitses, XAMER FRRBMIZE A NKIREETZIEMAT.
Incorrect. Even if security is perfectly designed, the threat here is caused by human failure or
negligence.

C) iR, WESMHWIHARE—MFER, (BFEERREZIER.
Incorrect. Two-factor authentication is always a good idea but does not address negligence.

32 /40
BBSHEENIERRHA?

What does federated identity management do?

A) RIFESMRE LEREE,
It allows passwords to be used on multiple devices.
B) RIFAFEEHCHE.
It allows users to reset their own passwords.
C) HBREE—IRIEER.
It ensures passwords are only used once.
D) S TERER (SSO) INEE.
It enables the single sign-on (SSO) feature.

A) R, XEZEELHIER,
Incorrect. That is what password synchronization does.
B) fHiR. XZ2BEBRSINEEAIER.
Incorrect. That is what self-service functions do.
C) iR, XEEBRELHIER.
Incorrect. That is what password synchronization does.
D) IEf. BXBABMHEEILIM 7SSO, (Ek: A, F$48)
Correct. Federated identity management enables SSO. (Literature: A, Chapter 4)

#i1{##% EXIN Cloud Computing Foundation (CLOUDF.CH) 40

EXIN
Cloud Computing




=IN

33/40
PRI ETE B RIS FITIEE,

DA AR S A —MER?

Presence and location determine the available services and capabilities.

Which characteristic of identity management is this?

A)
B)
0

D)

A)

B)

9]

D)

=)

Digital identity
e

Group management
REEHE

Role management

REDE

Separatlon of duties

1. HFSHWEEMIBSREFNGEE, MEETLUBUTILES. (: A, $45)
Correct. Digital identity cross-references a location with the presence of a user to determine
which tasks they can perform. (Literature: A, Chapter 4)

iR, HEEGENARE T AR, MEETFHEIMR.

Incorrect. Group management deals with permissions that are not given to people, but to
roles.

iR, ABEERSAEBHNITLIE,

Incorrect. Role management is the IT implementation of a business role.

iR, MEDBERETH—IUESBIERZT A,

Incorrect. Separation of duties means that more than one person must be involved to
complete a task.
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BN SR BEEFE AT T— 10 B X EIE /AP A A, IZIZA T 201 8F £,

LA EFERI R —InEM?

The European Parliament and the Council of the European Union have drafted this
legislation for data protection which came into effect in 2078.

Which legislation is meant?

A) (BBEEIMGIAFEREUEEE) (CLOUD Act)
The CLOUD Act

B) A
The Constitution

C) (EREUERIFEAEI) (GDPR)
The GDPR

D) (HFRANES) (UDHR)
The UDHR

A) iR, CLOUD Act2—TEREEZ.
Incorrect. The CLOUD Act is an American Act.

B) iR, XZRIEXETRE. BRI, MAERSREIERIF.
Incorrect. This refers to the Constitution of the United States. It is concerned with privacy, not
with data protection directly.

C) IEfa. GDPRIRIHTHUERIF, HEESR TRFA. (OZEk: A, 545)
Correct. The General Data Protection Regulation (GDPR) is concerned with data protection,
and indirectly, with privacy. (Literature: A, Chapter 4)

D) $#&ix. UDHREIATSFAN, (ERERSREERE,
Incorrect. The Universal Declaration of Human Rights (UDHR) describes the right to privacy
but is not concerned with data protection directly.
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BB FREFARESF BN ASURRE MET 5.

FIPRGERHA?

Free cloud applications may use personal data to provide personalized advertisements.

What should the user be concerned about?

A)
B)
0

D)

A)

B)

9]

D)

N AFHEAI IR

The correctness of their personal data

M ABHERTE S

The integrity of their personal data
MAEERNZEH

The security of their personal information
MAZHRAIRT A

The usability of their personal data

’gé;s% MRS REEHMEANEAERIENE, ~2AF, RETNEIEEAEBN EARLERRY
& Eo

Incorrect. The cloud service provider is most affected by incorrect data, not the user. Although
any data subject has the right to rectify incorrect data.

iR, nIRSIRUBEERREIETEY, MARHRF.

Incorrect. The cloud service provider will want to ensure data integrity, not the user.

IEffg, IR ORIRSFEMHBINAIREENASENZTS, O A, $48)

Correct. They should worry about how the cloud service provider keeps their personal data
secure. (Literature: A, Chapter 4)

Hix. mIRSREBFTESBOTRY, MAZRF.

Incorrect. The cloud service provider may worry about usability, not the user.
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A

KM FHAGRRITERRGE. MIEFMTETRAXH (CAPEX) MizExH (OPEX) .
—IREHIT ERABERIER?

business starts using cloud computing solutions. They recalculate their capital

expenditure (CAPEX) and operational expenditure (OPEX).

W

hat is the most likely result of this re-calculation?

A) CAPEXFIOPEX1tIiml,

B)

9]

Both CAPEX and OPEX decrease.
CAPEXiR/>mOPEXIEN.

CAPEX decreases and OPEX increases.
CAPEXIENNTIOPEXiR .

CAPEX increases and OPEX decreases.

D) CAPEXFIOPEXISIZHN.

Both CAPEX and OPEX increase.

A) IR, BTZEVNTEHAEEMEHWIERD, EHRASTHDRIRTREEE A,

B)

9]

Incorrect. It is more likely that CAPEX decreases because the business owns and buys less
hardware.

IEH, iz AR, MEMIIRSS. XEMANCAPEXZR T OPEX, FEREERT, WXLk
FrRtRAWWTEEEE. (38t A, $55)

Correct. Instead of buying hardware, the business is buying services. This shifts the costs from
CAPEX to OPEX. In some cases, buying services may end up more expensive than buying
hardware. (Literature: A, Chapter 5)

HiR. 1BFER.

Incorrect. It is the other way around.

D) #iR. AT REWARHAEENWIER, FEILLCAPEXFE HIRTREMEERX.,

Incorrect. It is more likely that CAPEX decreases because the business owns and buys less
hardware.
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PEINBEINARIT EEEFL?

Which benefit would a start-up company have from moving to cloud computing?

A)
B)
0

D)

A)
B)

0

D)

PHRIEE SRR AS

Lower operational support costs
PHERIZEH (OPEX)

Lower operational expenditures (OPEX)
iy SN L=

Shorter implementation times

R RRIR TS 22 fEFRRTE)

Shorter use of cloud solutions

iR, BESSHAHIFISIATRNTEFL.

Incorrect. Operational support costs are not a benefit specific to start-up companies.

Hix. (EFAMRIRIIER], OPEXAIRERES.

Incorrect. OPEX is likely to be higher when using a cloud solution.

IEffs, SMEREEFIESIEMIRIEAELY, SRR RAVSERERE, XIS AER. (X
Bk A, 584E)

Correct. Cloud solutions have a short implementation time compared to buying hardware and
setting up an infrastructure. This benefits start-up companies especially. (Literature: A, Chapter
4)

iR, =R EAERREAETHEARRSZ.

Incorrect. Cloud solutions can be used as long as, or longer than, other solutions.

38740
Mt EHERERS T EILR?

Why is a short time to market a benefit of cloud computing?

A)
B)
0

D)

A)

B)

0

D)

B LAERE R B N LIS SN

Increased capacity or new technology can be implemented in a short time.
BT SLHEFT AR RIE iR S,

Market leadership is guaranteed by implementing emerging technologies.
luly 30| E) SRS a3 Y ES: VRIS e 2 e

Short time to market enables scalability and elasticity of cloud solutions.
RIENSIKEZEEIE 7 SRR,

Slower worldwide coverage reduces the risks of short deployment times.

IFff, oI RMEANSEtE, BN LA BIGRISEHERTIE], INRY ErbRdial, (SZ@k: A, $B58)
Correct. Scalability and elasticity bundled with short implementation times for new technology
allow a fast time to market. (Literature: A, Chapter 5)

Hix, REWRELHENT ARSI Y, BLARIEX—R,

Incorrect. Although a fast time to market increases the chance of market leadership, nothing
can guarantee this.

HiR, SF RMAEMSO T EHESERE, mAEER.

Incorrect. Scalability and elasticity enable time to market, not the other way around.

Hix, CHREENMRT £ERBERE, B EEASTRNBL,

Incorrect. Time to market increases worldwide coverage and short deployment times do not
carry risks.
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—REWIFERRARSRMDE. WBOEREE,

RN BRI E AR RIX R ?
A business is researching cloud service providers. They are concerned about cloud security.
Which question addresses this?

A) =RSEILASTHEILSSIE?
Can the cloud services support the business?
B) =%243I5H chutEan{a?
How does cloud security level compare to your own?
C) =IRSRITENEIFIRLEHA?
What are the cloud service billing mechanism and units?
D) =fRRTIEMRFIEREWN(T?

What is the system performance of the cloud solution?

A) iR, REXE—EENDE, BEiREEEHRTZ LA,

Incorrect. Although this is an important question, it does not address cloud security directly.
B) IFffs, XNEMERMMREREEA, (OI#k: A, F55)

Correct. This question will address cloud security. (Literature: A, Chapter 5)
C) HiR. REXE—EENTHR, BEREEEBRELZEERE,

Incorrect. Although this is an important question, it does not address cloud security directly.
D) iR, REXE—EENRE, B REEERRTETH.

Incorrect. Although this is an important question, it does not address cloud security directly.

40/ 40
—REWIEETIRERIIRSS (SaaS) RS, tIFEENARSRHEFNVSIRR.

B—IRET ARS Bz bl iSSR0 ?

A business has chosen a SaaS solution. They need to monitor the cloud service provider's
financial performance.

What helps a business monitor financial performance?

A) BERAMRERS

Weekly technical performance reports
B) SR RRIBRRE

Monthly capacity utilization reports
C) FEB=THIRS

Yearly third-party audit reports

A) iR, FARMEREHPDEANIREARMEEE , MARMSRR.
Incorrect. Technical performance reports help monitor technical performance, not financial
performance.
B) EW, FREFARBEHBHEAMSZLS, (XH: A, E5F)
Correct. Capacity utilization reports help monitor financial performance. (Literature: A, Chapter 5)
C) iR, WitHRERHPLERNENE,
Incorrect. Audit reports help monitor compliance.
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MTRBAREFBERER, HEEERA.

A% BE [0 BX
1 C 21 B
2 A 22 D
3 C 23 D
4 C 24 A
5 B 25 C
6 B 26 D
7 C 27 B
8 A 28 A
9 D 29 B
10 D 30 A
11 D 31 A
12 C 32 D
13 A 33 A
14 C 34 C
15 A 35 C
16 D 36 B
17 B 37 C
18 C 38 A
19 C 39 B
20 C 40 B
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