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RABILHe—TFABER, LARSBNIEBAEIEFGDPR, BIFSHZBERATHIER.

BEEFABERATHIERRRZHA?

A company implements a privacy policy, which helps to demonstrate compliance with the
GDPR. It is recommended that this policy is made publicly accessible for several reasons.

What is the main reason for making the privacy policy publicly available?

A) ATILEFPHEIEKERABLRY IR AZHE
To allow customers and partners to verify which personal data the organization must process
B) ATILER. SEKEHMEETWHTE N ASERLET
To allow customers, partners and the supervisory authority to assess how personal data are
handled
C) ATERIXERPITHOEIRRIFRIMITM (DPIAs) KIER
To communicate the result of data protection impact assessments (DPIAs) performed in the
organization
D) BRI ETMBREREN AR ESHEE W AIRRS
To inform the supervisory authority of how the organization will respond after personal data
breaches
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HRIEGDPR, RIS EARRIEAABERATESIERRD?

According to the GDPR, what information is not a mandatory part of a privacy policy?

A) BXRNTAMIEBREHEIE=EES

Information about international transfers of personal data to a third country
B) BXizHIESMHIERSAER

Information about the identity and contact details of the controller
C) BXEARTHHIELZEEIERER

Information relating to data security measures in the organization

D) BREUEREHIMEIEEMFIRIER

Information relating to retention periods and data subject's rights

3/40
GDPREMN T "ETIRITFIEVARISFARIERIRN. NAXLRNSESLER A SERENE,

S AR FE R ERLRIEHE?

The GDPR embraces the principles of privacy by design and by default. The application of
these principles includes the implementation of both technical and organizational

measures.
Why are organizational measures necessary?

A) EREFRITAEIANRRA"ERALIGE N AEWRHEUXBRFEHE
Because privacy by design and by default requires that the organization restricts personal data
access to controllers only

B) EJSRIFEUEERAIRAIFE AT EE BRI
Because protecting the rights of data subjects, requires organizational processes that
technical measures cannot cover

C) ENEMEIEARIFE (DPO) (HTEEFIEKXRRIBRT) , WAA—FERER
Because the designation of a data protection officer (DPO), where mandatory, is regarded as
an organizational measure
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R ABIEERS— M RBE R uiESEE RN RZERS.

IR FRRATIIR "RV, (IR EiTiCEURRIFAIRIEBRIAN?
A company is setting up a project to create a new, free service for consumers.

According to privacy by design, what is the most desirable moment to discuss data
protection?

A) NB—F
From the start of the project
B) 7ESCHERTER
During the implementation phase

C) ImB#EFeRET
When the project nears completion
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FALIEERERAISO/IEC 2770 TRERLIEISFAMEEEIE RS (PIMS) .

ESLHETRET, ZARN—LRERRIREMEIVRETARERIIZINARE R, XERTRERE
EEIERIFE (DPO) EREN.

HRIEISO/IEC 27701, EHRRIFBNGEEERITNHAH?

An organization is implementing the privacy information management system (PIMS) using
the ISO/IEC 27701 standard.

During the implementation, some of the organization’s contractors realize that they must
comply with several legal requirements from different countries. The contractors decide to
ask the data protection officer (DPO) for advice.

According to ISO/IEC 27701, how should the DPO categorize the legal requirements?

A) RERERE, REFRERSFA—TINHBEEEZEMPIMS,
Internal issue because the legal requirements directly impact the PIMS, which is an internal
matter.
B) RERIERE, FEAXEHNEREVIRAEEIEEE,
Internal issue because the relevant factors are the contractors who must be seen as coworkers.
C) ShERiERE, EAFRBENIIEFERITFEARNERRT.
External issue because the contractors operate outside the regular coworkers of the
organization.
D) 5MEBimE, FEEEREXRSHAGHEMTITAHA,
External issue because the legal requirements are relevant but independent from the
organization.
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RWIiEZRE (B2C) BRIEESLERMEEREERSE (PIMS)

#ERIFE (DPO) KIMEEBLATMERRIEN

-—MNEER, EPEESRFNFERREMSE A,

-G TABNREFER (HR) HHEENH, HEHEaRRERHIESIRKRREARGS.
- —BItEYESSR, ETEErSENSD, SEEREREEIE.

- &TIAVR, ETE3RRENTAGRMRETERN&EFK.

BB NEN BV ERIPIMSE—ER?

A business to consumer (B2C) organization is implementing a privacy information
management system (PIMS).

The data protection officer (DPO) comes across the following media that contain
information:

- An external hard drive with competitor information and a description of their strengths
and weaknesses.

- Some paper files from human resources (HR) with health information and emergency
contact information in them.

- A computer server which contains a backup of all customer data, including of direct
consumers.

- Old USB drives with former coworkers’ personal information and their last salaries at the
organization.

Which media do not have to be part of the PIMS?

A) SNERER

External hard drive

B) B

Paper files
C) MRS==

Server
D) U&
USB drives
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EENEFAMEEEERS (PIMS) B, SEBARRINXE. HEh—DIHERiERERR (SoA) .

HARERMRSIE (SoA) ?

When defining a privacy information management system (PIMS), different documents are
created. One of these documents is the statement of applicability (SoA).

What is a statement of applicability (SoA)?

A) SoABEMBEHENI N NERESXLAIRTEENM.
The SoA gauges how likely it is that processing data results in a high risk to individuals.

B) SoAICRRTEF M ALIRIILIEMENSI.

The SoA records where and how personal data of employees and customers is processed.

C) SoAFLEW R FAVBLL = HIFE b B TR E B APREPE(EPIMSHRIXIE .
The SoA states which controls must be applied to manage or minimize risk within the PIMS.
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8/40

FTIEMNERERIKEIRE, SEBRTATEER. BEFENRIISSPUERHERRFEEEERSR
(PIMS) RIEARZER, XHRT SIYTHAIEHRRIEXRIEERENBER, FHREERETSH
;5

X2 EPIMSHYMBRIRE K ?

It is fundamental to a privacy information management system (PIMS), both in the short
and long term, to be able to demonstrate how corporate policies, operating procedures,
and work instructions are formulated. This ensures that actions are traceable to
management decisions and policies, and that the results are reproducible.

Which requirement of the PIMS is this referring to?

A) ®Hit
Audit
B) =4

Documentation

C) HIETHEH
Management review

D) &F4EAHR (SoA)
Statement of applicability (SoA)

9/40
MM oaEREERMZEERMAEEREERS (PIMS) RIEHERER?

Why should top management review the progress of the privacy information management
system (PIMS)?

A) HRPIMSIHISRIBREXIERER

To ensure that the PIMS conforms with all relevant legal requirements

B) H{RPIMSEBFEDAIFSFAZEHISRIHTXBL

To ensure that the PIMS has enough privacy controls to mitigate risks

C) FRRERAERITPIMSH4RHIS 4

To ensure that the PIMS is audited regularly and is producing documents

D) HHRPIMSERFHEATIEK

To ensure that the PIMS is effective and meets corporate requirements
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10/ 40
PRFAMEEEIRERS (PIMS) HITHITESMRRA.

RIEISO/IEC 27701, PIMSEIHNEEHREMHA?

Auditing the privacy information management system (PIMS) can be done for multiple
reasons.

According to ISO/IEC 27701, what is the main objective of PIMS audits?

A) FARFERXERMERREREX
To confirm that requirements of the relevant national and international standards are
maintained
B) HERMAIKEIHEFMREN TIERAEAVILEERIRT
To identify specific areas of concern and address the selection of individual work processes
C) FEEREMATERZE R EEAIE
To include updates of relevant changes to legislation and regulations, and their interpretation
D) EERARERSTIFLRZBN—EE

To monitor conformity between the management system requirements and working practices
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RPN 7T —ERMMEREERS (PIMS) . HEARRNERGRET AMNFIEREK.

FLABRRGERBIN T — S Mt 4?2

An organization implements a privacy information management system (PIMS). The specific
requirements must be based on local rules and contractual requirements.

What should be the next step for the organization’s legal team?

A) BiESHEEMARMHES, F8ISO/IEC 27701 A& RnER A TE N
Hire local legal advice and guidance, and apply the ISO/IEC 27701 as the contractual standard
to clients and suppliers

B) ENERNERRESLE, FHREMGERTABELENESRE
Look up the applicable international best practices, and review all contracts which involve
personal data processing

C) MIEERREEIMEXEER, FHEEMEYRASEGENSRE
Map the applicable legislation and related legal sanctions, and review all contracts which
involve personal data processing

D) SkUMISENHIRTIES:, FHEISO/IEC 27701/F A& BN EN BT Z It R
Request local supervisory authority’'s guidance, and apply the ISO/IEC 27701 as a contractual
standard to clients and suppliers
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HANFESR—RATEH. REACETETRMSEEERS (PIMS) .

X—I R ERTRENR T RESIEBTA N AR RIS FI9EEISO/IEC 27701 IERAYER.
PBP—IR & =S RIIERATT = ?

An organization is merging with another company. The organization already has a privacy
information management system (PIMS).

The completion of the process depends on demonstrating that all the personal data
processing operations follow the ISO/IEC 27701 and the applicable legislation.

What is the most appropriate means to show this?

A) HRRIPFIEITEM (DPIA) RS

A data protection impact assessment (DPIA) report
B) FRFASZImIFAL (PIA) k&

A privacy impact assessment (PIA) report
C) =IERIPIMSEHIHRS

A recent PIMS audit report

D) ERMAEI (SoA) RS
A statement of applicability (SoA) report
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FNBRROFHR T —IRIRVARIHARSS . tIIAARSSEUS TEARL), XEREARTETREN
fRRG=E, B, BReIkE— NN,

ZBAEIEITISO/IEC 2770 1IAME, ESHMHMN AR, ARAM T SRMNE., —BHNEET T
ISO/IEC 27701IAME, B—Lk@E@id,

ISO/IEC 2770 I NIEAIA B B Tt TH N e ik ?

A small organization has developed a successful software service. Their service is a large
success, which means the organization needs a more robust cloud solution. Therefore, the
organization must select an external cloud supplier.

The organization is ISO/IEC 27701 certified. When searching for a supplier, the organization
comes across several cloud suppliers. Some suppliers are ISO/IEC 27701 certified, but
others are not.

How can an ISO/IEC 27701 certification help with supplier selection?

A) HNERYISO/IEC 2770 NIERFERA/ DT, EIHRERBEEARSS plAs.
The ISO/IEC 27701 certification of a supplier includes a cost/benefit analysis, which ensures
lower costs for services.

B) MRESAYISO/IEC 2770 TAIERHE AN AR TR B, LRBRHR T (&R,
The ISO/IEC 27701 certification of a supplier lowers the need for supplier audits, which is
easier for the organization.

C) BRRYISO/IEC 2770 NEEEHUEMERER, AIEATHAANRE.
The ISO/IEC 27701 certification of the organization has procedures for data processing, which
extends to any supplier.

D) ALRIISO/IEC 2770 TAIEEESRH N AFE@IFISO/IEC 2770 1IAIE, IXFRH TIEEFEEHEL.
The ISO/IEC 27701 certification of the organization requires an ISO/IEC 27701 certified
supplier, which limits choices.

EXIN #Ei{#£% Privacy & Data Protection Professional (PDPP.CH) 15

Privacy & Data

Protection

PROFESSIONAL




=%IN

14/ 40
ZERIGISO/IEC 2770 BANESE RN EER RS, EHRIREDHIR:

-FSFAMEREEERS (PIMS)
-ERREEERS (ISMS)

KTXTEDRGRGE, W—TIRIERRY?

When working towards ISO/IEC 27701 certification, there are several management systems
involved. Two of these systems are:

- the privacy information management system (PIMS)
- the information security management system (ISMS)

What is true about these systems?

A) ISMSHIPIMSERITAILAGF#H1T, BRTLABRMIT, REPIMSHZEREURTISMSHI4ER.
The ISMS and PIMS audits may be combined or done separately, even though the PIMS
requirements depend on the maintenance of the ISMS.

B) ISMSHIPIMSEIHEREEGHIHIT, EIPIMSHISMSHIRFEREAMKHL.
The ISMS and PIMS audits must never be done together, because the PIMS and ISMS system
requirements do not depend on each other.

C) ISMSEPIMSH—EDFH T RISEMRIF, EAISMSERT M ALIEAILSSXBETSE.
The ISMS is part of the PIMS and addresses information protection, since the ISMS looks at a
business risk approach to personal data.

EXIN #Ei{#£% Privacy & Data Protection Professional (PDPP.CH) 16

Privacy & Data

Protection

PROFESSIONAL




=%IN

15/40
RARFELIERFAEEEERS (PIMS) . (BREIERIPEA) (GDPR) EX"MAZIEAIL
BRI ASIEES R RS 1"

HEKSISO/IEC 27701REZ [BIEHAXZRK?

An organization is implementing a privacy information management system (PIMS). The
GDPR requires that “personal data should be processed in a manner that ensures
appropriate security and confidentiality of the personal data [...]".

What is the relationship between this requirement and the ISO/IEC 27701 standard?

A) GDPREYFEEMFAHREZMIRNAIRY 71SO/IEC 27701 HRERTESRAIPIMSHIERT,
The GDPR principles of integrity and confidentiality form the foundation of the PIMS that is
required for the ISO/IEC 27701 standard.

B) GDPREIGIE. AFFMZAFRNGETFPIMSIERZEEERSR (ISMS) .
The GDPR principles of lawfulness, fairness, and transparency contribute to the PIMS and the
information security management system (ISMS).

C) GDPRIBERIFRHIRNIBIHEIE 7 aMaI e AERB T PIMSHIEUE.
The GDPR principle of purpose limitation prescribes exactly how the data that fall under the
PIMS may or may not be used.

D) GDPRAJFHEBRHIRN LA T N ASGRFELIERIFEPIMSHRICRERRI PR,
The GDPR principle of storage limitation explains the length of time the personal data reside
in the PIMS before processing.
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16 / 40
ISO/IEC 27701#RAEFBE—FEE IMASISO/IEC 27002tmEEFFAIF NSRS,

ZETRESMSSEN?

The ISO/IEC 27701 standard contains a chapter dedicated to additional guidance that aligns
with the ISO/IEC 27002 standard.

What type of recommendations are not included in this chapter?

A) HESEEREH AR SIEEASRISFABER

Develop privacy policies separate from or combined with information security policies
B) HREDIILIENALIRNATER THTEIREI

Ensure at least awareness training for all coworkers that handle or process personal data
C) BMRCATEEEE, LURBI N ASIEFEEH IR E

Label all data clearly to identify where personal data is stored or otherwise processed
D) tHRIEEFITEEM LA ER EIE Rk RSy MEEER T

Plan internal and external audits with a specific interval depending on the audit scope
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MARFAMEEEERS (PIMS) HEEREENEHAES, ENTRETEMRAYES.

SRRt —EEEXAEEEE. TEZIHTERMER (ENHF) -

1. XIBRIEHIFEHE S1SO/IEC 27701 AR RARLMTRB
2. PRHIERERRE (SoA)
3. BRI SR E

HARMEBRAVIERIFZEH4?

Applying privacy information management system (PIMS) controls to manage risk is not an
easy task, and it is recommended to go through all the stages.

The first stage is to design a set of controls to manage risks. The other stages are listed
below (in random order):

1. Compare controls to ISO/IEC 27701's Annex A or B
2. Produce the statement of applicability (SoA)
3. Effectively implement the controls

What is the correct order of the other stages?

A) 1. 2. 3
1,23
B) 1. 3. 2
1,32
C 2 1.3
2, 1,3
D) 2. 3.1
2,3, 1
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HRIEGDPR, BB—IUEEIALEEHIERE?

According to the GDPR, which activity is always a responsibility of the controller?

A) SERPUTEIRRIPRIIIT S (DPIA)

Being responsible for performing a data protection impact assessment (DPIA)
B) 5&ZeARIEALMRMAERTIN AR

Contracting a security company for the protection of personal data in transit
C) RAEFIIERKEZFRINALEE

Implementing a new method to collect personal data from the customers

D) REFAEEHRITRIEEIRICR

Maintaining records of the processing activities carried out by the processor
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—RERBEBEREMF T ITFIME—RERIAE]. ZEIRI SR AEAERFTENRER.

EA—P4tRE, EIRASEEBEERMEIRFRY, —EAERETEE,

XRERZAISFESITIECHRE, ERtESEY FRENKIEHER, HEHRAEET TS
B,

AT AXFPER SR ETEERERAISRE?

A hospital outsources its printing of patient invoices to a printing company. The printing
company also prints invoices for other organizations.

Due to an error, names and addresses were mixed up when they were sorted at the printing
company, and a number of invoices were sent to the wrong patients.

The hospital had carefully analyzed their own processes. The hospital had a robust
verification process in place and has contractual agreements with the printing company.

Why will the hospital be held responsible by the supervisory authority?

A) AAEEFIERTX—R
Because the contract determines this
B) EANEREEHE
Because the hospital is the controller
C) EREEREEEEZE
Because the mix-up is between patients
D) EMIEHEE
Because the verification has gone wrong
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20/ 40
‘_—Lﬁ SHEMRMEEETTAME N AR S ER, —EERABFENIRE. BEh—LEREEHEGDPRM
&, HRALUAESEPLIE.

RIEGDPR, HAER MRS S EFEEEIEHENBEREN?

When a controller and a processor sign a contract for the processing of personal data, they
both have specific responsibilities. Some of these responsibilities are prescribed by the
GDPR and others can be arranged in the contract.

According to the GDPR, when does the processor always need written authorization by the
controller?

A) WMEESF—RNTEN, BHRATEEEEREREERRIFEYE

When the processor contracts a company to protect data during transfers
B) {MBRESHE=75EL, HZFE=ITLENALE

When the processor contracts a third party to process personal data
C) WIEERRFHTEEN LR

When the processor implements a new method to collect personal data

D) 4MEERAFTSIEMIR AR

When the processor implements a new method to delete personal data

21/ 40
IERAIREN R ERNSS?

Who has the legal obligation to keep records of processing activities?

A) BEERE

The chief information officer

B) BERFAE

The chief privacy officer

C) =HEMLEE

The controller and processor

D) #{E{RFE (DPO)
The data protection officer (DPO)
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IRTERGMERFTX (EEA) RIRISRBREMERAARNNAZEE. IR RAH EFTRETE.

RIEGDPR, E=MIFERR T, BRFEEGEERIFE (DPO) .
TR, HFHAREIZARLREGHDPO?

A North American organization based in the EEA processes personal data of natural
persons. It processes ethnicity data on a large scale.

According to the GDPR, an organization is required to appoint a data protection officer
(DPO) in three specific cases.

In this case, for what reason is it mandatory for this organization to appoint a DPO?

A) IR THNEABINALGE

Foreigners' personal data are processed
B) MAHUERHFE=ELIE

Personal data are processed by a third country
C) E T/ DEEHARNN AZLE

Personal data of minorities are processed

D) SMETHFIRSRBIRINALE

Special categories of personal data are processed
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REHRRIFE (DPO) BRSZT— M EXRAIZTERR.

ZEB IEM T — i MIEEE LRSI THRFIE. ZRERRE RSN T RFIRBILE
WSEFEIRBIER,

ESWSTENZE, BEORMEIETESSHERNGEIER.
1ZDPORIZEAM?

A data protection officer (DPO) works for the Ministry of Transportation, which is a national
department.

A new project is announced to monitor people's driving behavior on the national highways.
The Ministry wants to use an intelligent video analysis system to single out cars and
automatically recognize license plates.

The state secretary is in a hurry to get the project started and worries that privacy issues
might cause unwelcome delays.

What should the DPO do?

A) EXESHESRETEERER, FEAXBAEHTDPORIREEHE
Ask the state secretary to contact the supervisory authority, because this is clearly outside the
DPQO'’s scope

B) MNREUEEMNER TIZEUELIE, NRESIMREFNBSREEIRRFZBTE (DPIA) ABFE
Assure the state secretary that a data protection impact assessment (DPIA) is unnecessary, if
data subjects are informed of the data processing

C) SHESM, AFHZATHIANUREZELIRITDPIA
Inform the state secretary that a DPIA is mandatory for the large-scale monitoring of a public
space

D) HUEESWENHERZMNE, EAAIE SRR R AR
Urge the state secretary to reconsider the project, because mass surveillance data processing
is prohibited
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HIERIFE (DPO) EHITEUESIIREIREEKRILIR,

i R EB—75BfDPORJ SRBRIREE XSS LAT KN ?

Data protection officers (DPOs) are bound by secrecy or confidentiality concerning the
performance of their tasks.

In relation to which party is the DPO exempted from this secrecy or confidentiality to seek
advice?

A) REEES

The board of directors of the company
B) HUEFIFSFALRIFALR/INE

The data protection and privacy network members team
C) ER%=E (ISO)

The information security officer (ISO)

D) WEWA
The supervisory authority
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25/ 40
HRRIPINIE (DPIA) B—MATRAEIRFRIPXIRIFR, TERRBIFTRESBRARISF)
MB R EEARMEAIXL.

S ADPIATT LA A E FEIZRIERXGETE TIEHA—HERD?

A data protection impact assessment (DPIA) is a tool to identify data protection risks,
especially the ones which are likely to highly affect the rights and freedoms of natural
persons.

Why can the DPIA be seen as part of an organization's wider risk management?

A) EHDPIASTHEZHRABRNMELZEXG, FRAHTE X IThEX G EER
Because the DPIA assesses all security risks of the organization under review and replaces any
other risk assessment or risk management

B) EIDPIAEE XBEAYRTBEMAIFEMRITAENGE, KT EIRFHRE X ATEMME AR
Because the DPIA assesses risks by the likelihood and severity of the risk, similar to other well -
defined components of risk management

C) EMHRIEGDPR, SAMIBEWHAITDPIA, MRV XIS ERAVEAEEER
Because the DPIA is mandatory for each project, according to the GDPR, which reduces all
other legal requirements for risk management

26 /40
IRIEGDPR, HARAKEEURIRIPBABITA (DPIA) FA—NRT5?

According to the GDPR, what should always be part of a data protection impact assessment
(DPIA)?

A) HE—EIEERERERNER, LBRRENESTEERRISF]

Develop a subject access request procedure to ensure compliance with data subjects’ rights

B) BEHHEAMERI N ALIRELARAIEAITHAERY

Identify the personal data that are processed and the intended purposes of the processing
C) BREIREMSHITIHEAHEHBHRER

Notify the data subjects that an assessment will take place and request their explicit consent
D) HIESHIAAIRIFHEEXAILIFENE, LI RETEIHEE

Set up an incident response plan and define appropriate safeguards to avoid data breaches
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RANFR—FFHm, BFRIRAAMENRT. SRR TH EMNBSEICRAFERATERE
(Al) SHEIIFTA.

REVMHTREIHATEEREE, EEEERTERERERIERNT10%RT,

HFIRRIFE (DPO) MFmAYIRRREN, SHESSFEMT N EIRRIPINTG
(DPIA) .

HARRBILHIL A TDPIARIRE?

An organization develops a new product to find underperforming employees. They search
their internet history and analyze work behavior using artificial intelligence (Al).

Although the software engineers do not fully understand the algorithm, management
decides to fire the bottom 10% employees.

The data protection officer (DPO) is concerned about the impact of this product and
informs the board that a data protection impact assessment (DPIA) is required.

What is not part of the reason why a DPIA is mandatory?

A) N AZHEAIERIB ML

The automation of the personal data processing
B) ZIhEIRE B E R MEIEENR

The evaluation that may affect the data subjects significantly
C) SCIRFERRBIRI N ALUE

The processing of special categories of personal data

D) RFHEBERARIDATLE

The systematic evaluation of personal aspects of natural persons
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TARBFEIRRIPFAIFE (DPIA) BIF=H?

What is not an outcome of a data protection impact assessment (DPIA)?

A) HFHENMERNGEIZEEREREE

A log of access to confidential data, with an automated authorization check

B) HUEEAXITUHME TIFRIBEIZRNCR

A record of data subjects’ views on the intended processing operations

C) YITRHRAME TIFRRGefthidk

A systematic description of the intended processing operations

D) THERIEEEAMIAIFI S RIEMAIXIG

An assessment of risks to the rights and freedoms of data subjects

29 /40
GDPRIFSER T HURRIFEEITE (DPIA) R DEHIAR.

HAREFDPIARRSIE R

The GDPR details what the output of a data protection impact assessment (DPIA) must
contain at a minimum.

What is not mandatory in a DPIA?

A) HEIAMETFREBRT
A description of the processing and its purposes

B) IFHANE TRERS T BRI EERITEFRE
An assessment of the necessity and proportionality of the processing operations in relation to
the purposes

C) TREXIEEEEANFIFIE RIERAIXE
An assessment of the risks to the rights and freedoms of data subjects

D) IENIRTEIN
The advice of the supervisory authority

EXIN #Ei{#£% Privacy & Data Protection Professional (PDPP.CH) 28

Privacy & Data

Protection

PROFESSIONAL




=%IN

30/40
—IEERIPSIIITL (DPIA) 3RE3, FREARUAME TIREGS N BIKERE HFREA B AORT O RHI MAE
PEEE.

tRIEGDPR, HARRIGHAINIXT?

A data protection impact assessment (DPIA) shows that the intended processing involves
collecting more data on individual customers than is necessary to achieve the intended
purpose.

According to the GDPR, what is the most appropriate response?

A) RIERGEIEER
Anonymize the data as soon as possible
B) HEHHIE)IFIRIRIES T
Introduce a training and awareness program

C) PREEIEMERIRIK

Limit the period of time for which the data is stored
D) mEIRKEE

Reduce the amount of data collected

31/40
EFHREURRIPImTS (DPIA) Z8I, SFFHMA?

What is best done first, before starting a data protection impact assessment (DPIA)?

A) HENXIEIRBINEEAIENE

Determining measures to address the identified risks
B) HERSFEHMITDPIA

Determining whether there is a need for a DPIA

C) IRBIRIEGE RIS RIERAIXEE
Identifying the risks to the rights and freedoms of data subjects

EXIN #Ei{#£% Privacy & Data Protection Professional (PDPP.CH)

Privacy & Data

Protection

PROFESSIONAL

29



32/40
RATHT T — M EIRRIPFAEEM (DPIA)

At AR AR ERSEMDPIAG A?

A company performs a data protection impact assessment (DPIA).

Why is data mapping useful for a DPIA?

A) BT IHERTERMSERERXE.

It assesses all organizational risks to privacy.
B) BHEBTIXE—MIERTRIN AR,
It helps to gain an overview of the personal data in use.

C) CRETEMAEHEXTI.

It helps to inform all relevant parties.

=%IN
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RAFBE T —BREMETR., REARRERTOHRME NI, ZERXER— M EIRMIEE K
IR TR T —IEERIFIEITHE (DPIA)

DPIAS—NERRSRAERBEHERGHAEEL, MAERKGEESS.,
I REMREI—7?

A privacy expert is hired by an organization. They wish to outsource part of their data
processing activities. The expert performs a data protection impact assessment (DPIA) on
the processing that involves a data processor.

One of the main steps of a DPIA requires the controller to provide all the input and does
not require the processor to be involved.

Which step is that?

A) THECIEREERIERRIE

Assessment of the necessity and proportionality of the processing
B) ITAAERIEUEEAMIAIFI S BRIERAIXBG

Assessment of the risks to the rights and freedoms of data subjects

C) EMXICAIENE, SIERIEE

Mitigating measures to address the risks, including safeguards

D) RHmATHARISLET (F

Systematic descriptions of the intended processing operations
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—RALNFHRUSEE, EFLRERTRSTIFEE.

EREQREFE—TUAE, SRR ERE, FESoHElE T BILIRSSERZA, 3
JIEENT TR TR BES AR,

P ATER B Z RIS T— N ERRIPRI S (DPIA) ?

A large company is struggling financially. The board wants employees to work more
efficiently.

The board starts an experiment in which the internet activities of the employees are
monitored. The data are analyzed to see where more efficiency can be achieved. People
categorized as /inefficient might be dismissed.

Why must a data protection impact assessment (DPIA) be done before using the new
procedure?

A) EARRBSBEAERT. A, LETIEEEAMEN.

Because a large company has many employees. Therefore, the processing will be large scale.
B) FENIXE—RiI. ARSI RIS B ERRERITDPIA,

Because it is an experiment. A DPIA is required for new and experimental processing activities.
C) EAXZRRREFMAILE, BREXRETESESEEINRT,

Because it is systematic processing. The decisions might significantly affect the employees.
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35/40
RAQHHETRHESTIZ L TENIRR,

LB EIERIFFEITAE (DPIA) ROB—EBo FEAFRIER?
An organization plans to make automated decisions on its clients, based on profiling.

Which part of the data protection impact assessment (DPIA) needs extra attention?

A) EXJIANREFEFHAITDPIARTRRAYIT L
The assessment of the need to perform a DPIA in relation to this processing activity

B) ELHERIRIPEIREEMMNAIRTIENE

The measures to protect the rights of the data subject that will be implemented

C) RIPPABIRERZEIREENE RSN

The measures to secure the personal data from being requested by data subjects

D) HIREAERMFEEUER, AREIRERIER

The procedures for data erasure after a data subject asks for their data to be removed

EXIN #Ei{#£% Privacy & Data Protection Professional (PDPP.CH)

Privacy & Data

Protection

PROFESSIONAL

33



=%IN

36 /40
GDPRHlE, BLXKERIEN ASIEREE. B, ERERBIAIEEAN AR HERIS.

tRIEGDPR, B—IARBF N ALIEMERE?

The GDPR states that organizations must seek ways to prevent personal data breaches.
Therefore, it is important to quickly recognize incidents that can be classified as personal
data breaches.

According to the GDPR, which incident is not a personal data breach?

A) BEHEWEIEAETRENEE, BEAEDRIEEIIL,
A patient is expecting a package containing medical equipment, but it is delivered to the
wrong address.
B) M IEAZAT LI —RERME T —ERENEMEL LB,
An employee working at a mental health clinic has misplaced a set of patient files that cannot
be retraced.
C) HIRCERXKEMERINEIA T NARYE.
The accidental destruction of personal data by a fire or an earthquake in a data warehouse.
D) REFUIKE T AE— MR HIEIERIE RN EV S EUE.
The unauthorized disclosure of a company’s confidential financial data regarding an intended

acquisition.
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37/ 40
T ABR FREARETE IR ASIEMES?

In which situation is it required to report a personal data breach to the supervisory
authority?

A) BRESHRERT2NSATERR
If the organization cannot resolve the incident within a timeframe of 72 hours after it has
occurred

B) TEXIBERAARRAIFIEBERZ 2RI TER T

In any situation where there is a security threat to the rights and freedom of natural persons

C) REE72N\HABSEEEHAN N AEEHETN

Only if the incident is recognized as a personal data breach within a timeframe of 72 hours
D) MAZUEMEERTELS B AR ARIFIFN B B X GRS

When a personal data breach is likely to result in a risk to the rights and freedom of natural

persons
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ABHR (HR) MEEEXRT—IMEER, HPEE3S5BRINPARGE. ZEFERERIIZAR
. ANBREPEHXEN NERFEESDIRET.

HRIEGDPR, RELSX— M ALIEMESN LIRS RETIG?

The head of the Human Resources (HR) department has lost a memory stick containing the
personal information of 35 employees. The memory stick is protected by strong encryption.
The HR department also has this personal information stored in a backup device.

According to the GDPR, is it mandatory to report this personal data breach to the
supervisory authority?

A) B, BAERESHEHOM CRARENA,

Yes, because all security incidents must be reported to the supervisory authority.
B) B BEIiRESRETWIETLILEENRT,

Yes, because reporting it enables the supervisory authority to inform the employees.
0 &, ENREHIEHEATELTINEEF .

No, because it is not a legitimate interest of the company to report data breaches.
D) &, BN M ALIEEEHASXIEIEEARGIRFNERXE.

No, because this personal data breach creates no risk to the data subjects’ rights.
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HRHIEGDPR, TEHAIRR TR AR ES SR SEZ R NRIEEER?

According to the GDPR, in which situation must a personal data breach be reported to the
data subjects affected?

A) NAZEEMHEE AT LA EURE EARIFIFN B k= XU B A
When a personal data breach is likely to result in a high risk to the rights and freedoms of the
data subject
B) EEN¥ERRENIBIME—EEKIER
When the supervisory authority has determined that consent was the only legal ground for
processing
C) H—NLEEHE72/NTAEFANAZUE M ESLAT
When there is a security incident that is labelled as a personal data breach within 72 hours
D) MNAZUESEIE = EthMEIEILEIMBE AT
When personal data is compromised by external factors such as hackers or other cyber
criminals
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EFHIBNASRESLEPEN THES. WAARE/ LR, SN RECH T,

TEMBRIRNER, EERIRWEFIRFILE, IS RERIRE LS ABLREER I FEHUR ERIRE.,
HAh BRI ERERE—1?

In the best practice incident response process the phases prepare, respond and follow-up
are defined. For each phase, documentation is essential.

In the respond phase, it is important to gather and preserve evidence to show why an
incident happened and why the organization was not able to prevent the incident.

What must be gathered and preserved?

A) BFiHEHTE
Audit control plans
B) #IRERIFFBITE (DPIAs)
Data protection impact assessments (DPIAs)
C) BERMEWERANEE
Evidence to provide a clear picture
D) RFEHEitK

System recovery plans
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1740
RABILHe—TFABER, LARSBNIEBAEIEFGDPR, BIFSHZBERATHIER.

BEEFABERATHIERRRZHA?

A company implements a privacy policy, which helps to demonstrate compliance with the
GDPR. It is recommended that this policy is made publicly accessible for several reasons.

What is the main reason for making the privacy policy publicly available?

A) ATILEFPHEIEKERABLRY IR AZHE
To allow customers and partners to verify which personal data the organization must process
B) ATILER. SEKEHMEETWHTE N ASERLET
To allow customers, partners and the supervisory authority to assess how personal data are
handled
C) ATERIXERPITHOEIRRIFRIMITM (DPIAs) KIER
To communicate the result of data protection impact assessments (DPIAs) performed in the
organization
D) BRI ETMBREREN AR ESHEE W AIRRS
To inform the supervisory authority of how the organization will respond after personal data
breaches

(BEXRZ, ET—R)
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iR, RTHRIRSFABCRA ARSI BRI RN AR, TIRE N ALUELEZERX.
Incorrect. Publicly available privacy policies do not establish which personal data must be
processed by the organization. They provide transparency to the personal data processing.

IEffs, AFNBERIREIZRE, RFEFMEFENERTIHYE, BRRSEETWIEREET
DIEEPHEAER. OOk A, 5165)

Correct. A publicly available policy supports transparency, allows customers and partners to
assess it, and provides a clear statement that supervisory authorities and other regulators can
assess the organization against. (Literature: A, Chapter 16)

52, DPIASIERMICRER, MRS, BANESTERFABEET.

Incorrect. The result of the DPIAs are intended to be documented for internal consultation
and should not be included in the privacy policy.

5%, AT R BRSNS ERDS I—ES, BT, FEEAT.
Incorrect. How the organization responds to a data breach is part of the data breach response
plan, which is an internal document and not required to be publicly available.
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HRIEGDPR, RIS EARRIEAABERATESIERRD?

According to the GDPR, what information is not a mandatory part of a privacy policy?

A) BXRNTAMIEBREHEIE=EES

Information about international transfers of personal data to a third country
B) BXizHIESMHIERSAER

Information about the identity and contact details of the controller
C) BXEARTHHIELZEEIERER

Information relating to data security measures in the organization

D) BREUEREHIMEIEEMFIRIER

Information relating to retention periods and data subject's rights

A) iR, XE2EHIMRT,
Incorrect. This is mandatory.
B) 3HiR. XZEIEH/NER.
Incorrect. This is mandatory.
C) IEffs, XRERLZEBERII—S. OBk A, %165, GDPRE13%)
Correct. This is part of an information security policy. (Literature: A, Chapter 16; GDPR Article
13)
D) 3HiR. XZEIEH/IERY.
Incorrect. This is mandatory.
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GDPREMN T "ETIRIHFIFVARISFARIERIRN. NAXLRNSESLER A SELRIENE.

AR FELERSTEE?

The GDPR embraces the principles of privacy by design and by default. The application of
these principles includes the implementation of both technical and organizational
measures.

Why are organizational measures necessary?

A) EA"ETIRFIRARIBSRA BERBLUG N ASGR DR R T =6 E
Because privacy by design and by default requires that the organization restricts personal data
access to controllers only

B) FEARIFEUEERINF R E AR RAEIE T E B VAR
Because protecting the rights of data subjects, requires organizational processes that
technical measures cannot cover

C) EFEap#ERIFE (DPO) (HEEHEXRNBERT) , WRA—FMERENE
Because the designation of a data protection officer (DPO), where mandatory, is regarded as
an organizational measure

A) iR, BRIERREERIPEIEEAIA], BFEAT. EHILIEER.
Incorrect. Organizational measures are meant to protect the data subjects’ rights and consist
of procedures for fair and transparent processing.

B) 1Effi, RLURERREIEFOUEBITALGEERR, IIRREUEEARIIFET LA 2ZBRRGDPRITHE,
RATENRFENBLIEEI T, BREeFREN. (8t A, FH95)
Correct. Some internal processes and procedures must be addressed by organizational
measures to guarantee that the data subjects rights can be fully exercised in compliance with
the GDPR. Technical tools and systems complement the organizational measures, but do not
substitute them. (Literature: A, Chapter 9)

C) iEiR. ALRERSERIPEIRIHAIINF, GRFEAF. EBRrIEERF.
Incorrect. Organizational measures are meant to protect the data subjects’ rights and consist
of procedures for fair and transparent processing.
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R ABIEERS— M RBE R uiESEE RN RZERS.

RIE RFATIIR AR, (URTRITICEUERIFAIRIEBRIHL?

A company is setting up a project to create a new, free service for consumers.

According to privacy by design, what is the most desirable moment to discuss data
protection?

A)

B)

9]

A)

B)

9]

MIE—FFa

From the start of the project
FESCHERTER

During the implementation phase
TR B A SepkRy

When the project nears completion

IEff, EETRATUKAIRN, LANNE TR ISdRRIFHTES. Ok A, 35
= F

Correct. Privacy and data protection must be promoted from the start of the project in line
with the privacy by design principle. (Literature: A, Chapter 5; F)

HiR, LB RINICEURRIF AT TR,

Incorrect. Discussing data protection in the implementation phase is too late.

HiR. EIE SRS ICEIRRIF AR B,

Incorrect. Discussing data protection in the project completion phase is too late.
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FALIEERERAISO/IEC 2770 TRERLIEISFAMEEEIE RS (PIMS) .

ESLHETRET, ZARN—LRERRIREMEIVRETARERIIZINARE R, XERTRERE
EEIERIFE (DPO) EREN.

HRIEISO/IEC 27701, EHRRIFBNGEEERITNHAH?

An organization is implementing the privacy information management system (PIMS) using
the ISO/IEC 27701 standard.

During the implementation, some of the organization’s contractors realize that they must
comply with several legal requirements from different countries. The contractors decide to
ask the data protection officer (DPO) for advice.

According to ISO/IEC 27701, how should the DPO categorize the legal requirements?

A) RERERE, REFRERSFA—TINHBEEEZEMPIMS,
Internal issue because the legal requirements directly impact the PIMS, which is an internal
matter.
B) RERIERE, FEAXEHNEREVIRAEEIEEE,
Internal issue because the relevant factors are the contractors who must be seen as coworkers.
C) ShERiERE, EAFRBENIIEFERITFEARNERRT.
External issue because the contractors operate outside the regular coworkers of the
organization.
D) 5MEBimE, FEEEREXRSHAGHEMTITAHA,
External issue because the legal requirements are relevant but independent from the
organization.

(EBRe, #FTF—R)
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A) iR, RELEEKRTRESEEFINIPIMS, (BiEXEEKRASHLZRIMNPIT,
Incorrect. Although the legal requirements will likely directly impact the PIMS, the legal
requirements themselves are always external issues.

B) iR, BAREBHRIU/RMAARE, MRTEEMRSENENEE, EXBEEWIRNERZERE
=K,
Incorrect. Although contractors must indeed be seen as coworkers and staff management and
reporting are internal issues, the factors to be categorized are the legal requirements.

) iR FENEE, SFMREBNSEMRSHUFRIANEDE. th, XESREENER
BEEER, HETINBTE,
Incorrect. All coworkers, including external contractors, their management and reporting must
be considered internal issues. Additionally, the factors to be categorized are the legal
requirements, which are external issues.

D) IFffs. RIEISO/IEC 277015 NRISGK, FEERGNNINBIERE. (8K B, 2H)
Correct. According to the term introduced by ISO/IEC 27701, legal requirements are
considered external issues. (Literature: B, Chapter 2)
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RWIiEZRE (B2C) BRIEESLERMEEREERSE (PIMS)

#ERIFE (DPO) KIMEEBLATMERRIEN

-—MNEER, EPEESRFNFERREMSE A,

-ETANREFER (HR) AN, HHEaREBHMEASKAARGE.
- —BItEYESSR, ETEErSENSD, SEEREREEIE.

- &TIAVR, ETE3RRENTAGRMRETERN&EFK.

BB NEN BV ERIPIMSE—ER?

A business to consumer (B2C) organization is implementing a privacy information
management system (PIMS).

The data protection officer (DPO) comes across the following media that contain
information:

- An external hard drive with competitor information and a description of their strengths
and weaknesses.

- Some paper files from human resources (HR) with health information and emergency
contact information in them.

- A computer server which contains a backup of all customer data, including of direct
consumers.

- Old USB drives with former coworkers’ personal information and their last salaries at the
organization.

Which media do not have to be part of the PIMS?

A) SNERER

External hard drive

B) B

Paper files
C) MRS==

Server

D) U&
USB drives

(EBRe, #FTF—R)
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A) IEfa, PIMSREKENAGR, EARfIG, SIMEEEAESEANIARGE. OOk B, $15)

B)

9]

Correct. The PIMS should be concerned with personal information and in this case the
external hard drive does not contain any personal information. (Literature: B, Chapter 1)

iR, AR TAGERIEN, EERIFFEN, HNAIPIMSH—EiD. ANKRBXHES
TAER, FRLARIRIRIAPIMSH,

Incorrect. All media, even non-digital media, that contain personal information should be part
of the PIMS. The HR files contain personal information and must be in the PIMS.

Hix. MEESMAGEEN, BIENESEM, EAKAPIMSH—38s. RSFCSHEEN
7, BTEAAREE BHEENAEGEE.

Incorrect. All media, even if they only contain a backup, that contain personal information
should be part of the PIMS. The server contains consumer data, which is data from natural
persons and, therefore, personal information.

D) $#&iR. FIEEA M AGEENENEBRLAPIMSH—EES, BMEXLEEERRENER.

Incorrect. All media that contain personal information should be part of the PIMS, even if the
information is of former coworkers.
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EENEFAMEEEERS (PIMS) B, SEBARRINXE. HEh—DIHERiERERR (SoA) .

HARERMRSIE (SoA) ?

When defining a privacy information management system (PIMS), different documents are
created. One of these documents is the statement of applicability (SoA).

What is a statement of applicability (SoA)?

A) SoABEMBEHENI N NERESXLAIRTEENM.

The SoA gauges how likely it is that processing data results in a high risk to individuals.
B) SoAICRRTEFMALIEAILIEMENS.

The SoA records where and how personal data of employees and customers is processed.

C) SoAFLEW R FAVBLL = HIFE b B TR E B APREPE(EPIMSHRIXIE .
The SoA states which controls must be applied to manage or minimize risk within the PIMS.

A) iR, XEREIEFRIPBNE (DPIA) BHER.
Incorrect. This is what the data protection impact assessment (DPIA) does.
B) iR, XICRAELMIEECR (ROPA) i,
Incorrect. This is recorded in the recording of processing activities (ROPA).
C) IEf. tRIEISO/IEC 27701, IXRSoARIEN., (X#k: B, 54E)
Correct. According to ISO/IEC 27701, this is the definition of an SoA. (Literature: B, Chapter 4)
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FTIEMNERERIKEIRE, SEBRTATEER. BEFENRIISSPUERHERRFEEEERSR
(PIMS) RIEARZER, XHRT SIYTHAIEHRRIEXRIEERENBER, FHREERETSH
;5

X2 EPIMSHYMBRIRE K ?

It is fundamental to a privacy information management system (PIMS), both in the short
and long term, to be able to demonstrate how corporate policies, operating procedures,
and work instructions are formulated. This ensures that actions are traceable to
management decisions and policies, and that the results are reproducible.

Which requirement of the PIMS is this referring to?

A) =it
Audit
B) &4
Documentation
C) HIETHEH
Management review
D) &F4EAHR (SoA)
Statement of applicability (SoA)

(EBR7, FTF—R)
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9]

D)
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EiR. M ERARNFINTHEEEE TR R EEERRER S TR Z BN —EUE.

Incorrect. A management system audit program has the main objective to monitor conformity
between the management system requirements and working practices.

I, BLURAETRERAIL, REITLUEBRFARMESCRUNARZ FERERN. IFSIBESRIC
R TR, BASRERERPREIE. RS THREMRKRAOWSEMNCRESIEER. (30
B, 3%)

Correct. It is likely that the organization will find it useful to keep records of developments
and activities upon which it can call should it need to in the future. Many of these items are
recorded and the organization retains the data for as long as necessary. Creating records of
operating activities for the purpose of review and decision making is also relevant. (Literature:
B, Chapter 3)

Hix, BEVHERSEEEFEPIMSINEHEISLEAHEREERAER. ZIEFHRERPIMSHIE
i, FHEATEmEATIER,

Incorrect. Management review is a procedure in which top management reviews the progress
of the PIMS from its inception to operation. This procedure ensures that the PIMS’ progress is
effective and meets corporate requirements over time.

HiR. SOAR—DiFHi-BAMLEHIBIEERTPIMS, BERERRIS 4.

Incorrect. The SoA is a document that details which controls are applied within the PIMS and
which are not.
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AMroEEEERMZFEERFMEREERRS (PIMS) RIHRER?

Why should top management review the progress of the privacy information management
system (PIMS)?

A)

B)

9]

D)

A)

B)

9]

D)

HRPIMSFF S RTEERIARERK

To ensure that the PIMS conforms with all relevant legal requirements
HRPIMS A Fe 5 AR FAT=HISRPE(RXUG

To ensure that the PIMS has enough privacy controls to mitigate risks
TR EHAER T PIMSHIR IS4

To ensure that the PIMS is audited regularly and is producing documents
HRPIMSERFHE AT EK

To ensure that the PIMS is effective and meets corporate requirements

iR, XEPIMSHE—IERE, AREETFHNEN.

Incorrect. This is a responsibility within the PIMS, not the purpose of the management review.
Hix, XEPIMSHEH—IERE, AREETFHNEN.

Incorrect. This is a responsibility within the PIMS, not the purpose of the management review.
iR, XEPIMSHE—IEE, AREETFHNEN.

Incorrect. This is a responsibility within the PIMS, not the purpose of the management review.
. ReEEEEHEEPIMSINEohEStERIHERR, BIRPIMSHENER, HEIMHEEATE
K. (O#Ek: B, $38)

Correct. It is appropriate that top management reviews the progress of the PIMS from its
inception through to operation, ensuring that it is effective and meets corporate requirements
over time. (Literature: B, Chapter 3)
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SEAMEREERSE (PIMS) HTHITESMIRE.

TR#EISO/IEC 27701, PIMSERITRIEEBIREMA?

Auditing the privacy information management system (PIMS) can be done for multiple

reasons.

According to ISO/IEC 27701, what is the main objective of PIMS audits?

A)

B)

0 i

D)

A) %

B)

9]

D)

AR EEXERMERRNEREK
To confirm that requirements of the relevant national and international standards are
maintained

HERRRIRI T FR BN TAEREANEE R

To identify specific areas of concern and address the selection of individual work processes

B PR E SRS IV N SIS A PN e

To include updates of relevant changes to legislation and regulations, and their interpretation

ISR RERS TEEH Bt

To monitor conformity between the management system requirements and working practices

Hix. WAEREMRTENEXRRBirE—, EXEETRREEERARERS TIELERZEN—E
.

Incorrect. Confirming the requirements of the applicable international standards is part of the
objectives, but the main objective is to monitor conformity between the management system
requirements and working practices.

iR, XEHITAREN—BOSERS, EFFEEEER.

Incorrect. This is part of the improvements that audit can provide, but this is not a main
objective.

IR, XEHEITHLURENSIHN D, EAFREERR.

Incorrect. This is part of the improvement opportunities that audit can provide, but this is not
a main objective.

I, EEARFIHTYNEER TR EEEEARERS TFLRZEN—5t. (CZ#t: B, %3
)

Correct. The main objective of a management system audit program is to monitor conformity
between the management system requirements and working practices. (Literature: B, Chapter
3)
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RPN 7T —ERMMEREERS (PIMS) . HEARRNERGRET AMNFIEREK.

FLABRRGERBIN T — S Mt 4?2

An organization implements a privacy information management system (PIMS). The specific
requirements must be based on local rules and contractual requirements.

What should be the next step for the organization’s legal team?

A) BiESHEEMAREMHES, F8ISO/IEC 27701 A& RtRER AT PN
Hire local legal advice and guidance, and apply the ISO/IEC 27701 as the contractual standard
to clients and suppliers

B) ENERNERRESLE, FHREMGERTABELENESRE
Look up the applicable international best practices, and review all contracts which involve
personal data processing

C) MIEERREEIMEXEER, FHEEMEYRASEGENSRE
Map the applicable legislation and related legal sanctions, and review all contracts which
involve personal data processing

D) SkUMISENHIRTIES:, FHEISO/IEC 27701/F A& BN EN BT Z It R
Request local supervisory authority’'s guidance, and apply the ISO/IEC 27701 as a contractual
standard to clients and suppliers

(EBR7, FTF—R)
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A) iR, FEPIMSHIEAERFEEEFENNLIMNASRERK. MR EEENCEATIMILE,
AREAR S RIAMEEMANERL, MEHIFFBERERIEISO/IEC 27701{EAEEFEER,
Incorrect. The specific requirements of a PIMS need to be determined considering the
appropriate local rules and contractual requirements. There may be no need to request local
legal advice if the legal team is already familiar with the local legislation, and not all contracts
will necessarily have the ISO/IEC 27701 as contractual standard requirements.

B) {&iR. MEPIMSHEARERUIEEESRIZERIIERNINILE, MAREMRELR.

Incorrect. The specific requirements of a PIMS must be determined considering contractual
requirements and the applicable local legislation, not international best practices.

C) IEf. HAEPIMSHIEMRERFEZSHENIZERNFIESEER, (38t B, 348)
Correct. The specific requirements of a PIMS need to be determined considering the
appropriate local rules and contractual requirements. (Literature: B, Chapter 4)

D) iR, WEPIMSHIEFEXRFTELBHENAIMMNIIERER. THESRIMEETINES, M
BEHEFRrBEREBTEISO/IEC 2770 1EAERINEEK,
Incorrect. The specific requirements of a PIMS need to be determined considering the
appropriate local rules and contractual requirements. There is no need to request the local
supervisory authority’'s guidance, and not all contracts will necessarily have the ISO/IEC 27701
as contractual standard requirements.
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HANFESR—RATEH. REACETETRMSEEERS (PIMS) .

X—I R ERTRENR T RESIEBTA N AR RIS FI9EEISO/IEC 27701 IERAYER.
PBP—IR & =S RIIERATT = ?

An organization is merging with another company. The organization already has a privacy
information management system (PIMS).

The completion of the process depends on demonstrating that all the personal data
processing operations follow the ISO/IEC 27701 and the applicable legislation.

What is the most appropriate means to show this?

A) HRRIPFIEITEM (DPIA) RS

A data protection impact assessment (DPIA) report
B) FRFASZImIFAL (PIA) k&

A privacy impact assessment (PIA) report
C) =IERIPIMSEHIHRS

A recent PIMS audit report

D) ERMAEI (SoA) RS
A statement of applicability (SoA) report

(BEXRZ, ET—R)
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A) $HiR. DPIAIREEHICR T I HLhERIBH TRINRITAE, TR NAFTEBSXEAILIE, FE

B)

9]

#1TDPIA,

Incorrect. A DPIA report registers a risk assessment typically undertaken before the
implementation of a project. A DPIA is required for processing that is likely to result in a high
risk to individuals.

Hix. PIAMREFICR 7 BEENELERTH TN TG, XTIt M AERBXGAIGIE, FEH
17DPIA,

Incorrect. A PIA report registers a risk assessment typically undertaken before the
implementation of a project. A DPIA is required for processing that is likely to result in a high
risk to individuals.

1M, BIHREHHIRERSERZERN—SMEAIA—2E. (@t: B, $3F)

Correct. Audit reports identify conformity and non-conformity between the actual practice
and the requirements. (Literature: B, Chapter 3)

D) iHiR. EAMA (SoA) (FHAMIAHRS) R—0iFMkiEBLERIfsEERTPIMS, BLERER

BISZf, (BARBERIERRERRSEIREE. o, thABERIEREEIE.

Incorrect. The statement of applicability (SoA) (a statement, not a report) is a document that
details which controls are applied within the PIMS and which are not, but there is no
guarantee that it reflects the actual practice. It also does not guarantee legal compliance.
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FNBRROFHR T —IRIRVARIHARSS . tIIAARSSEUS TEARL), XEREARTETREN
fRRG=E, B, BReIkE— NN,

ZBAEIEITISO/IEC 2770 1IAME, ESHMHMN AR, ARAM T SRMNE., —BHNEET T
ISO/IEC 27701IAME, B—Lk@E@id,

ISO/IEC 2770 I NIEAIA B B Tt TH N e ik ?

A small organization has developed a successful software service. Their service is a large
success, which means the organization needs a more robust cloud solution. Therefore, the
organization must select an external cloud supplier.

The organization is ISO/IEC 27701 certified. When searching for a supplier, the organization
comes across several cloud suppliers. Some suppliers are ISO/IEC 27701 certified, but
others are not.

How can an ISO/IEC 27701 certification help with supplier selection?

A) HNERYISO/IEC 2770 NIERFERA/ DT, EIHRERBEEARSS plAs.
The ISO/IEC 27701 certification of a supplier includes a cost/benefit analysis, which ensures
lower costs for services.

B) MRESAYISO/IEC 2770 TAIERHE AN AR TR B, LRBRHR T (&R,
The ISO/IEC 27701 certification of a supplier lowers the need for supplier audits, which is
easier for the organization.

C) BRRYISO/IEC 2770 NEEEHUEMERER, AIEATHAANRE.
The ISO/IEC 27701 certification of the organization has procedures for data processing, which
extends to any supplier.

D) ALRIISO/IEC 2770 TAIEESRH N AFE@IZISO/IEC 2770 1IAIE, IXFRH TIEZFETHEL.
The ISO/IEC 27701 certification of the organization requires an ISO/IEC 27701 certified
supplier, which limits choices.

(EBR7, FTF—R)
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A) $BiR. 1SO/IEC 2770 B NIEASIEMHNEFIE. EE:_F}I%'J%Q“Z%"\ FREUERIP, IRt
17T, BIZISO/IEC 2770 L AEAIH N E LI HIT,
Incorrect. An ISO/IEC 27701 certification does not include a list of suppliers. Since the
controller is always responsible for ensuring data protection, they should audit suppliers.
ISO/IEC 27701 certified suppliers already have been audited.

B) IFffi. ®IJISO/IEC 2770 AERIMN SRR RERESRBALIE N ABERE, FREBENALIEMEERE
BRWEIE, (OUBk: B, 555)
Correct. An ISO/IEC 27701 certified supplier is more likely to process personal data
responsibly and to be able to cooperate more effectively after a personal data breach.
(Literature: B, Chapter 5)

0 iR, ﬁ%ﬂ%&“ﬁ%ﬁ%ﬁ%ﬁ%&ﬁﬁﬁ R LA IR XS N R TR . 18I ISO/IEC 27701 AIERIHAL
BT EHIT,
Incorrect. The controller will always remain responsible for ensuring data protection, which
means they should audit suppliers. ISO/IEC 27701 certified suppliers already have been
audited.

D) $#iR, ISO/IEC 2770 TINEAZERFTAMNEEEIEREATAL. BT EHEREASHRRETERF,
FRLAMBAT IR R R TR, (@iZISO/IEC 2770 BAERI N BRI &It
Incorrect. An ISO/IEC 27701 certification does not require all suppliers to have the same
certification. Because the controller will always remain responsible for ensuring data
protection, they should audit suppliers. ISO/IEC 27701 certified suppliers already have been
audited.
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ZERIGISO/IEC 2770 BANESE RN EER RS, EHRIREDHIR:

-FSFAMEREEERS (PIMS)
-ERREEERS (ISMS)

KTXTEDRGRGE, W—TIRIERRY?

When working towards ISO/IEC 27701 certification, there are several management systems
involved. Two of these systems are:

- the privacy information management system (PIMS)
- the information security management system (ISMS)

What is true about these systems?

A) ISMSHIPIMSERITAILAGF#H1T, BRTLABRMIT, REPIMSHZEREURTISMSHI4ER.
The ISMS and PIMS audits may be combined or done separately, even though the PIMS
requirements depend on the maintenance of the ISMS.

B) ISMSHIPIMSEIHEAREEEF T, EAIPIMSHISMSHIZRFTERE KA.
The ISMS and PIMS audits must never be done together, because the PIMS and ISMS system
requirements do not depend on each other.

C) ISMSEPIMSH—EDFH T RISEMRIF, EAISMSERT M ALIEAILSSXBETSE.
The ISMS is part of the PIMS and addresses information protection, since the ISMS looks at a
business risk approach to personal data.

(BEXRZ, ®T—R)
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A) IFHy, XFIRETELASF#H4T. 1SO/IEC 2770 BAESRSBURTFISO/IEC 2700 SAIEMIE . (32
Bk: B, 556%)
Correct. The two audits may be combined. ISO/IEC 27701 certification depends in part on
ISO/IEC 27001 certifications and audits. (Literature B, Chapter 6)

B) &R, XFWINERITAILAGFH#HT, BaILIEIR#H T, 1SO/IEC 2770 TAIERRS BURTFISO/IEC 270015
UERNERIT,
Incorrect. The two audits may be combined or done separately. ISO/IEC 27701 certification
depends in part on ISO/IEC 27001 certifications and audits.

Q) $HR. ISMSEE THRALRFFIBEIENEWRKNE, FHiEdISMSHaiEtERiRxX LG, ISMSH
TEBIRIEDAEUE.
Incorrect. The ISMS is meant to get an idea of the risks to all data in general in the
organization and mitigate those risks through the controls in the ISMS. The ISMS does not
specifically focus on personal data.
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RARFELIERFAEEEERS (PIMS) . (BREIERIPEA) (GDPR) EX"MAZIEAIL
BRI ASIEES RS RS 1"

HEKSISO/IEC 27701REZ [BIEHAXZRK?

An organization is implementing a privacy information management system (PIMS). The
GDPR requires that “personal data should be processed in a manner that ensures
appropriate security and confidentiality of the personal data [...]".

What is the relationship between this requirement and the ISO/IEC 27701 standard?

A) GDPREYFEEMFAHREMIRNERY 71SO/IEC 27701 HRERTESRAIPIMSHIERT,
The GDPR principles of integrity and confidentiality form the foundation of the PIMS that is
required for the ISO/IEC 27701 standard.

B) GDPREIGIE. AFFMZAFRNGETFPIMSIERZEEERSR (ISMS) .
The GDPR principles of lawfulness, fairness, and transparency contribute to the PIMS and the
information security management system (ISMS).

C) GDPREIERIBREIERBBHEHIE T AT s AR T PIMSHOSE.
The GDPR principle of purpose limitation prescribes exactly how the data that fall under the
PIMS may or may not be used.

D) GDPREGEHEIRAIENISEE TN ASUEIEL EERTTEPIMS AR EBRTIR.
The GDPR principle of storage limitation explains the length of time the personal data reside
in the PIMS before processing.

(BEXR5E, ET—RN)
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A) IEffa, BUEZESMRNVZPIMSHIERRM, WEEIS N AFIELSHARIGDPRIFNIFRA STEMFIRE
T, B, X—RUZEPIMSAUER, (OZEk: B, SB3EFIGDPR, 555155 K)
Correct. The data security principle is an essential condition for a PIMS and the GDPR
principles that determine what is appropriate security of personal data is called ‘integrity and
confidentiality’. Therefore, these principles are the foundation of the PIMS. (Literature: B,
Chapter 3 and GDPR, Art. 5.1.f)

B) &R, PIMSEIREBEIT '&IE. AFAIER", B"TEUMERME TRUEPIMSHIEL, Eit, FES
PIMSHIXRZ &K,
Incorrect. The PIMS may contribute to the ‘lawfulness, fairness and transparency’, but the
‘integrity and confidentiality’ principle is the foundation for the PIMS. Therefore, the latter is
the one which best relates to the PIMS.

C) $HIR. PIMSEIRERENT BRIRSE", EB"TEMAMREM RUZPIMSHEM. Eit, FESPIMSAIX
ESS ot
Incorrect. The PIMS may contribute to the ‘purpose limitation’, but the ‘integrity and
confidentiality’ principle is the foundation for the PIMS. Therefore, the latter is the one which
best relates to the PIMS.

D) $#iR. PIMSAJRERENT FHERS", B"7BMHAMREML RNZPIMSAIEAL. R, FESPIMSAX
REA,
Incorrect. The PIMS may contribute to the ‘storage limitation’, but the ‘integrity and
confidentiality’ principle is the foundation for the PIMS. Therefore, the latter is the one which
best relates to the PIMS.
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ISO/IEC 277014REFBE—FEE INMASISO/IEC 27002 mEEFFAIR NSRS,

ZETRESMSSEN?

The ISO/IEC 27701 standard contains a chapter dedicated to additional guidance that aligns
with the ISO/IEC 27002 standard.

What type of recommendations are not included in this chapter?

A)

B)

9]

D)

A)

B)

9]

D)

HIESERLE AR IR B SHITRFABER

Develop privacy policies separate from or combined with information security policies
HREDIIED ASHERIFTE R T TR

Ensure at least awareness training for all coworkers that handle or process personal data
iEWRICHTEEE, LURBIN ASUR SRR E

Label all data clearly to identify where personal data is stored or otherwise processed
IR BRI LA ERT B El Rt % BRI MR ER

Plan internal and external audits with a specific interval depending on the audit scope

HiR. HIERFABCRAVENZZETHI—ERD .

Incorrect. The recommendation on developing privacy policies is a part of this chapter.
iR, ZEDERTEOHTEEIRTEI,

Incorrect. The recommendation of ensuring at least some training is in this chapter.

IR, BRI A SRR RIZE TR —RD.

Incorrect. The recommendation to label all data clearly is part of this chapter.

IEffg, REISO/IEC 27701REFARE TS RGN, EZtnERTIESISO/IEC 2700170
ISO/IEC 27002f8—%, HPEEXEEKE. (X#Ek: B, $55)

Correct. Although the ISO/IEC 27701 standard does not specifically deal with compliance and
audits, the standard is developed to align with ISO/IEC 27001 and ISO/IEC 27002, which do
contain these categories. (Literature B, Chapter 5)
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MARFAMEEEERS (PIMS) HEEREENEHAES, ENTRETEMRAYES.

SRRt —EEEXAEEEE. TEZIHTERMER (ENHF) -

1. XIERIEHIFERE S1SO/IEC 27701 AIMTRARLMTRB
2. IRHERMEAEA (SoA)
3. BRI SR E

HARMEBRAVIERIFZEH4?

Applying privacy information management system (PIMS) controls to manage risk is not an
easy task, and it is recommended to go through all the stages.

The first stage is to design a set of controls to manage risks. The other stages are listed
below (in random order):

1. Compare controls to ISO/IEC 27701's Annex A or B
2. Produce the statement of applicability (SoA)
3. Effectively implement the controls

What is the correct order of the other stages?

A) 1. 2. 3
1,23
B) 1. 3. 2
1,32
C 2 1.3
2, 1,3

D) 2. 3.1
2,3, 1

(EBR7, FTF—R)
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A) EIR. ERBNIRFEZRT. 3. 2
Incorrect. The correct orderis 1, 3, 2.

B) IFHs. Rit—EiEHEER, WRSISO/IEC 27701H9FT SH1TRIRR, LARBRESFAX P REAZIE R
K, PARNSCIEESIENE, REEMmEISoA, (OZEk: B, $4E)
Correct. After a set of controls is designed, the controls must be compared to ISO/IEC 27701's
Annexes to ensure the required level of assurance against privacy risks. Then the controls
should be implemented and the SoA follows last. (Literature: B, Chapter 4)

C) $HiR. [ERRIFEZ1. 3. 2,
Incorrect. The correct orderis 1, 3, 2.

D) $HiR. EMIFZ1. 3. 2,
Incorrect. The correct order is 1, 3, 2.
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HRIEGDPR, BB—IUEEIALEEHIERE?

According to the GDPR, which activity is always a responsibility of the controller?

A) SERPUTEIRRIPRIIIT S (DPIA)

Being responsible for performing a data protection impact assessment (DPIA)
B) 5&ZeARIEALMRMAERTIN AR

Contracting a security company for the protection of personal data in transit
C) RAEFIIERKEZFRINALEE

Implementing a new method to collect personal data from the customers

D) REFAEEHRITRIEEIRICR

Maintaining records of the processing activities carried out by the processor

A) IEffs. DPIABEHIERER, FANIMDGLEUELIEE. (SCE: A, 58125, GDPREE355)
Correct. Responsibility for DPIAs falls to the controller and should not be outsourced to a data
processor. (Literature: A, Chapter 12; GDPR Article 35)
B) 3HiX. MREHLPEEN, NHLLEERE,
Incorrect. This could be the responsibility of the processor, if prior written authorization exists.
C) iR, WRBHRLPEEN, NHELEERE.
Incorrect. This could be the responsibility of the processor, if prior written authorization exists.
D) iR, XRULEEARNER. EHERFIREEH THLEEDIINCR.
Incorrect. This element is the responsibility of the processor. The controller maintains a record
of the processing activities they control.
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—RERBEBEREMF T ITFIME—RERIAE]. ZEIRI SR AEAERFTENRER.

EA—P4tRE, EIRASEEBEERMEIRFRY, —EAERETEE,

XRERZAISFADITEECHRE, ERtESE TRENKWIEER, HSHRATET TS
B,

AT AXFPER SR ETEERERAISRE?

A hospital outsources its printing of patient invoices to a printing company. The printing
company also prints invoices for other organizations.

Due to an error, names and addresses were mixed up when they were sorted at the printing
company, and a number of invoices were sent to the wrong patients.

The hospital had carefully analyzed their own processes. The hospital had a robust
verification process in place and has contractual agreements with the printing company.

Why will the hospital be held responsible by the supervisory authority?

A) EAERPERTIX—R
Because the contract determines this

B) EANEREEHE

Because the hospital is the controller
C) ENREREEREZE

Because the mix-up is between patients
D) EHIiEtE

Because the verification has gone wrong

(EBR7e, #FTF—NR)
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R, EREERSR, 2RABIEEHESZHIFTGDPRIUEREZREN
Incorrect. The hospital is accountable because, as the controller, it is subject to the
accountability principle, determined by the GDPR.

IEffs, GDPRFIE, "FEHIENGAE (WH1R: 'RE) ) "WMENEEYE. NeEHESEEETE
MEE, HEVHEEREHESRE, =HEN BN ERREB RS RIESEE SR ATB LTSGR
BE. (Xmt: A, 5125, GDPR, $5()F)

Correct. The GDPR states that “The controller shall be responsible [...], paragraph
1(‘accountability’)” for the lawfulness of processing. The controller will be held responsible and
accountable by the supervisory authority, whatever contract may be in place between
controller and processor. The controller should only use processors that provide sufficient
guarantees that they implement appropriate technical and organizational measures.
(Literature: A, Chapter 12; GDPR, article 5 (2))

HEiR, SEEHEHBETR—MEHEAAFCEE. MMIPEREHESEE.

Incorrect. It does not matter that the data subjects all belong to the same controller. Who is
the controller is relevant here.

IR, IRBIHERBIEHE. SETWIRBRRERESIE=RE.

Incorrect. There is nothing to indicate the verification went wrong. The supervisory authority
will always hold the controller responsible.
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SEHIEFMREE ST EN SRS RN, —ERNFRIERENIRS, HP—LLERERHGDPRA
&, HRALUAESEPLIE.

RIEGDPR, HAER MRS S EFEEEIEHENBEREN?

When a controller and a processor sign a contract for the processing of personal data, they
both have specific responsibilities. Some of these responsibilities are prescribed by the
GDPR and others can be arranged in the contract.

According to the GDPR, when does the processor always need written authorization by the
controller?

A) WMEESF—RNTEN, BHRATEEEEREREERRIFEYE

When the processor contracts a company to protect data during transfers
B) {MBRESHE=75EL, HZFE=ITLENALE

When the processor contracts a third party to process personal data
C) WIEERRFHTEEN LR

When the processor implements a new method to collect personal data
D) 4MBEXRAHTEMMRALGE

When the processor implements a new method to delete personal data

A) iR, ERTERLEERESENREN, EAGDPRAREHEN.,
Incorrect. This element is or might be at the determination of the processor according to the
contract, as it is not clearly defined by the GDPR.

B) IEffs, SNSRKREVSIEHIZNECEASERIPEREN, WABEBEMLEE, Ol A, $12
&, GDPRE528(2)%)
Correct. This engaging of another processor cannot be done without the prior specific or
general written authorization of the controller. (Literature: A, Chapter 12; GDPR Article 28(2))

C) iR, KIERATRERLEERIESRTREN, E/9GDPRARIBHEN.
Incorrect. This element is or might be at the determination of the processor according to the
contract, as it is not clearly defined by the GDPR.

D) iR, ZIENAIRERMIEERIESEAERN, EAGDPRAKIFHEEN.
Incorrect. This element is or might be at the determination of the processor according to the
contract, as it is not clearly defined by the GDPR.
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ICRAIEENRERGEENSS?

Who has the legal obligation to keep records of processing activities?

A) SFEEEE

The chief information officer
B) EfEREFAE

The chief privacy officer

C) EHEMAEE

The controller and processor

D) #iE{R#FE (DPO)
The data protection officer (DPO)

A) iR, BEEREENAREERANERERE,

Incorrect. The chief information officer has the overall responsibility for information
technology and information management.

B) {&iR. BRISFAEMNIHERNEREESSEIGDPREM L3k,

Incorrect. The chief privacy officer should create engagement for GDPR compliance within the
organization.

C) IEfa. EHIENEERTERFIEGNIEESRNCR. (Ot A, 55125, GDPRE30%K)
Correct. Both controller and processor are required to keep a record of all processing
activities. (Literature: A, Chapter 12; GDPR Article 30)

D) iR, REEXHFAIRESMDPOREBTR. SFiCMEENHABRFXLICRIFE, EBXBEET
TEEHE SR ERYEE NS TR,

Incorrect. Although in practice it is the DPO that creates inventories, holds a register of
processing activities and has been given the responsibility to maintain these records, this is
done under the legal obligation of the controller or processor.
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IRTERGMERFTX (EEA) RIRISRBREMERAARNNAZEE. IR RAH EFTRETE.

RIEGDPR, E=MIFERR T, BRFEEGEERIFE (DPO) .
TR, HFHAREIZARLREGHDPO?

A North American organization based in the EEA processes personal data of natural
persons. It processes ethnicity data on a large scale.

According to the GDPR, an organization is required to appoint a data protection officer
(DPO) in three specific cases.

In this case, for what reason is it mandatory for this organization to appoint a DPO?

A) IR THNEABINALGE

Foreigners' personal data are processed

B) NAHIERHBE=ELE

Personal data are processed by a third country

C) SMETDEEHARINALGE

Personal data of minorities are processed

D) SMETHFIRSRBIRINALE

Special categories of personal data are processed

(BEXRZ, ET—R)
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IR, XARGDPREMEN=ERFMZ—,

Incorrect. This is not one of the three basic conditions specified in the GDPR.

HiR. XARGDPRAEMEN=ERFMHZ—,

Incorrect. This is not one of the three basic conditions specified in the GDPR.

IR, XARGDPREMEN=EARFMZ—,

Incorrect. This is not one of the three basic conditions specified in the GDPR.

IEffg, IXRGDPRAMENIZRE —, EFEHEE MRS BN BIERIFE A B RS
TRRBIRVELE. GDPREBIFITHIREI THIRELAMETE. BIMANZGDBIZ: (1) LETERHEA
VIR KIITRY, BLARLEEREEITSRERRIRGN,  (2) B TFRENEIEEHITERMR S
AR, RENMEARFHERERTEREGEE, (Ol A, 58258, GDPREIFKMFE3T
%)

Correct. This is one of the cases specified in the GDPR, when the core activities of the
controller or the processor consist of processing on a large scale of special categories of data
pursuant to Article 9. Ethnic or racial data is specifically mentioned in Article 9 of the GDPR.
The other two conditions are: (1) processing is carried out by a public authority or body,
except for courts acting in their judicial capacity, (2) processing that requires regular and
systematic monitoring of data subjects on a large scale. These three basic conditions apply to
both controllers and processors. (Literature: A, Chapter 2; GDPR Article 9 and Article 37)
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REHRRIFE (DPO) BRSZT— M EXRAIZTERR.

ZEB IEM T — i MIEEE LRSI THRFIE. ZRERRE RSN T RFIRBILE
WSEFEIRBIER,

ESWESTENZE, BEORMEIRETESSHENGEIIER.
1ZDPORIZEAM?

A data protection officer (DPO) works for the Ministry of Transportation, which is a national
department.

A new project is announced to monitor people's driving behavior on the national highways.
The Ministry wants to use an intelligent video analysis system to single out cars and
automatically recognize license plates.

The state secretary is in a hurry to get the project started and worries that privacy issues
might cause unwelcome delays.

What should the DPO do?

A) EXESHESRETEERER, FEAXBAEHTDPORIREEHE
Ask the state secretary to contact the supervisory authority, because this is clearly outside the
DPQO'’s scope

B) MNREUEEMNER TIZEUELIE, NRESIMREFNBSREEIRRFZBTE (DPIA) ABFE
Assure the state secretary that a data protection impact assessment (DPIA) is unnecessary, if
data subjects are informed of the data processing

C) SHESM, AFHZATHIANUREZELIRITDPIA
Inform the state secretary that a DPIA is mandatory for the large-scale monitoring of a public
space

D) HUEESWENHERZMNE, EAAIE SRR R AR
Urge the state secretary to reconsider the project, because mass surveillance data processing
is prohibited

(BBR7, FT—R)
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A) iEiR. DPOMNIZABHBRIBEXILHITITIE.
Incorrect. A DPO should be sufficiently qualified to discuss this.

B) (&R, SHEUEEAASRIRALNITDPIARS E.
Incorrect. Informing data subjects will not exempt an organization from the responsibility to
do a DPIA.

C) IEfa. ZMEFENAHKEFITARNRS SR, XEWIHRITOPIAN=MERZ—. (308k:
A, 5%, GDPREE35(3)(0)5)
Correct. The project demands systematic monitoring of a publicly accessible area on a large
scale, and this is one of the three mandatory scenarios for performing a DPIA. (Literature: A,
Chapter 5; GDPR Article 35(3)(c))

D) #EiR. REAMMINFMERBIRSRIF, SARIEE. SWAEESHT.
Incorrect. Monitoring, surveillance and profiling are not prohibited, as long as people’s rights
and freedoms are sufficiently protected.
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HIERIFE (DPO) EHITEUESIIREIREEKRILIR,

i R EB—75BfDPORJ SRBRIREE XSS LAT KN ?

Data protection officers (DPOs) are bound by secrecy or confidentiality concerning the

performance of their tasks.

In

relation to which party is the DPO exempted from this secrecy or confidentiality to seek

advice?

A)

B)

9]

D)

A)

B)

9]

D)

NSIEE £

The board of directors of the company

SRR FARIP B R/NE

The data protection and privacy network members team
SEZEE (IS0)

The information security officer (ISO)

E

The supervisory authority

iR, JEGAAEWEDPOMEREESMRAEIN. DPONE TR AR,

Incorrect. Being easily accessible does not mean that the DPO should ask for advice of board
members. The DPO should fulfill an independent role.

HiR, FIEGAFAEIREDPORMAEKEWRRRFALRIF AR /NMERTEN,

Incorrect. Being easily accessible does not mean that the DPO should ask for advice of the
Data Protection and Privacy Network members' team.

iR, AJEGAHARIREDPOMAEKISORIEIN,

Incorrect. Being easily accessible does not mean that the DPO should ask for advice of the
ISO.

R, (RENSHTRIDPOSKENEBEEREIN. (STHk: A, $25; GDPREICHRFIS
39(1)(e)5%)

Correct. The obligation of secrecy and or confidentiality does not prohibit the DPO from
contacting and seeking advice from the supervisory authority. (Literature: A, Chapter 2; GDPR
Article 36 and Article 39(1)(e))
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HRRIPINIE (DPIA) B—MATRAEIRFRIPXIRIFR, TERRBIFTRESBRARISF)
MB R EEARMEAIXL.

S ADPIATT LA A E FEIZRIERXGETE TIEHA—HERD?

A data protection impact assessment (DPIA) is a tool to identify data protection risks,

especially the ones which are likely to highly affect the rights and freedoms of natural

persons.

Why can the DPIA be seen as part of an organization's wider risk management?

A)

B)

9]

A)

B)

9]

E9DPIARTHEZEHANNAEZENE, FRAEIEAXEIHMHEEXCERE

Because the DPIA assesses all security risks of the organization under review and replaces any
other risk assessment or risk management

K 79DPIAEI X AT AT SEMANFEMESITEXBG, ST X ETRBAE AV AR ER

Because the DPIA assesses risks by the likelihood and severity of the risk, similar to other well -
defined components of risk management

E79tRIEGDPR, B PIBEERIUAITDPIA, MR RS EIRRYEhEEER

Because the DPIA is mandatory for each project, according to the GDPR, which reduces all
other legal requirements for risk management

iR, DPIACKIEN ABUEFISSFALRIF XS

Incorrect. A DPIA only focuses on personal data protection and privacy risks.

IFff. XEDPIASKGEIRZERIEKR, (OLEk: A, $25; GDPRFS5I0K)

Correct. This is the link between DPIA and risk management. (Literature: A, Chapter 2; GDPR
Recital 90)

2, DPIAFIERELEN, MESASHOERGEENER,

Incorrect. A DPIA is not always required and it does not diminish needs for other risk
management.
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IRIEGDPR, HARMAKEEURIRIPBABITA (DPIA) FE—NRT5?

According to the GDPR, what should always be part of a data protection impact assessment
(DPIA)?

A) HIE—EIEERERBERIER, LBRRENEEEEIRRISF)

Develop a subject access request procedure to ensure compliance with data subjects’ rights

B) BEHAEAMEAI N ASIELARAIEAITHAERY

Identify the personal data that are processed and the intended purposes of the processing
C) BREIREEMSHITIHEAHEEBHER

Notify the data subjects that an assessment will take place and request their explicit consent
D) HIESHIAAIRIFHEERIFLIFEE, LI RETEIHEE

Set up an incident response plan and define appropriate safeguards to avoid data breaches

A) EIR. tRIEDPIARNEER, X2 —FHAJEERIENE.

Incorrect. This is a possible measure, based on the outcome of a DPIA.

B) IEffi, RDPIAENMXITRERMER EBERIAEIAETF., (@i A, 588, GDPR, 535(7)(a)5)
Correct. Every DPIA should start with a description of the intended processing and the
purposes of the processing. (Literature: A, Chapter 8; GDPR, Article 35(7)(a))

C) iR, HUTDPIARFEEILERA,

Incorrect. Consent is not required to do a DPIA.

D) $HiR, HRIEDPIANGER, X2 —FAJEERYEHE.

Incorrect. This is a possible measure, based on the outcome of a DPIA.
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RANFR—FFHm, BFRIRAAMENRT. SRR TH EMNBSEICRAFERATERE
(Al) SHEIIFTA.

REVMHTREIHATEEREE, EEEERTERERERIERNT10%RT,

HFIRRIFE (DPO) MFmAYIRRREN, SHESSFEMT N EIRRIPINTG
(DPIA) .

HARRBILHIL A TDPIARIRE?

An organization develops a new product to find underperforming employees. They search
their internet history and analyze work behavior using artificial intelligence (Al).

Although the software engineers do not fully understand the algorithm, management
decides to fire the bottom 10% employees.

The data protection officer (DPO) is concerned about the impact of this product and
informs the board that a data protection impact assessment (DPIA) is required.

What is not part of the reason why a DPIA is mandatory?

A) N AZHEAIERIB ML

The automation of the personal data processing
B) ZIhEIRE B E R MEIEENR
The evaluation that may affect the data subjects significantly

C) SLEBRFASEHIRIN AZGE

The processing of special categories of personal data

D) RFHEBERARIDATLE

The systematic evaluation of personal aspects of natural persons

(EBR7, FT—R)
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A) EIR. XE®AITDPIARIRE,
Incorrect. This is a reason for a DPIA being mandatory.

B) &R, XRLITDPIARIRE.
Incorrect. This is a reason for a DPIA being mandatory.

C) IEffs. ZRFEGUENALIRR, XELUEIRMIEIAEEIREEE. OOk A, 588%,; GDPREE35
%)
Correct. While the system will be collecting personal data, these data are not considered
special categories of data. (Literature: A, Chapter 8; GDPR Article 35)

D) iR, XZEXHAITDPIARIREEA.
Incorrect. This is a reason for a DPIA being mandatory.
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TARBFEIRRIPFAIFE (DPIA) BIF=H?

What is not an outcome of a data protection impact assessment (DPIA)?

A) THBIUERNENNZEEERRE

A log of access to confidential data, with an automated authorization check
B) #EREMIITUHAME TIFNEEANCR

A record of data subjects’ views on the intended processing operations
C) XITHAME TENR Stk

A systematic description of the intended processing operations

D) THERIEEEAMIAIFI S RIEMAIXIG

An assessment of risks to the rights and freedoms of data subjects

A) IEfi, XAZEDPIANFH, MEERREIP HFLHTH—INEN, (mk: A, F8EMFE3EF,;
GDPR%535%%)
Correct. This is not an outcome of a DPIA, but is an ongoing activity performed by information
security. (Literature: A, Chapter 8 and Chapter 3; GDPR Article 35)

B) &R, XEDPIA—/ EJEERTF H.
Incorrect. This is a possible outcome of the DPIA.

C) $HiR, XZEDPIA—AIBEAF- L.
Incorrect. This is a possible outcome of the DPIA.

D) &R, XZEDPIA—/ EJEERTF H.
Incorrect. This is a possible outcome of the DPIA.

EXIN #Ei{#£% Privacy & Data Protection Professional (PDPP.CH) 80

Privacy & Data

Protection

PROFESSIONAL




=%IN

29 /40
GDPRIFHiRA 7 EURRIFFIEITAL (DPIA) Z/REDEHIIRE.

HAFBEFDPIATEHIZEKAT?

The GDPR details what the output of a data protection impact assessment (DPIA) must
contain at a minimum.

What is not mandatory in a DPIA?

A) ERCETEREBRN
A description of the processing and its purposes
B) IHHAIE TFEX T BRIBEERIERRE
An assessment of the necessity and proportionality of the processing operations in relation to
the purposes
C) THEXSEEREEANFIFIE RIERHIXE
An assessment of the risks to the rights and freedoms of data subjects
D) IENIMATEIY

The advice of the supervisory authority

A) $EiR. XETDPIAREHIMEERK,
Incorrect. This is a mandatory part of the DPIA.

B) 3HiX. X/BTDPIARTERIMEEK.
Incorrect. This is a mandatory part of the DPIA.

C) $HiR., XETDPIAREHIMEK.,
Incorrect. This is a mandatory part of the DPIA.

D) IEffs. MEEBTIIESEHIFSZEFIERR, EDPIAREXRENNAERIRES. (CLEk: A, 55
&, GDPRE35(7)&H5E36(1)5K)
Correct. It is not always mandatory to consult with the supervisory authority, and it is not
mandatory to include a log of the advice in the DPIA. (Literature: A, Chapter 5; GDPR Article
35(7) and Article 36(1))

EXIN #Ei{#£% Privacy & Data Protection Professional (PDPP.CH) 81

Privacy & Data

Protection

PROFESSIONAL




=%IN

30/40
—IEERIPSIIITL (DPIA) 3RE3, FREARUAME TIREGS N BIKERE HFREA B AORT O RHI MAE
PEEE.

tRIEGDPR, HARRIGHAINIXT?

A data protection impact assessment (DPIA) shows that the intended processing involves

collecting more data on individual customers than is necessary to achieve the intended

purpose.

According to the GDPR, what is the most appropriate response?

A)

B)

9]

D)

A)

B)

9]

D)

RRGEIREER

Anonymize the data as soon as possible

HELH ) IFIEREE SR

Introduce a training and awareness program
PREIEHRFAEIIRTIK

Limit the period of time for which the data is stored
R OETREEE

Reduce the amount of data collected

HiR, XE—TREXEAYEE, EESEMMERDEREE.

Incorrect. This is a mitigating risk measure, but the unnecessary data are not allowed to be
processed in the first place.

HiR, XE—MERXGAER, EBESERMMMERDERETE.

Incorrect. This is a mitigating risk measure, but the unnecessary data are not allowed to be
processed in the first place.

iR, XR—MIBEEKGHENRE, EETEREAETBENEIE.

Incorrect. This is a mitigating risk measure, but the unnecessary data are not allowed to be
processed in the first place

IEff, XL T EBURS/IMUEN, FRETIIEUEEMERNXEE, (OZ8k: A, 588%,; GDPRE5(1)
%)

Correct. This implements the principle of data minimization and reduces the risks for the data
subjects. (Literature: A, Chapter 8; GDPR 5(1))
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EFHRERARIPRIITE (DPIA) Za1, S&EFHRMHA?

What is best done first, before starting a data protection impact assessment (DPIA)?

A) HEENISEIRBIXBEAIENE

Determining measures to address the identified risks
B) MEREHBEHITDPIA

Determining whether there is a need for a DPIA

C) IRBIRIEHE AR S RIERAIXBE
Identifying the risks to the rights and freedoms of data subjects

A) iR, XEDPIAN—, HERERESHEMDPIAZEA#HT.
Incorrect. This is part of a DPIA and done after determining the need for one.

B) IEffi, BAREMEIEEREEXRNUTOPIASBAREEHIIT— I DPIARER, (OEk: A, $55;
GDPREE35(7)£%)
Correct. The organization needs to determine whether the law requires a DPIA or if the needs
of the organization demand one. (Literature: A, Chapter 5; GDPR Article 35(7))

C) iHiR. XEDPIARN—HD, EHEREHREMDPIAZEAHT,
Incorrect. This is part of a DPIA and done after determining the need for one.
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RATHT T — M EIRRIPFAEEM (DPIA)

At AR AR ERSEMDPIAG A?

A company performs a data protection impact assessment (DPIA).

Why is data mapping useful for a DPIA?

A)

B)

9]

A)

B)

9]

EEMTIHERERFATTERBRXGE.

It assesses all organizational risks to privacy.

ERTIRE— M XIERPRIT AZIEIIRLS.

It helps to gain an overview of the personal data in use.

ERETERAEREXT.

It helps to inform all relevant parties.

HiR, RHIEIEEF AT,

Incorrect. Data mapping does not assess risks.

=%IN

IEH. ‘RtIETREE A LURBIERRRIEE. SHEEREE TR IUHMERIEENX.  (ST8k:

A, F7E)

Correct. Data mapping identifies data in use. Mapped data flows help to identify potential

risks that must be assessed. (Literature: A, Chapter 7)
Hix., SEEUEREARTFENSS.

Incorrect. Data mapping is not used to inform parties.
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RAFBE T —BRMAER. RERRERHOHRGEENIN. XTI R— M EIRNIEER
IR TR T —IEERIFIEITHE (DPIA)

DPIAS—NERRSRAERBEHERGHAEEL, MAERKGEESS.,
I REMREI—7?

A privacy expert is hired by an organization. They wish to outsource part of their data
processing activities. The expert performs a data protection impact assessment (DPIA) on
the processing that involves a data processor.

One of the main steps of a DPIA requires the controller to provide all the input and does
not require the processor to be involved.

Which step is that?

A) THECIEREERIERRIE

Assessment of the necessity and proportionality of the processing
B) ITAAERIEUEEAMIAIFI S BRIERAIXBG

Assessment of the risks to the rights and freedoms of data subjects

C) EMXICAIENE, SIERIEE

Mitigating measures to address the risks, including safeguards

D) RHmATHARISLET (F

Systematic descriptions of the intended processing operations

A) IFfa, XEEHERIRE, MERGIEE, (O A, $5125)
Correct. This is the responsibility of the controller and does not involve the processor.
(Literature: A, Chapter 12)

B) iR, FELEERFREXEBEENEAIEN.

Incorrect. Input is needed from the processor on potential risks.
0) #HiR, FEMEENRNNERETERIRN,

Incorrect. Input is needed on the mitigating measures taken by the processor.
D) iR, NTHITEMEA, FELEELRFRIIEN.

Incorrect. To make a full description, input from the processor is needed.
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—RALNFHRUSEE, EFLRERTRSTIFEE.

EREQREFE—TUAE, SRR ERE, FESoHElE T BILIRSSERZA, 3
JIEENT TR TR BES AR,

P ATER B Z RIS T— N ERRIPRI S (DPIA) ?

A large company is struggling financially. The board wants employees to work more
efficiently.

The board starts an experiment in which the internet activities of the employees are
monitored. The data are analyzed to see where more efficiency can be achieved. People
categorized as /inefficient might be dismissed.

Why must a data protection impact assessment (DPIA) be done before using the new
procedure?

A) EARRBSBEAERT. A, LETIEEEAMEN.

Because a large company has many employees. Therefore, the processing will be large scale.
B) FENIXE—RiI. ARSI RIS B ERRERITDPIA,

Because it is an experiment. A DPIA is required for new and experimental processing activities.
C) EAXZRRREFMAILE, BREXRETESESEEINRT,

Because it is systematic processing. The decisions might significantly affect the employees.

A) EIR, AEARESTERN, BEASHARHENE. MABR AR RENR— M IENE,
BE, ZATFRT AL,
Incorrect. The large scale may be of influence but is not a criterion by its own. Large scale
monitoring in a public space would be a criterion. However, the company is not a public
space.

B) ({HIR. XEMEELMHIEEEMANENTTK.
Incorrect. It is irrelevant whether it concerns an experiment or an ordinary processing activity.

C) IEfA. IXHEMAIHITOPIAN=MIERZ—, (38k: A, 355, GDPRE35(3)(b)5)
Correct. This is defined as one of the three cases in which a DPIA is mandatory. (Literature: A,
Chapter 5; GDPR Article 35(3)(b))
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RAQHHETRHESTIZ L TENIRR,

LB EIERIFFEITAE (DPIA) ROB—EBo FEAFRIER?
An organization plans to make automated decisions on its clients, based on profiling.
Which part of the data protection impact assessment (DPIA) needs extra attention?

A) EXJIANREFEFHAITDPIARTRRAYIT L

The assessment of the need to perform a DPIA in relation to this processing activity
B) SELIERIRIFEUE EAMIFIRTIEE

The measures to protect the rights of the data subject that will be implemented

C) RIPPABIRERZEIREENE RSN

The measures to secure the personal data from being requested by data subjects

D) HIREAERMFEEUER, AREIRERIER

The procedures for data erasure after a data subject asks for their data to be removed

A) iR, TREHRR (BEFHIEDHT) LIRSS EFENTDPIA,
Incorrect. For processing activities involving automated decision making, including profiling, a
DPIA is always required.

B) IFffi. BHalRFERONIGFEERFIER. NASEANTERENG, ERERETLAEIIAARTR.

(Z#Ek: A, 555%; GDPREE35%)

Correct. The risks automated decision-making bring with them need special attention. How to
mitigate the risk should be carefully described. A mitigation could be to allow human
intervention. (Literature: A, Chapter 5; GDPR Article 35)

C) EiR. SNMSHEFERIFERZE, BANEEEEAREERIN.
Incorrect. Data need to be secured in general, but data subjects have the right of access.

D) iR, XZEDPIAKN—&R7, BMRIRENRER, ERENEE M RMAFRIBKIERT,
Incorrect. This is part of a DPIA, but it is not most appropriate for specific attention if
automated decisions are made.
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GDPRHlE, BLXKERIEN ASIEREE. B, ERERBIAIEEAN AR HERIS.

tRIEGDPR, B—IARBF N ALIEMERE?

The GDPR states that organizations must seek ways to prevent personal data breaches.

Therefore, it is important to quickly recognize incidents that can be classified as personal

data breaches.

According to the GDPR, which incident is not a personal data breach?

A)

B)

9]

D)

A)

B)

9]

D)

BEBURIREETRENERE, BREFEAMXEIIL,

A patient is expecting a package containing medical equipment, but it is delivered to the
wrong address.

R EEZET TP —RERIGE T —EREEEMELRE.

An employee working at a mental health clinic has misplaced a set of patient files that cannot
be retraced.

IR CERXRESREEINEIA T N ASIE,

The accidental destruction of personal data by a fire or an earthquake in a data warehouse.
REFIREE T AE— MR REERE RN EV S EUE.

The unauthorized disclosure of a company’s confidential financial data regarding an intended
acquisition.

EiR. XBTHREREHIN ASERR N ASIEHESL.

Incorrect. This is a personal data breach involving special category personal data.

HiR, HINALIE (TEREHFREIINNALEE) EINEREBBR AN ASIEHE,
Incorrect. The accidental loss of any personal data, and especially special category personal
data, is also considered a personal data breach.

iR, BEEHNERTEAKRESATTRERR, EOUSEIA N ASIEHESH,
Incorrect. Even if the incident is caused by a natural disaster or force majeure, this must be
considered a personal data breach.

I, XBTEHIRMESN, BRI ABIRERKA., MUABT ASIERESR. (.
A, 53%; GDPRZ4(12)%K)

Correct. This is a data breach, but no personal data are compromised. It is not a personal data
breach. (Literature: A, Chapter 3; GDPR Article 4(12))
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T ABR FREARETE IR ASIEMES?

In which situation is it required to report a personal data breach to the supervisory
authority?
A) BRESHRERT2NSATERR
If the organization cannot resolve the incident within a timeframe of 72 hours after it has
occurred
B) EXIBEAARAAE Bk EREMYETER T
In any situation where there is a security threat to the rights and freedom of natural persons
C) REE72N\HABSEEEHAN N AEEHETN
Only if the incident is recognized as a personal data breach within a timeframe of 72 hours
D) MAZUEMEERTELS B AR ARIFIFN B B X GRS
When a personal data breach is likely to result in a risk to the rights and freedom of natural
persons
A) iR, BRSEHNEEREXEAFAEE.
Incorrect. The timeframe in which the incident is resolved is unimportant.
B) iR, (NNEMEREE. (IERENASIEMESHE RS BAAIRAIFIE BHHRX LB
SNE,
Incorrect. A threat is not enough. A notification is only mandatory when a personal data
breach occurred, that is likely to result in a risk to the rights and freedoms of natural persons.
C) iR, FNEERETRITEET2NWIRBILER, GDPRIE, W/ NMELHIEE, BAEATH
BRT, EREENET72NER RE N ALEHES,
Incorrect. The incident management process may be unable to identify the incident within 72
hours. The GDPR states that personal data breaches must be reported "without undue delay
and where feasible not later than 72 hours after having become aware of it".
D) IEffs, XTERNMALIRNEN, ETELERARINAIIEHETRNGE, WemErlaEiiry. (X

#h: A, 5514%,; GDPRE33(1)%%)

Correct. Notification to the supervisory authority is mandatory for incidents involving personal
data, that are likely to result in a risk to the rights and freedoms of natural persons. (Literature:
A, Chapter 14; GDPR Article 33(1))
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ABHR (HR) MEEEXRT—IMEER, HPEE3S5BRINPARGE. ZEFERERIIZAR
. ANBREPEHXEN NERFEESDIRET.

HRIEGDPR, RELSX— M ALIEMESN LIRS RETIG?

The head of the Human Resources (HR) department has lost a memory stick containing the
personal information of 35 employees. The memory stick is protected by strong encryption.
The HR department also has this personal information stored in a backup device.

According to the GDPR, is it mandatory to report this personal data breach to the
supervisory authority?

A) B, BAERESHEHOM CRARENA,

Yes, because all security incidents must be reported to the supervisory authority.
B) B BEIiRESRETWIETLILEENRT,

Yes, because reporting it enables the supervisory authority to inform the employees.
0 &, ENREHIEHEATESLTINEEF .

No, because it is not a legitimate interest of the company to report data breaches.
D) &, BN M ALIEEEHASXIEIEEARGIRFNERXE.

No, because this personal data breach creates no risk to the data subjects’ rights.

(EBHR7, #FTF—R)
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A) EIR, MEIEEMRFNERENEAI N ASIEHESHEA M ER. RE HRETE N ASEHESHAE
BERIEERI—MIFE, (BXFAZEHIERT,
Incorrect. Only personal data breaches that result in a high risk to the rights of data subject
must be reported. Although it can be good practice to report all personal data breaches to
avoid breaking the law, this is not mandatory.

B) 3HiR. HIREMFRINAIRBATRK, FUTHEAMbAI)., BANEIEEAHFIER R ETIMRNES.
Incorrect. The data subjects’ rights are not at risk, so they do not need to be informed. It is not
the supervisory authority's task to inform the data subjects.

0) HiR. NENEENEEHTHIEREEEN. E5 T ASUEMELRAME HRFX,

Incorrect. The legitimate interest of the company is a legal ground for processing. It does not
relate to personal data breaches and how these must be reported.

D) IEffs. SERINEMEMHBIUMRENAZURRTEZEEAT RS, FEit, ZEiEHESS AN RER B AARY
RAMBEERTRXE. il CRzEIETESSSEETHIERFIMER. (8 A, F145;
GDPRZE33(1)5%)

Correct. The strong encryption and backup are enough to guarantee the confidentiality and
availability of the personal data. Therefore, this data breach is unlikely to result in a risk to the
rights and freedoms of natural persons. It is not mandatory to report this data breach to the
supervisory authority. (Literature: A, Chapter 14; GDPR Article 33(1))
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HRHIEGDPR, TEHAIRR TR AR ES SR SEZ R NRIEEER?

According to the GDPR, in which situation must a personal data breach be reported to the
data subjects affected?

A) NABGEHEE AT BELR AR EARAIFIF] B RS XBG AT
When a personal data breach is likely to result in a high risk to the rights and freedoms of the
data subject
B) HENEHIERERAIEAIE—ERKIER
When the supervisory authority has determined that consent was the only legal ground for
processing
C) H—NLEHHIET22NTAWFI N ANEHRHEE AT
When there is a security incident that is labelled as a personal data breach within 72 hours
D) MAHEZRIREEHE MW ETRICEFINRE =AY
When personal data is compromised by external factors such as hackers or other cyber
criminals

A) IEffa. RN AHEHELIIEEAAINFIFBE RS REXM, NEMEIEER. Ot A, %14
&, GDPRE34(1)%)
Correct. Data subjects should be informed if the personal data breach poses a high risk to
their rights and freedoms. (Literature: A, Chapter 14; GDPR Article 34(1))

B) &R, REMKREXIRA N ASIEHESH A LR SEEUEER.
Incorrect. Only personal data breaches that pose a high risk must also be reported to the data
subjects.

C) iR, 72N\HERMEN ALIEHESSIRSAEETIMERR. FIFME AR HESSEL/R
IRELREIREN.
Incorrect. The 72 hours are the timeframe within which the personal data breach should be
reported to the supervisory authority. Not all personal data breaches must be reported to the
data subjects.

D) &R, BHISEANRT N ALIEHENKERE.

Incorrect. Notification does not depend on the underlying cause of the personal data breach.
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EFHIBNASRESLEPEN THES. WAARE/ LR, SN RECH T,

TEMBRIRNER, EERIRWEFIRFILE, IS RERIRE LS ABLREER I FEHUR ERIRE.,

HAh BRI ERERE—1?

In the best practice incident response process the phases prepare, respond and follow-up

are defined. For each phase, documentation is essential.

In the respond phase, it is important to gather and preserve evidence to show why an

incident happened and why the organization was not able to prevent the incident.

What must be gathered and preserved?

A)

B)

9]

D)

A)

B)

9]

D)

EIHESIT

Audit control plans

FURRIPFIITHS (DPIAs)

Data protection impact assessments (DPIAs)
BEIRMLIBIE RATIESR

Evidence to provide a clear picture
RERETTH

System recovery plans

iR, BT AR SR SO RE i,

Incorrect. An audit control plan is not documented in the incident response process.

$HiR. DPIAREESHUIBLLE iz,

Incorrect. A DPIA is not documented in the incident response process.

IEff, ARBANEHNNIIRES, NMIEHRFIEE, LIEE TRmRENE BRI ALRREEN LS
RENRRE, (Ot A, $145)

Correct. Throughout the incident response process, evidence should be gathered and
preserved to provide a clear picture of what happened and why the organization was unable
to prevent the incident. (Literature: A, Chapter 14)

2, ROWRSHHI R EESINRLIRE RS,

Incorrect. A system recovery plan is not documented in the incident response process.
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WTREAFEFRNIERSR, HEEERA.

=% E 3 [0 =3
1 B 21 c
2 c 22 D
3 B 23 c
4 A 24 D
5 D 25 B
6 A 26 B
7 Cc 27 Cc
8 B 28 A
9 D 29 D
10 D 30 D
11 Cc 31 B
12 c 32 B
13 B 33 A
14 A 34 c
15 A 35 B
16 D 36 D
17 B 37 D
18 A 38 D
19 B 39 A
20 B 40 Cc

=%IN

EXIN
Privacy & Data

Protection

PROFESSIONAL

#Ei{#£% Privacy & Data Protection Professional (PDPP.CH)

94



=%IN

EXIN
Privacy & Data

Protection
PROFESSIONAL

#Ei{#£% Privacy & Data Protection Professional (PDPP.CH)

95



b

D

D

Driving Professional Growth

BX= EXIN

www.exinchina.cn

info.china@exin.com

WeChat ID: EXINCH


https://www.exin.com/

	考试说明
	考试样卷
	答案解析
	试题评分

