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FHERIFNFIX YR, TRYIMERER (FHEK) MREIER (FLE).
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1. BIRRIPHBER 10%
1.1 BRAREIREIPFIRRFABCRAIBRY 5%
1.2 B IEOARIEUERP 5%

2. [BRSEEEERES (PIMS) 32.5%
2.1 [BFAEEEER % (PIMS) Ehl 12.5%
2.2 BFNMEEETER S (PIMS) RYz4k 10%
23 [EFAMEEEEZR S (PIMS) RUXEE 10%

3. i=8lE, AIBEEEUEFRIPE (DPO) HAE 17.5%
3.1 EHIEf A IEEAE 10%
3.2 DPO HfatafNER= 7.5%

4. BHEFRIPEMiIE: (DPIA) 27.5%
4.1 RFEIPEImIFEE (DPIA) BUtRE 15%
4.2 BEFEIPE IS (DPIA) B9SE 12.5%

5. $iEiEE, EEFSEAIRA 12.5%
5.1 GDPR BEXNMAZUEHES mAYEK 2.5%
5.2 XHEFIRIEK 10%
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111 IRBR RS T EHIRRIF ATRAIBERIE.
1.1.2  HBABERAIAE.

ETFRITFIBGARTEEERP

Z4EReS. .

1.2.1  GRBAET IR IR SIRRIFRI.

1.2.2 AR IRIAIBAREIERIPAICIUR.
1.23  BAAETIRIFIBARIBSRARIER RN A SE,

IBRMESEEERES (PIMS)

2.1

2.2

2.3

%@%@%‘ﬁ%zﬁ (PIMS) Em
Be"%...
2.1.1  fEFEISO/IEC 27701 tnEFRERINARAE (ASBEFI/MERRE,. HX7A).
2.1.2  %lZESCHE PIMS A4S R A,
213 TBXHARERMREE (SoA),
2.1.4 ¥BA PIMS SaST4B91ER,
2.1.5 xBA PIMS S ETEEEHERIERA.
BRAMEEEERS (PIMS) Azt
2.2.1 ¥iBA PIMS Sy EitH EiE,
2.2.2 RBBAIRIEEXS AN ISR EKTE PIMS EMAREX,
2.2.3 BA PIMS FOEE T/ ES BIUESE & FAB KA R ERD EHL.
2.2.4 AR PIMS aN{aIB B LRI S fbiste.
EEEE%\%E%@}E (PIMS) BYKEX
BeW%...
231 HEARFAMEEEERS (PIMS) 5EELZEEEERS (ISMS) ZEIXE!,
2.3.2 REASHER LA THIEIRARIPRNS ISO/IEC 27701 tREZIBIFREER.
2.3.3  {BA ISO/IEC 27002 #xAXFF5LiE PIMS HIE R,
2.3.4 iRBRUMAINIAE PIMS RIS HIFEHE.

EhlE, LEENSEERIFE (DPO) A

3.1

3.2

BHENNEENAE

311 1T{EEHIERVERE.

3.1.2  1T{EAMIBEERVERES.

3.1.3 IRBATERFEEN MEHEIETNIEE ZERKE.
DPO BB &FERE

3.2.1 #RYE GDPR BB {EE{Eas— DPO R3&HIMEAY.
3.2.2 iE DPO RYAEE.

3.2.3 {88 DPO 5MENMIEER,
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FEDRETEENAFAIRIENES

IHIBRRFIRNEFFERESNER, FRY
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DIRT AR, FFEREEAFIRAA,

£374 X

appropriate technical and organizational ESRATB RIS
measures

audit Chas

authenticity Bt

availability ol At

awareness =R

bring your own device (BYOD)

BifigE (BYOD)

certification (bodies)

WAIE (H149)

e child's consent
e conditions for consent
o explicit consent

cloud computing =itE
codes of conduct TN
collecting personal data EAN AEE
commission reports ZRERE
complaint i
compliance =5
consent Eil=3

o JLENEIR
o RSHIFM
o FHEE

consistency mechanism —HUEANH

controller =HE

cross-border processing IR

data accuracy R

data breach AR R

data classification system HIRDERER

data lifecycle management (DLM) HIREmEHIETE (DLM)
data mapping SRR

data portability FEeTIE

data protection AR

data protection authority (DPA)

$ECRIFE (DPA)

data protection by default / privacy by
default

FRABIEHRCRIF/ZOARIESFA

data protection by design / privacy by
design

ETRIHRIEIRRF/FRFATIR

data protection impact assessment (DPIA)

HURARIPEIE S (DPIA)

data protection officer (DPO)

GERIFE (DPO)

data protection policy HARRIPECR

data protection program HHRRIFTTR

data protection provisions EHRRIP SRR

data subject HAREMR

data subject access (facilities) FUEEMARER (7E)
data transfer HUEER
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declaration of consent

Gl

delegated acts and implementing acts
e committee procedure

BRIERSTIER

o« EREER

documentation obligation FEMS
EU types of legal act RREREMIREY
European Data Protection Board RRNETRRIFER S

European Data Protection Supervisor
(EDPS)

RUNEWEIRIPES (EDPS)

European Economic Area (EEA)

RRIMELFX (EEA)

European Union legal acts on data
protection

RRERERMRIFIASE

General Data Protection Regulation (GDPR)

BREIERIFSA] (GDPR)

governing body

B

group of undertakings IR
incident response E o)
independent supervisory authorities TR EH I
e activity reports o EIRE
e competence o B
o establishment o IRV
e powers e B
o tasks . X5
Information Security Management System | (SELE£EBEZRS (ISMS)
(ISMS)
information society service EEHERS
international organization EPrER
internet of things (loT) EXK (1oT)
joint controllers N A ]
judicial remedy ELERT
lawfulness of processing RS EM

legitimate basis (GDPR Recital 40)

EiEER (GDPR 55 40 &£758R)

legitimate ground (GDPR Article 17(1c),
Article 18(1d), Article 21(1))

&%=l (GDPRE 17 (1c) %, 518

(1d) &, %21 (1) %K)

legitimate interest

BiEEE

liability =ME

main establishment EEH
material scope EREE
non-repudiation eI R
opinion of the board EE UL
personal data TAZHE
personal data breach MAZEER

personal data relating to criminal
convictions and offences

BRASEETFFICTENNALE

policy (rules)

R (F)

EXIN
Privacy & Data
Protection
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principles relation to processing of
personal data (GDPR Article 5)

SEEBNANEFERIBRIEN (GDPR S 5 5%)

e accountability e HAR
e accuracy o EM
 confidentiality o RE
o data minimization o HIEH/IME
o fairness o
e integrity o EE
o lawfulness s BiE
e purpose limitation o BAIBRH!
« storage limitation o TFREBRF!
e transparency o &R
prior consultation SR
privacy FSFA
privacy analysis FFAS T
privacy information management system FRFAMEEEERSR (PIMS)
(PIMS)
privacy officer ISFAE
processing (of personal data) (MAZE) AR
processing agreement PSS PV
processing situations PSEN}
o data protection rules of churches o  HESHRBUNSAIEERRIFAN
and religious associations
e employment -

e forarchiving purposes in the public
interest

o for scientific or historical research
purposes

o for statistical purposes

e freedom of expression and
information

e National Identification Number

o  HFAHAZE TRYFEERT
o HTREHHEHARNERN

o WHTHEITERY
o SiESEREH

 SHIES

o obligations of secrecy o RENS
e public access to official documents s EBARXHHNAHER
processor WIEE
profiling FEDHT
proportionality, the principle of HEFRMER N
pseudonymization [E=10d
quality cycle REREEE
recipient BEE
relevant and reasoned objection BEXISENRY
repealed S
representative &R
restriction of processing A TERPR
retention period 84

by v TANIEE%45R5 EXIN Privacy & Data Protection Professional (PDPP.CH)

12



=%IN

rights of the data subject

‘right to be forgotten’
automated individual decision-
making

EHREEREIF
o HIETTHINAL
o BaEAIMERRSR

« data portability o HETIHEEM
e information and access o HHEEH
e modalities e AR
 notification obligation o IBHINS
e rectification and erasure o [BIEFOMIBR
e restriction of processing o SQMIEIRHI
e right to compensation o IBEN
 right to objection o XX
e transparency o &R

risk management X EE

rules of procedure TERRL

security breach ZEiRmE

security incident TEEH

service provider ARSSHRMALRES

seven principles for privacy by design

ET IR AEFATIR CHURNY

Social [medial, Mobile [technology],
[advanced] Analytics, Cloud, and
[Internet of] Things (SMACT)

132 [BYR). Bah (K] [BR] 2.

=. ¥ [BxK] (SMACT)

special categories of personal data

AA?&GEEI’J#—J% 5l

e biometric data VSR
« data concerning health o BXERNEUE
e genetic data o EEHUE
« political opinions o BLAMR
e racial or ethnic origin o FhikELRIRECIR
« religious or philosophical beliefs o REEEZFEID
o sex life or sexual orientation o MAETEEMEA
e trade union membership T&ER
subsidiarity, the principle of Eﬁﬁb MR
supervisory authority IEA
supervisory authority concerned BXEET
suspension of proceedings QIRE (S
territorial scope HESEE
third party £=5
threat I2437))
transfer of personal data to third countries | [B5=EFEFRALRER N ASTE
and to international organizations
o adequacy decision s RHMRE
o appropriate safequards o EHAYRERSTE
» binding corporate rules (BCR) o ZURMBIVEIN (BCR)
o derogations o TUIRk
o disclosures o IKEE
e international protection of personal o PNAZHEREFRMRIF
data
unified communications and collaboration | Z&—&E5tHE (UCC)
(UCQ)
vulnerability iR

by v TANIEE%45R5 EXIN Privacy & Data Protection Professional (PDPP.CH)

13



=%IN

4. 38k

Fisl XikEits
UTMEEa T SR EREEOIA,

A.

[2%] IT Governance fgfA/NE & XIEH F
EX 2B FAEUERIF-GDPR &1Lk
BREAZHIRTBRAT (BhR, 2021)
ISBN: 9787302594796 (EDRIR)

Alan Shipman & Steve Watkins

ISO/IEC 27701:2019: An introduction to privacy information management
IT Governance Publishing (2020)

ISBN: 9781787781993 (ENfmlhR)

ISBN: 9781787782013 (FEB¥FH)

ali%E

C.

&it

European Commission
General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679)
Regulation of the European Parliament and the Council of the European Union.

mEER, 20165FF4H6H

Article 29 Data Protection Working Party
Guidelines on Data Protection Officers ('DPOs’), wp 243rev.01, 2017548 5H

Article 29 Data Protection Working Party

Guidelines on Data Protection Impact Assessment (DPIA) and determining
whether processing is “likely to result in a high risk” for the purposes of
Regulation 2016/679, wp248, 201748 4H

A. Cavoukian

Privacy by Design - The 7 Foundational Principles

Information & Privacy Commissioner, & XAI&E, INEX
https://www.ipc.on.ca/wp-content/uploads/Resources/7foundationalprinciples.pdf

. ISO/IEC 27701:2019 (EN)

Security Techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for Privacy
Information Management — Requirements and Guidelines

¥yt ISO/IEC (2019)

https://www.iso.org/home.html

AEEMHERSENREFIER.

ATFENNBPERDRH THEX (BREIERIFEGI) (GDPR) BIATIR, HELL (BREIERIFE
BI) IR (3ZRk C) RFINEZRIFINSE, FENEEMIHEIT GDPR FI51A.

EXIN
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3 E 2 hIERE
it =R e ¥HE&EET GDPRYMETS ISO/IEC 27701 ¥
MED
1. BUBIFRIPEER
1.1 é%éﬂmiﬁﬁ{%ﬁm PRFABIRRYE A,%% 18, | B5lF 5[k
> 16 &
1.2 EF R NEARIEERRP A FES58 |F25% B Zp% 8.4 1.
#6.11.2.1 2K,
#6.11.2.5 2%,
HET42ER
2. EEHALRLIEERIP (PIMS)
2.1 BRAMEEEERSAE (PIMS) E | B, £1=. | F5/F 27
it FE2E,
FIH,
FA4E
22 [BFMESEEIERS (PIMS) 9 | B, 2E. | 5/ 27
ik $F3IE,
FAE,
E5E
23EFNMEEEERS (PIMS) 9 | B, 3&E. | FFF 27
KEX FAE,
FE5E,
FOE
3. i=lE, AIBEEEFIPE (DPO) HAE
3.1 =HIEF M EE R R E A FB12E |FUXK 521,
5526 %, £6.3.1.1 28,
5527 4. £6.12.1.2 28,
5528 . £ 6.15.1.1 2%,
5294 5 7.2.6 .
727K,
25 8.2.1 %,
25 8.2.4 K.
£ 8.2.5 5K,
% 8.5.4 5K,
55 8.5.6 =K.
£ 8.5.7 =K.
£ 8.5.8 5%
3.2 DPO RIFEBFNERSS A F2E [FH37TL£. % 6.3.1.15.
5538 £, 564225,
55394 % 6.10.2.4 2%
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4. HiRFEIPSZMITEE (DPIA)
4.1 FIRFEIPEIFG (DPIA) B9 | A, $B5&E. |$E3B XK ;522
T FOE, 725,
FTE, 821K
$£8E
4.2 IR G (DPIA) B9 | A, 55, | B/ 5 5.2.2 5.
T BTE, 27252
$58HE #8.2.1%
5. $iEiHEE, @SR
51GDPREBXNMAUBHESEH | A, B3E % 4(12)%. % 6.13.1.1 7K.
3R ;14 55334, %6.13.1.52
F34%
5.2 XEFIRIERK A F14EF |FE3I3%. #6.13.1.1 2%,
5345 #6.13.1.52
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