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(protection) audit
authenticity B OEPE
availability ] M
awareness Bk
benchmark RN Fv—7
binding R
binding corporate rules 4 EVERI (BCR)
biometric data ARGRRET — &
Bring Your Own Device (BYOD) 8 NT XA 2 DFE;HIA L (BYOD)
certification o
certification bodies FRATHR RS
child’ s consent D[RR
cloud computing 7T Rarva—sr40
codes of conduct 1TEhHLED
collection of personal data (verb.) AT —2 ZINET D (EF)
commission reports PRINZE B e &
complaint EXi
compliance AL TITAT A
conditions for consent [R5 D 54
consent A7
consistency — &M
consistency mechanism M9 DA (—BEMEA = L)
constitution HIE
contract K
controller FEE (v ba—7)
cross—border processing [E 5% 2 #0272 ALB (GERER A EAR )
data accuracy T — X O IEHENE
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data portability

data protection

(data privacy) breach response plan / data
privacy incident response plan

data protection authority (DPA)°®

data protection by default / privacy by
default
data protection by design / privacy by design

data protection impact assessment (DPTA) /
privacy impact assessment (PTA)
Data Protection Management System (DPMS) /
Data Protection and Privacy Management System
(DPMS)
data protection officer (DPO)

e designation

e position

e tasks
data
data
data
data
data
data

declaration of consent

protection policy
protection program
protection provisions
subject

subject access (facilities)
transfer

delegated acts and implementing acts
e committee procedure
documentation obligation
derogation
enforcement
e administrative fines
e administrative penalties
e criminal penalties
e dissuasive penalties
e ceffective penalties
e proportionate penalties

enterprise

European Economic Area (EEA)

EU types of legal act
e decision
e directive
e opinion
e recommendation
e regulation
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European Data Protection Board
e chair
e confidentiality
e independence
e procedure
e reports
e secretariat
e tasks

European Data Protection Supervisor (EDPS)

European Union legal acts on data protection
exchange of information
exemption
explicit consent
filing system
General Data Protection Regulation (GDPR)
genetic data
governing body
group of undertakings
incident response
independent supervisory authorities
e activity reports
e competence
e establishment
e powers
e tasks

Information Security Management System (ISMS)

information society service
international organization
Internet of Things (IOT)
joint controllers

judicial remedy

lawfulness of processing

legal basis

=IN
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o T
o HEE
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o I
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Data Protection Supervisor)
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(ISMS)

fHRts Y —e X

[E] B ik

E /DA H—F v b (Iol)

I [R)E BRAE

LR ROE

WA 72 B

TERIAR L

legitimate ground (GDPR article 17/1c, IEY7pEd (GDPR 1745 le. 185 1d.
article 18/1d, article 21/1) and legitimate 21 5c1) M OVEMJMRHL (GDPR 40 %%)
basis (GDPR article 40)
legitimate interest 1EY 72 R3E
liability BB
main establishment ESVARAE =0
material scope E=SNEEEE]
measures based on DPTA results DPIA ORI ES < iRk
National Identification Number [E] Bk 2 5
non-repudiation etk ik
notification obligation TRENFETS
opinion of the board RN 7 — X R RHEOE R
personal data B ANT —#
personal data breach BANT — HIZE
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personal data relating to criminal
convictions and offences

=IN

A IR K OSLIRICBE T 2 AT —

principles relating to processing of personal {# AT —% OEHCET 2 FH]

data
e accountability
e accuracy
e confidentiality
e data minimization
e fairness
e integrity
e lawfulness
e purpose limitation
e storage limitation
e transparency
policy
policy rule(s)
prior consultation
privacy
privacy analysis
privacy officer/chief privacy officer

processing
processing (of personal data)
processing agreement
processing situations
e data protection rules of churches and
religious associations
e employment
e for archiving purposes in the public
interest
e for scientific or historical research
purposes
e for statistical purposes
e freedom of expression and information
e National Identification Number
e obligations of secrecy
e public access to official documents
processing which does not require
identification
processor
profiling
proportionality, the principle of
pseudonymization
quality cycle
recipient
relevant and reasoned objection
repealed
representative
restriction of processing

retention period

o HHAEME (TAHTLEEY T )
o EREM

o REME

o T—XDO/IME
o NIEME

o SEAME

o EIEME

o HMOHIMR

o LRIFODHILR

o HHIME

RY — /Tt
AU —HE
A
TN —
TTA N
TIAN—FE S ELET T AN —ET:
=
JuER (H%)
ALEE (HR)
[EIR=R72): €7
e AR N
o HBROEHMBROT — X LRI
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o NEDOFIIZHIT ARG EM
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o EEFEM
o FIIKOVEHRDHH
o [ERFRAIF S
o STRFES
o ARZLE~ADORTY v s T IER

(AT —% D)

PR 2 BER L 2R WA D

AL /B
TuazyA VT
eBrE o R

41k
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JiNEEE<

WY K VA FRAY 72 AR
b iz, mEs
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right to compensation

rights of the data subject
e automated individual decision—making
e data portability
e information and access
e modalities
e notification obligation
e rectification and erasure
e restriction of processing
e restrictions
° ‘right to be forgotten’
e right to objection
e transparency

risk management
rules of procedure
security breach (security incident)

security of personal data
security of processing
sensitive data
service provider
seven principles for privacy by design (Lit
A Chapter 5, paragraph Privacy by design and
by default)
Social, Mobile, Analytics, Cloud, Things
(SMACT)
special categories of personal data
e biometric data
e data concerning health
e genetic data
e political opinions
e racial or ethnic origin
e religious or philosophical beliefs
e sex life or sexual orientation
e trade union membership

subsidiarity, the principle of
supervisory authority
supervisory authority concerned
suspension of proceedings
territorial scope

third party

threat

=IN

T —H EAROHER]

o HEMbIN-EANEERE

o T—H R—=HEUT 4

o HWMEOT 7 A (IEHKLORITF

fot)

o Fi

o EINFEH
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o IR
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TRV T 42E (X2 VT 4 AT
> M)
8 ANT— & DO
B o LR
BT — 4
VAl S = PAT o 4
TIANY =, THA DT HODJFH
(& wk A Chapter 5, paragraph
Privacy by design and by default))
V=T x b, BANAN G 7T TR E
/ (SMACT)
KRl 7O BN T — &

o JEkT—X4

o fEFEICEAT T —X

o HEET—X

o BURmYEM

o AFEMYFE T RIERHE M

o  BURKIERITRHENIES

o PEAENEF I MEAVER A
TS B SR

i sEME D
BB R B

BA PR E BB
ARRA D — IRpfst I
HitBR R
5=
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transfer of personal data to third countries &5 = [EF 72 IXEFERI~DENT — ¥ DR

and to international organizations o oMo E (FHoMHEERE)
e adequacy decision o ForTofRiEE
e appropriate safeguards o MRAYZEUERI (BCR)
e binding corporate rules o i
e derogations o PR
e disclosures o [EHEERMENT —F (R
e international protection of personal
data
unified communications and collaboration Hhaola=r—yva kUl aTdRlL—yva
(uee) > (UCC)
vulnerability WagE
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4. BECHER

AR DB E IR
ABICHE AL, ROLRICERS N TOET,

A. IT Governance Privacy Team
EU General Data Protection Regulation (GDPR). An Implementation and Compliance
Guide
IT Governance Publishing, Cambridgeshire (2016)
ISBN 978-1-84928-8354 (paperback)
ISBN 978-1-84928-8378 (e—book)

B. Kyriazoglou, J.
Data Protection and Privacy Management System. Data Protection and Privacy Guide
- Vol. 1
bookboon. com 1st edition (2016)
ISBN 978-87-403-1540-0

C. European Commission
General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679) Regulation
of the European Parliament and the Council of the European Union. Brussels, 6
April 2016, available at http://eur—lex. europa. cu
PDF:
http://eur—lex. europa. eu/legal -
content/EN/TXT/PDF/?uri=0]J:1:2016:119:FULL&from=EN
HTML:
http://eur—lex. europa. eu/legal -
content/EN/TXT/HTML/?uri=0]:L:2016:119: FULL&from=EN

D. Article 29 Data Protection Working Party
Guidelines on Data Protection Officers ( ‘DPOs’ ), wp 243rev.01, 5 April 2017
available at http://ec. europa. eu/newsroom/article29/item—
detail.cfm?item id=612048

E. Article 29 Data Protection Working Party
Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation
2016/679, wp248, 4 April 2017 available at
http://ec. europa. eu/newsroom/article29/item—detail. cfm?item id=611236
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ABRENIIRR OB E T LS & £97, GDPRICET D F 2 NABLOZEICE Eh T

L7280,

SR CIFEESBELRTIIDH Y FH A, ZREIT, MOBZLM TSRS Lo NEOHIH

TSR C IOV TRl L TR S BENH Y 9, IR C 1T T X TORBRIAH OfFdk & L TRt S
M. EHATREZR GBI RATRE T,
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IBNSCHER

F. Example of Privacy by Design Framework
https://www. privacycompany. eu/files/DPbD_Framework. pdf

axXy b
BIMOSEML, 2FE L TMEEO L7200 DT,

BE STk & ARBR AT AR
BRSO AR

1. 7—2R#RY > —
11 ZBREFITASI BT 27— 2 thi /7T A: Chapter 16 paragraph Using
AN—=RY T —DOBEEFELTND policies to demonstrate
compliance
1.2 ZBRFITT —HIREENA - T A B X A: Chapter 5 paragraph
WT — RN, « T 740 NEEFEL TV Privacy by design and by
%) default
2. T — X IREDOEBE L KL

2.1 ZBRF LT — X RHEE L 27 2 (DPMS) A: Chapter 12 paragraph
EEEMERIICHEA T2 ENTE D Records of processing

A: Chapter 14 introduction +
paragraph Notification

B: Chapter 2, paragraph 2
DP&P System Phases

2.2 ZERAEXT — X IREE D HITENET No literature yet
WOEmEEHT A ENTED

3. BHE (arbhu—7) | WEE/BRE (Feky
) T — 2 RERIEAE (DPO) D

3.1 ZBEIIEHE (2 be—F) KU | A Chapter 12
/s (Frtyt) oREIEIETD

ZENTED
3.2 BRI T — X IREETFE (DPO) D&E| K | At Chapter 2
" ETLERHETE S B: Chapter 2 paragraph 2

Phase 4

D: Chapter 2 paragraph 1
Mandatory designation

D: Chapter 4 Tasks of the DPO
D: Chapter 5 paragraph 1
Which organizations must
appoint a DPO?

4. 7 — ZLREREZTM (DPIA)
4.1 ZBRF VLT — Z AR ELHE (DPTA) & | At Chapter 5 introduction,
WA TE% paragraph Privacy Impact
Assessments and paragraph
When to conduct a DPIA

A: Chapter 6 paragraph
DPIA’ s as part of risk
management

A: Chapter 8 paragraph
Objectives and outcomes
E: Chapter 3 DPIA: the
Regulation explained
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4.2 ZERAE T — & (REREFI (DPTA) D A
Ty TEBEHTED

A: Chapter 5 paragraph
Privacy Impact Assessments
A: Chapter 7

A: Chapter 8 paragraph Five
key stages in a DPIA and
paragraph Consultation

E: Chapter 3 DPIA: the
Regulation explained

5. T—4RE, BMRUA LTV MG
5.1 ZERFEIIMEANT —22FIZE % GDPR 2 | A: Chapter 3 paragraph
HEEHT DL ENTED Personal data breaches,
Anatomy of a data breach,
Sites of attack
5.2 BRI mMEL 2T 52 LN TE 5 | Ar Chapter 14 paragraph

IR b
3CHK CL

‘GDPR’

(=N

FECIIZR SN ERA,

Notification, paragraph
Events vs incidents,
paragraph Types of incidents
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