=Z%IN

EXIN
DevOps

PROFESSIONAL

Certified by
=IN

EitrE

202211 kA




=%IN

Copyright © EXIN Holding B.V. 2022. All rights reserved.
EXIN® is a registered trademark.

No part of this publication may be reproduced, stored, utilized or transmitted in any form or by any means, electronic,
mechanical, or otherwise, without the prior written permission from EXIN.

#Ei1{#£% EXIN DevOps Professional (DEVOPSP.CH) 2

PROFESSIONAL

Certified by
=XIN



=%IN
=E

B 4
S 5
BEMET 22
EY=0a0) 62

#Ei1{#£% EXIN DevOps Professional (DEVOPSP.CH)

PROFESSIONAL




=%IN
izt isAB

AiH#EE EXIN DevOps Professional (DEVOPSP.CH)iftE, EXIN Ef/ENIERTZER,
RN EH 40 BEREIULERAEN. SEEFERESZMNMER, AXLRITFTRE—EREREER.
NAENEDE 40D, BERNSHE 15, BREIRE 26 HEALETER,

ZAJE9 90 1,

IEN sy ey

#Ei1{#£% EXIN DevOps Professional (DEVOPSP.CH)

PROFESSIONAL




=%IN
HiHS

1/40
BEESHRNERA?

What is a principle of the Agile Manifesto?
A) BRI FE IRIL,

To create a culture of continual and dynamic learning.
B) ET{ERAFLEMRIGFIRIRMEE,
To create feedback and feedforward loops into our system of work.
C) SRR TR, ERMNLEZIR=11.
To deliver working software frequently, from a couple of weeks to a couple of months.
D) SET/FaI, 48RRI FH4EETIEEM, MERE, NimEEinag.
To increase flow by making work visible, by reducing batch sizes and intervals of work, and by
building quality.

2/40
& B TR IR BT =4 TR AR AM—?

To which of the Three Ways does "institutionalizing the improvement of daily work"
belong?

A) FHERFIMLE

Continuous learning and experimentation
B) ik

Feedback
C) it

Flow

3/40
RZEFSE(SoE) MHERFASE(SoR) EXBHRE LHAXHI?

What is the difference between a System of Engagement (SoE) and a System of Records
(SoR) in terms of pace of change?

A) —R&M=, SoEFISOoRMNTEHRERL.,

SoE and SoR typically have the same pace of change.
B) —fRM=, SoEMIEEEREEESTSoR.

SoE typically has a much higher pace of change than SoR.
C) —fRM=, SoERYZEHREZE(LTSoR,

SoE typically has a much lower pace of change than SoR.
D) SoEFISoREZEHEEAIXARERTAEINEEESL.

This relationship differs per information system.

#Ei1{#£% EXIN DevOps Professional (DEVOPSP.CH) 5

PROFESSIONAL




=%IN

4/40
I RMEEFEREZETENGELRTA?

What is a benefit of having Development and Operations using a shared tool?

A) ERS—RRFDEIVIER, BTEMANEBREMTEESAE.

A unified backlog, where everyone prioritizes improvement projects from a global perspective.

B) FARARBEBEIIXTNRARFEEFREPETRINRR, HPaEEPlirEEs.
Developers get feedback on how their applications perform in production, which includes
fixing it when it breaks.

C) (ERIRABEBAEIERRYE IS BRH TR B F i TR RATEEIR,
Enabling the team to perform deployments during normal business hours and conducting
simple changeovers.

D) BizHRIRIREERABEMUAES, XHFENTSE, FAEAIUS ZESER.
Transforming Operations knowledge into automated code that can be far more reliable and
widely reused.

5/40
FisERE N BIFHHEELS TR BN, AILUEBS AT ASEMRR, RENEME~.

B—IELIX —RERERITTA?

More market-oriented outcomes can be created by better integrating Operations
capabilities into Development teams, making both more efficient and productive.

Which approach would best accomplish this?

A) FiHEFPNRE— BT R
Assign a Development liaison to the Operations team
B) CIEEMZEMERS
Create infrastructure self-services
C) B=HEIIM
Outsource the Operations team
D) HHIIFRAR, EHEBFRIZHET(F

Train Developers to do the work of Operations
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6/40
RTE4E TR T HAMRIER, (RTHREE KA ESHIER EZ AT mig A\,

BF—TR X T B EhE A MEAYEbE?

A bank needs longer timescales to bring new or changed offerings to market, due to delays
in the creation of new environments by Operations engineers.

What is true about the automatic creation of environments?

A) BEMERRIMER BT AR,

Automatically created environments can be used for all environments.

B) BT%=REl, BiEMIRRERTEFIMELIMIFTEIE,
Automatically created environments can be used for all environments except the production
environment due to security restrictions.

C) ETFMRERN, EEFPERENEMRIIAEES, DevOpsEXiat ARITHEH,
DevOps requires a review by Operations when automatically creating environments in
production due to the four eyes principle.

D) EFMIREN, EEFPERBNEMNIRAGEE, DevOpsEXRTHEARNFHRE,
DevOps requires the manual agreement of Operations when automatically creating
environments in production due to the four eyes principle.

7/40
IMERESIERN S S EFMME?

Which value should be included in a value map process block?

A) NFRERFEN

Application telemetry
B) R=EMEMNEDLL

Percent complete and accurate
C) EIphiE=

Team velocity

D) =Hl& (WIP)
Work in progress (WIP)

8/40
7T REREDevOpsHhrILSZXE, B—IERA=HNEEZRR?

In order to minimize risks to the business within DevOps, what is a main goal of version
control?

A) EERSEEINEE, RIEERINEE

Ensure the ability to alert when configuration changes from the desired state
B) {RIEEFTERICRIRIRIEMEINSAITIRE

Ensure the ability to recreate the previous state of the test environment
C) RIEEHEREFINELARITERIZAITIRE

Ensure the ability to recreate the production environment and build processes
D) RIEARIFAREMEZIRAABAITIEE

Ensure the ability to share the source code between different Developer teams
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9/40
FTEITEIRAB RELEE—ie, HENFENHTAIRE, LUEH—PLEDevOps, BIARTEENS
DevOps/RNIAEFRFRIZEAAIEN (DoD) IAR—E,

B—InzeAAEIEX (DoD) EFTFDevOps?

An IT team gets together to review some changes that should be made in order to further
adopt DevOps. They must agree on a definition of done (DoD) that is aligned with the
DevOps principles.

Which DoD is a proper fit for DevOps?
A) RBEHAANESX, FETTEmtRTU.

The code has been integrated into the main branch and passed automated unit testing.
B) URBEFAARRIEMFIIHRIET, BB BaMLaTli.
The code is running as expected on the Developer's laptop and passed automated unit
testing.
C) UBERMEFREMEHIETT, SEiEAF BRI,
The code is running in a production-like environment and passed user acceptance testing
(UAT).

10/ 40
B—IESLIRME A NG EC & BRI R BN T E?

Which tooling can best be used to automate the building and configuration of
environments?

A) R, WHAESBEAMRR TR RS
A ticketing system for the provision of a development, test, or acceptance environment
B) BEFRRRESHER. WHMGKEIARNTER
A tool that copies the production environment settings to the development, test, and
acceptance environments
C) (HWREFINMEED) SR NFD RA4EFRIECE X
Configuration files per environment that are manually distributed and maintained in order to
keep the environments in sync
D) EFEFRBETEENMENEMIZEAINIESREEETR
Infrastructure as code configuration management tools that enable the programmers in
changing the environments themselves
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11/ 40
Bapt i EHRFEIRIT Bin2R s R P EER, ERENNEFEREERT
S TR IEARI.

HEHITEH—MNUA?

A specific design goal of an automated test suite is to find errors as early in the testing as
possible. The ideal testing automation pyramid shows the correct order in which the test
must be performed.

Which test must be performed first?

A) BNEAPIILE

Automated API test
B) BztEMANi

Automated component test
C) BantERilitt

Automated integration test
D) Bzt

Automated unit test

12 /40
DevOpsEIA % BT M XN FF A KIREIER,

IBF—T R (EfRARFIR?
A DevOps team wants to increase velocity by using test-driven development.

Which order of actions is correct?

A) 1. T
2. BEML G
3. PEINEeS
. Refactor
. Write a test case
. Write the functional code
. BEIEERS
. BE MG
=<1
. Write the functional code
. Write a test case
. Refactor
. BENEF
. PEINEER
=c1
. Write a test case
. Write the functional code
. Refactor

B)

9]

WN = WN = WL, = WN =
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13/40
%%gﬁﬁﬁﬁlﬁ%%DevOps%ﬁ?ﬂHDevOpsBAE’\JﬁJ‘i%%J‘&ETE@E@iXL DevOpsERIHL TH
HRHR

1. D ANEF=S
2. (AN EF= 1

KT IXPEFREREE, BF—Fhinix2IERRY?

An insurance company hires a DevOps professional to advise the DevOps team in choosing
a branching strategy. The DevOps professional evaluates two strategies:

1. Optimize for individual productivity
2. Optimize for team productivity

Which statement about these two strategies is true?

A) FMRIEF-ENESHILIFERMBEN.

Both strategies result in an equal amount of merging effort.
B) RIR1FERIGHILIFEST RIS,

Strategy 1 results in far more merging effort than 2.

O RE2FEMNGHIEESTREE.

Strategy 2 results in far more merging effort than 1.

14/ 40
—REEQNTRNERRFT R R MDevOps, ERTAINIEL TRSIERE, XHr~ETHRAR
5. Ign, P EmRdE (time to market) BEWEMN. EhAERESERATTIE.

IMEREER20%APRIBHEE RN L, ArEIRERIRAIE oS ESCIAER.,
BRRMAR RS RR T RELIMERAGRED (faster flow) ?

A retail company has radically changed the development process from waterfall to DevOps.
Many choices have to be made in a short period of time. This is causing some technical
debt. The time to market, for example, has increased dramatically. There are, however, ways
to eliminate a lot of the delays.

Value stream mapping shows that 20% of the sprint time is spent on porting code, all
maintained on separate code branches.

Which solution for this technical debt will result in a faster flow?

A) REETEFFFE
Adopt trunk-based development

B) AHARARTIRLEEH M

Reproduce test failures on Developer workstations
C) FHasZERS

Start doing canary releases
D) EREZEN

Use more telemetry
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15/ 40
SSMEEFS. T IR ERZRERRHERTA?
Which is a characteristic of an architecture that enables productivity, testability and safety?
A) EXZHARYED
Loosely-defined interfaces
B) &£#5
Tightly-coupled

C) ENXBEHAYAPI
Well-defined APlIs

16 / 40
fRIRDevOpsaRAIRIERNENTTERA?

What is the best telemetry approach to solve problems within DevOps?

A) KRFENTEFFEE, ERNAEFNE, SBEMKEAIREF TR,
Investing in telemetry tooling is important, and it should focus on the production
environment, deployment pipeline and pre-production.

B) KHENTEIFFEE, NEENEINE.
Investing in telemetry tooling is important, and it should focus on the production
environment only.

) RABENTIEAEE, ERERERMAERNTRIRS.
Investing in telemetry tooling is not important, the focus should be on rebooting redundant
services which is much cheaper.

D) KFENTEAEE. ERENAEFAF. RRETRAFREMESE. MRAERIEE.
Investing in telemetry tooling is not important, the focus should be on the user of the
application who is a much more complete and cheaper monitor provision.

17 / 40
FEIIERA, NMA=NERRIBEEEE.

B—IRBETX=IF?
Within the monitoring framework, data should be collected from three layers.

Which is not one of those three layers?

A) NFER
Application

B) A55iPiE
Business logic

C) JsstEtR
Business metrics

D) ZHR%R
Operating system
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18 /40
B EnENAES B B—Fh A RSLHUERE?

For which audience does self-service access telemetry add value?

A) FFRAR
Developers only
B) {NFFRARMIZHEAR
Developers and operators only
Q) HARAR. EEARFIFIZTRA
Developers, operators, and stakeholders only
D) FRAR. BHEAR. FETREALURER

Developers, operators, stakeholders, and customers

19 /40
ERAEO, BRI  EUMRE T, WS £ S RGBS DevOps T
)

In an environment that has automated testing, fast deployment processes and sufficient
telemetry, which technique offers most DevOps benefits to the business?

A) BIR
Fix forward
B) [ER
Roll back
C) BEREHMENRSS
Take broken servers out
D) XiFtrErrE

Turn off broken features
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20/ 40
R RERE T T RBIESEX:

- RPEHIFERER . NAERESERIITERET?

- WIEEE: REHER, SESTEERRIUIRERS?

- BRSNS RBEDSEEE, ELREFPRISSMER?
ﬂi‘ll}*fl.ﬁgﬂs’z*'*ﬁ!/ﬂ‘d"’iz R R AT A T R ER?

B—IUA g SEKRAR TS DevOps TIRE?
A software company has composed the following launch guidance requirements:

- Defect counts and severity: Does the application perform as designed?

- Monitoring coverage: Is the coverage of monitoring sufficient to restore service when
things go wrong?

- Systems architecture: Is the service tightly-coupled enough to solve a high rate of
incidents in production?

- Type/frequency of pager alerts: Is the application not generating an insupportable
number of alerts in production?

Which launch guidance requirement does not comply with the DevOps way of working?

A) GRFEITEFIFEEE

Defect counts and severity
B) |I/-?A B

Monitoring coverage
C) RG5HS

System architecture

D) (&I EHRIER /B
Type/frequency of pager alerts

21 /40
BP—IRAEHAETH (HRR) (MIEL#M4ITH(LRR)) FREER?

Which is a unique characteristic of the Hands-Off Readiness Review (HRR) and not of the
Launch Readiness Review (LRR)?

A) HRRE=HE, WWIRERRS.

HRR is far more stringent and has higher acceptance standards.
B) HRRESFmEIABITICIR.

HRR is self-reported by the product teams.
C) HRREZEEHIRSXIINRMRIET.

HRR is signed off before any new service is made publicly available.

D) HRREZEMEFIRSEHWNEIELEF-RERNST.
HRR is signed off before any new service receives live production traffic.
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22 /40
ERE., AFRE (UX) iRitHaE, sERmze—_ERER.

B—INEN B RAERIRERIR?

One of the most powerful techniques in interaction and user experience (UX) design is
contextual inquiry.

What is the best description of contextual inquiry?

A) T EEIRAZESR BB XS EIRARS R FRFE i L I L
The product team asks users to respond to an application demonstration by the product
team.

B) P mHEBAERFAE, NERFERFRERER.
The product team interviews users on the use of the application at home.

O) FmEIMRRAFERFIBEEERIKET, ERLNARTA,
The product team observes users who use the application in their natural environment.

D) ERFIGKIIIKERE, FREERSENRRENERBEERARAEFTA.
The product team studies users during the user acceptance test in a special room with test
equipment.

23/40
eI ABABCEIRIE R EEF A B s SN e AU It CEIGM™ IRk,

B—IUEHRRUXE I SN e FAFE S B R AR RET T A?

Startup company ABC is having serious challenges in developing features for a mobile
navigation application that meet the expectations of the user.

What is the best approach to make sure features are directly aligned with the expectations
of the user regarding the UX mobile navigation application?

A) ERDIMFRUXBNSANRER, FEPE UXSIHREEZERINRESIERE, ARFPRHEZE
EX UX BT,
Develop the UX mobile navigation application more fully so consumers have more advanced
features and choices to navigate in the UX, providing the consumers more options to
customize the UX.

B) FFRPMMMARNUXENSINERER, ZFERETERSERRASHRIRFIEE—.
Develop the UX mobile navigation application where consumers are randomly selected to be
shown one of two versions of a UX they can choose from, either a control or a treatment.

C) BB SN AR LRIIUXEYE, LMEABCTERNFIERENRIE FMREUXAIZOIEE,
Make corrections to the current UX features for the mobile navigation application so that ABC
sticks to the core functionality of the UX without sacrificing quality.

D) EAI=ARMBNSMNEREFI— T, WMEEEF IR,
Release one feature for the mobile navigation application to get feedback from the consumer
on the current feature over a period of three weeks.
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24 /40
FERBEBART @S 7R 7T =R 52 FRERaYMy S5 AR ?

What approach can be used by a Development team to aid in the delivery of expected
business outcomes?

A) I\EFRAEXN
Careful execution of numerous experiments
B) FEAEIFK
Full regression testing
Q) RigK=mFR
Hypothesis-driven development
D) SDLC
SDLC

25/ 40

ABCABRIERS THRBENAEF" L, BRI/ TAIBEENEE. Hel, ELUTHINIERERES
EMCR. fla0, SRIMTIBEESIERNT: "BE#1801 TRENAREFIR", AREERIXER
IRARZRT" R TERIBEK.

TEBRY WA TBEREELATAS:
- M ABHTIES?
- MiZaMEHTIES?

TEBRY" R BERIEDAB ZHARE?

Company ABC has had challenges in understanding the impact of code changes to their
payroll application. Currently, the implemented code changes are poorly documented. The
last code fix for example, was documented as follows: “Fix issue #1801 for payroll
application”. The company notices that this is a bad pull request.

A good pull request includes the following:

- Why are we implementing the fix?
- How will the fix be implemented?

What else should be included in a good pull request?

A) ZRUEEFNAILSSER]

The business units impacted by the fix
B) HTIESRIBTENBRLANITIR

The potential risks and countermeasures of implementing the fix
C) PUTEERSIFRIITRIE

The supporting release schedule for implementing the fix
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26 /40
EFRAREEBNEN, BSEHRIR,

IR AR R —F TR TTiR?
The developer walks through the code while a colleague gives feedback.
Which review technique is described here?

A) VERETFEH

Over-the-shoulder
B) &EXI4miE

Pair programming
C) [EfTi¥FE

Peer review

D) TEi#ENiTsH

Tool-assisted review

27 /40
PR E L S E IR DRI EIR ?

Which review practice results directly in a decrease in coding errors?

A) VEREFEH
Over-the-shoulder review
B) ZEXIYmiE
Pair programming
C) [EfTi¥FE
Peer review
D) TE#ENTsH
Tool-assisted review

28/ 40
RS REFFEEIERARRED (TEERERS) BERSEE.

XMPE R E AR T2

A cloud service provider wants to increase the capacity of their service by using a Simian
Army Monkey.

Which monkey is needed in this case?

A) EERTF

Doctor monkey
B) & JzF

Janitor monkey
C) ER¥EF

Latency monkey
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29 /40
ABCATIRADevOps TIE., REH TN, RENFIMER, TH, ABCATRN T —REARY
NFREFEPE, (BEERE T NAERIRS.

BER—IIRRRERDTEN LRSI —ES5?

Company ABC is adopting the DevOps way of working and wants to promote a learning
environment that is open and blameless. ABC recently experienced a major application
failure and was able to restore the application service.

What is usually the first task that must be completed during the blameless postmortem
meeting?

A) NEAHIN FRREFSIERRER ERIBX SRR AR

Construct a timeline of relevant events as they occurred during the major application failure

B) FRREXIER, FHLLARSRERARLEEAAIN RS
Identify countermeasures to prevent the major application failure from reoccurring in the
future

C) MEBBARIMNMBEFSIEIRARRE, REUIERSE, PBHIERRBXRE

Identify the root cause of the failure to propose a corrective action and prevent reoccurrence

D) FTE ABBREEEPAERBATHEEDT, HEIZERTDH
Publish the postmortem to a centralized location where everyone can access it and learn from
it

30/ 40
BILENEFHERTERERENRISE RS KTA?
What is required when creating resilience by injecting production failures?
A) EXHIERT
Defining the failure mode
B) HHAZFEIMEIN
Organizing postmortem meetings
O FHIAR
Training the people
D) fEFRHIAE

Using a test environment
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31/40
W—IMEHUTESD (game day) ITXIRIE—MLE?

What is the first step of a plan for performing a game day?

A) EXFHITIES

Define and execute drills
B) RBIFHRRIERE, ZEH

Identify and address problems, and test
C) itXlkrER

Plan the outage

D) /EEFIHMREREIE

Prepare and eliminate SPOFs

32/40
B—IUETIFTIRER K (NFR) ?

What is an example of a non-functional requirement?

A) EARRERRAEFREERMEEIFREE

Have forward and backward compatibility between versions
B) FJLAERMAHEIRA TEHERIRSR

Make it possible to report on delayed schedules
Q) FBIETERZICUSZ RS

Register financial transactions for a hotel booking system

33/40
AT eI R ESERRNEHRI NS, N TERBUR(E?

Which activity should be performed for the successful creation of reusable Operations user
stories?

A) BinH AP ESIEXA R IR FIGRPEREEESR
Associate Operations user stories to the relevant development enhancements and defects
B) ENRIEMETHIRE, EECERESTEMHEEMNTIEREXLREENL
Define activities within the handoff process and then automate these activities using the
appropriate tools and supporting workflows
C) HHARTBLERIGCHHREFISTRHIRIERIAR

Identify all required operational work activities and actors needed to complete them
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34 /40
BERIUATER:

1. TEFK

2. B RKGETR

3. IRIFERIRTH TS
4. B FISEafIiRE

Hi N ER—REEER — =R ER?

Please consider the following elements:
1. Change requests

2. Deployment pipeline tools

3. Compiled program executables
4.Tutorials and standards

Which two elements are typically stored in a single shared source code repository?

A) 1702
1and 2
B) 1%04
1Tand 4
C) 2%03
2 and 3
D) 2%04
2and 4

35 /40
KRR k= BRI ERAV BN A7

What is the goal of converting local discoveries into global improvements?

A) EFSCEAAES, AREDeviOpsiLl:, AR MAREZNHEAILE.
To elevate the state of the practice of not just Dev and Ops, but also the entire organization.
B) {ERTERARSSFIINEIRSS ERREE B N7 R RIS AR,
To make it easier for all new and existing services to leverage the collective knowledge.
C) EUEMMEMEIFNEI LN ERE, EEBMHNRS,
To make the work culture more collaborative and to make the systems safer and more
resilient.
D) BB ABBZIEFE, ATRIMMK.
To reinforce a culture where everyone feels comfortable and responsible.
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36/40
ﬁ%ﬁgﬁﬁ]u?ﬂ{ﬂ o TRR)MIRMER], BT )R AR FFINE R ERtt A s B &R0
BN,

B— A RET HZRRB R SHR?

Developers can make it easy for any engineer to correctly create and use logging and
encryption standards in their applications and environments.

Which is not a shared source code repository item that supports this?

A) RBENEEFNERE

Code libraries and their recommended configurations
B) MER

Deployment packages

C) BERZ (0S) BRI
Operating system (OS) packages and builds

D) MEZEEETH
Secret management tools

37/40
FERARRE THAINIERS, R HREEI RS,

B —HpiE R e A RERIRE L XU BS ?

When developers are introducing code, there is always the risk of enabling unauthorized
access.

Which control does not mitigate that risk?

A) HBiFE
Code reviews
B) iz
Code testing
C) BXUFTANT
Effective patching
D) &E M
Penetration testing
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38/40
ORISR T N AR AR ?

What is an example of creating telemetry in an application?

A) B{FRF(OS)HIEZE
Operating system (OS) changes
B) BRTHERRHE
Review of system logs on a daily basis
C) ReENTE
Security group changes
D) AFZIENES

User password resets

39/40
BB RAESHFE MM ER, RN ERHEEENR e NGRS HEE?

Which process serves as a primary control to reduce Operations and security risks and also
supports compliance requirements?

A) TEEMERIE
Change management process
B) ECEEIRMIE
Configuration management process
C) RhMEEEIEME
Release and deployment management process
D) IRSBHKAIEIRMIZ

Service level management process

40/ 40
Bp—IE T RABER S B i HIEIERYER R ?

What is a drawback when adopting the separation of duty control?

A) REsBEEtEEERER> TREIMEINRTETFNRR, AERERIGRNEERE, BISTHA
Tk,
The separation of duty control can often impede development efforts by slowing down and
reducing the feedback that engineers receive on their work.

B) HR%@%??&%U%E@E*F&AErﬁj{JCE%%ﬂETEKEQEP\]1”§, RAERRITHE. EHEE, EEBN
FRARI&EF=,
The separation of duty control requires the Developer to submit changes to a code librarian,
who would review and approve the change before it is promoted to production.

O REpEEHSEERGESIRNBRER, HHTRETE, NATFRERHVUERIE, (B
DEERERETENDER T,
The separation of duty control results in unnecessary work since it requires inspection of code
check-ins, and code reviews, providing the necessary reassurance about the quality of our
work.

#Ei1{#£% EXIN DevOps Professional (DEVOPSP.CH) 21

PROFESSIONAL




=%IN

EES

1/40
BEESHRNERA?

What is a principle of the Agile Manifesto?

A)
B)
9]

D)

A)

B)

9]

D)

BN F IRIL,

To create a culture of continual and dynamic learning.

T TFRG PR IRFIRIIREI R,

To create feedback and feedforward loops into our system of work.

SRS A TARRYER, [EFRMLEHREIR=""H.

To deliver working software frequently, from a couple of weeks to a couple of months.
TN, fMURRI A ERTIIFENR, WERE, MmERRE.

To increase flow by making work visible, by reducing batch sizes and intervals of work, and by
building quality.

HiR, IXJETHFEFIFOLIGAIRN,

Incorrect. This belongs to the principle of continuous learning and experimentation.

Bz, XETRIRIREN,

Incorrect. This belongs to the principle of feedback.

I, XREREESNEERNZ—. BRI TEREBA/ N RASEEENEEEINTL
fEpAa,  (OZEk: A, SBIEDEN)

Correct. This is one of the key principles of the Agile Manifesto. Other principles are the need
for small, self-motivated teams, and working in a high-trust management model. (Literature:
A, Introduction of Part 1)

iR, XETREN,

Incorrect. This belongs to the principle of flow.
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"R TAERB I BT =5 TR —2?

To which of the Three Ways does "institutionalizing the improvement of daily work"

belong?
A) FEFILR
Continuous learning and experimentation
B) &i%
Feedback
0 it
Flow
A) i, =X TEENRNEREBETFRNSIHEEN, BEBFEIERARHENMERERERS

B)

9]

3, AERELEPFEEINED, OOk A, $45)

Correct. The principle of the Third Way requires institutionalizing the improvement of daily
work, converting local learnings into global learnings that can be used by the entire
organization, as well as continually injecting tension into our daily work. (Literature: A, Chapter
4)

iR, "B LFRSASEN BT IR RN,

Incorrect. 'Institutionalizing the improvement of daily work’ is a Continuous learning and
experimentation principle.

HiR, "BEELENSHEEN B TFERFEIMLRRL.

Incorrect. 'Institutionalizing the improvement of daily work’ is a Continuous learning and
experimentation principle.
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What is the difference between a System of Engagement (SoE) and a System of Records
(SoR) in terms of pace of change?

A) —f&MS, SoEFISORMNZEERERL.

SoE and SoR typically have the same pace of change.
B) —fRM=, SoEMIEREEREEESTSoR.

SoE typically has a much higher pace of change than SoR.
C) —RME, SoENEEHRERZEXTSoR,

SoE typically has a much lower pace of change than SoR.
D) SoEFISoREZEHEEAIXARERT AEINSEESL.

This relationship differs per information system.

A) f#BiR. —RME, SoOENEERERESTSoR,
Incorrect. SoE typically has a much higher pace of change than SoR.

B) IEffi, SoEURFIFFRME. Ft, SoENTEEREEIR, ItHh, SoORMEZERNES., (3X#k: A, %5
)
Correct. The pace of change for SoE is higher since it represents the user interface.
Additionally, SoR is more complex to change. (Literature: A, Chapter 5)

C) $HiR, —MRME, SoERTHERERERZESTSoR,
Incorrect. SoE typically has a much higher pace of change than SoR.

D) iR, AILUMAH—MEBRAIRE: —RMsS, SoEREEEREEZESTSoR.
Incorrect. A common statement can be given. SoE typically has a much higher pace of change
than SoR.
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What is a benefit of having Development and Operations using a shared tool?

A)

B)

9]

D)

A)

B)

9]

D)

ERG—ANFNRIGIR, ETENANERBEMTE BRI,

A unified backlog, where everyone prioritizes improvement projects from a global perspective.
FRARBEBERIXTNRARFEEFRREPETRINRR, HPaEE-hiitrEs,
Developers get feedback on how their applications perform in production, which includes
fixing it when it breaks.

(EFIPABESEIE R RIS WL RN TRRE FHH TR AL R,

Enabling the team to perform deployments during normal business hours and conducting
simple changeovers.

BstERIRTREE R B RS, BN S, FEAILR ZESER,

Transforming Operations knowledge into automated code that can be far more reliable and
widely reused.

IEf, BURE—AFDEIGR, STARENERARMLEESHNE, EENTANESESM
BRI TSP ERAGRSAIREEARIIE. Ok A, 556E)

Correct. With a unified backlog everyone prioritizes improvement projects from a global
perspective, selecting work that has the highest value to the organization or has the most
impact on reducing the technical debt. (Literature: A, Chapter 6)

IR, XEFRSEgEREETNEL.

Incorrect. This is a benefit that Development shares when doing pager rotation duties with
Operations.

HiR. mtRBUASEIMEXE & .

Incorrect. This is a benefit of automating and enabling low-risk releases.

Hix. mLRERSENFHRNEHETIED.

Incorrect. This is a benefit of embedding Operations engineers into our service teams.
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FIsERE N B IR TR BN, AILUEBS LA ASEMIRR, RENEME~.

B—IELIX — BRI A?

More market-oriented outcomes can be created by better integrating Operations
capabilities into Development teams, making both more efficient and productive.

Which approach would best accomplish this?

A) FNIEHBPNRIE—RFF R R
Assign a Development liaison to the Operations team
B) CIEEMZEMBERS
Create infrastructure self-services
C) B=HEIIM
Outsource the Operations team
D) HIIFRAR, EHEBFRIZHET(F

Train Developers to do the work of Operations

A) iR, NMRAEMSIN "AFRENRE—RIZHERRER.
Incorrect. It should be the other way around: “Assign an Operations liaison to the
Development team”.

B) IFffi. XRREEHESHABESHN=MGERIBTII—F:
1) ¥ BR8], WMLRSEMFRIARARBESEFT.
2) ERRSS BN HIE4E T2,
3) NRFTELHHSHET R, ARSEPNRETHERRZR. (O8k: A, F8E)
Correct. This is one of the three broad strategies for integrating Operations into Development:
1) Create self-service capabilities to enable Developers in the service teams to be productive.
2) Embed Operations engineers into the service teams.
3) Assign Operations liaisons to the service teams when embedding Operations is not
possible. (Literature: A, Chapter 8)

C) EiR. FENBIMEIEARES. SMEIIRTSHAFNNIESEEEE.
Incorrect. Outsourcing is not advised as a strategy. The employees of the outsourcer will be
even further away from the Development team.

D) &R, FRARALIGERAEMIRIERMAE. BXAEE4ENIREEERIEA.
Incorrect. Developers can use infrastructure as code. However, this will not make the function
of Operations obsolete.
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RTE4E TR T HAMRIER, (RTHREE KA ESHIER EZ AT mig A\,

BF—TR X T B EhE A MEAYEbE?

A bank needs longer timescales to bring new or changed offerings to market, due to delays
in the creation of new environments by Operations engineers.

What is true about the automatic creation of environments?

A) BERRMNER AT REIE.
Automatically created environments can be used for all environments.

B) BT%R=REl, BiEMIEIRTEFRMSAINIFTEIAE.
Automatically created environments can be used for all environments except the production
environment due to security restrictions.

C) ETFMRERN, EEFPERENEMRIIAEES, DevOpsEXiat ARITHEH,
DevOps requires a review by Operations when automatically creating environments in
production due to the four eyes principle.

D) EFIIREN, EEFHERBNEMNIAGEE, DevOpsEKRTHEARNFHRE.
DevOps requires the manual agreement of Operations when automatically creating
environments in production due to the four eyes principle.

A) %ﬁﬁo FHERBEARTEERM AR TF R, XN ANEME., XERTHEMRRE, (O A,
98F)
Correct. Continuous deployment requires no manual actions to be performed by using scripts.
These scripts should be automated. This is valid for all environments. (Literature: A, Chapter 9)
B) $HiR. P IMRRAERFN4EFN Ty Bat.
Incorrect. The production environment should be created and maintained completely
automatically.
C) iBiR. LTHRITFHENMHEE, BtiiiEZ R,
Incorrect. There is no need to review automated scripts. Automated processes are monitored
anyway.
D) $HiR, ZHUIRRENIERE. REETHARGKAMATE TREZTER.
Incorrect. There is no need for a manual four eyes principle, since the acceptance of the scripts
and the deployment tool of the scripts are under change control.
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Which value should be included in a value map process block?

A) NFEREFEN
Application telemetry
B) SSEFIEMIESLL
Percent complete and accurate
C) HIphiE=
Team velocity
D) =@ (WIP)
Work in progress (WIP)

A) #EiR. NRAEFENBATERETHRONBREFITH, NMRSEFOEERNRT, RAVER. RER
IR RIEEIR,
Incorrect. Application telemetry is used to monitor application behavior while it is running in
order to report its health status, providing fast and accurate feedback and detection of errors.

B) IEff. M%@Eﬁfﬁﬁ&iﬁemo FREAETXE T BNMERRELSERRZIRRENXEIEIRZ
—,  (3Z#k: A, F6E)
Correct. This should be included in a value map process block as it is part of the key indicators
to understand the quality delivered by that value stream as required by the business.
(Literature: A, Chapter 6)

C) #HR. FEREEHRIPEE, RIS MR, ARSI RIM BRI SEMI TIER.
Incorrect. Team velocity is a value that is measured during a sprint and used during a sprint
meeting to estimate the amount of work that can be done during the sprint.

D) %i%EWIP%ﬂ@%&iﬁﬁ%?gffﬁﬁ’ﬂﬁﬁ, REFMERERERED, BARANERDITRAUE
AHME,
Incorrect. WIP is a concept that should be included or derived from a kanban board and it is
not part of the value stream map, nor does it provide any value for the value stream analysis.
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In

order to minimize risks to the business within DevOps, what is a main goal of version

control?

A)
B)
9]

D)

A)

B)

9]

D)

B EmEIERIASE, (RIEZHRINEE

Ensure the ability to alert when configuration changes from the desired state
CRIEEFT RS TR R TR SAITRE

Ensure the ability to recreate the previous state of the test environment
RIEE TR IME AR A R AITHRE

Ensure the ability to recreate the production environment and build processes
RIEARRIRIF R Z=IRAHABAITIEE

Ensure the ability to share the source code between different Developer teams

Hix, RERAEFIFEXE, ETEMTEFEREXEEANEERBIEENT, BXAERAES

gggﬁ, AR RESR. KRR AR RIEEEHERINE, REIRSHIR
YIRE,

Incorrect. Even though version control is key so other tools use its information to detect

configuration drifts from desired state, this is not the goal of version control itself, nor the

best answer here, as version control should allow faster recreation of environments to

maintain quality of service and flow.

HiR, XEIRAEFIRELL, (BAZEEDevOpsHHNEERR. /b, MHIMSEES ISR ER

12, EIERSTRIBNEAKER.

Incorrect. This could be a benefit of version control but is not the main goal of it within

DevOps. Also, the test environment is usually rebuilt for each test and recreating it to a

previous state is not very useful.

IE#f§, DevOpsAAINRAF=HIR I EFTAERAEFINELARMGERIE. KA ERVAREhARZR

ISENHE. (8t A, 598)

Correct. Version control within DevOps should allow to re-create production environments as

well as build processes. Organizations that adopt this approach perform better than the ones

that do not. (Literature: A, Chapter 9)

HiR, XERAEFIRER, ERRENUFANER. XAZREDevOpsHAIB . REET

DevOps RAYMRAEHZERATE XEEHIm. TEMMEFMEES, LISCHMEE. . BRNEERIERT

BINME TERERITL .

Incorrect. This is the purpose of version control when used just with a Development focus, but

it is not the goal within DevOps, as version control in DevOps requires that all the areas store

their artifacts, tools and processes within it in order to achieve performance, flow,

communication between teams and predictability with reduction of waste in all the

environments.
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FTEITEIRAB RELEE—ie, HENFENHTAIRE, LUEH—PLEDevOps, BIARTEENS
DevOps/RNIAEFRFRIZEAAIEN (DoD) IAR—E,

B—InzeAAEIEX (DoD) EFTFDevOps?

An IT team gets together to review some changes that should be made in order to further
adopt DevOps. They must agree on a definition of done (DoD) that is aligned with the
DevOps principles.

Which DoD is a proper fit for DevOps?
A) RBEHAANESX, FETT BRI,

The code has been integrated into the main branch and passed automated unit testing.
B) URBEFAARRIEMFIIHRIET, BB BaMLaTli.
The code is running as expected on the Developer's laptop and passed automated unit
testing.
C) UBERMEFREMEHIETT, SEiEAF BRI,
The code is running in a production-like environment and passed user acceptance testing
(UAT).

A) EIR, NFFRARBE, XENERIDoD, {BREESLIDevOpsBtR, BIAfWSS{E, Fitt, DoDi
BB TIEREERERME NG, MARFHAED,

Incorrect. This is the standard DoD from a Developer's perspective and does not achieve the
goal of DevOps which is to deliver value to the business, so the DoD should include shipping
working code to a production-like environment, not integration into the main branch.

B) iR, FTELIFERMEFARARRIBMFHITIX—BERA R RIERESE R IME BT,
Incorrect. The fact that everything works on the Developer's laptop does not provide any
warranties it will work in the production-like environment.

C) IEfs. (RIEURRUIERZST, FEEERE. (XE: A, $98)

Correct. This assures the code is working as expected and is potentially shippable. (Literature:
A, Chapter 9)
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Which tooling can best be used to automate the building and configuration of
environments?

A)

B)

9]

REFR. WHSRKENER TERRR
A ticketing system for the provision of a development, test, or acceptance environment
BEFIMEIRESHETA. WAFGKEMERT R
A tool that copies the production environment settings to the development, test, and
acceptance environments

(NRFFARREY) SIMNETFanRM4EHPIIEESX S
Configuration files per environment that are manually distributed and maintained in order to
keep the environments in sync

D) EFEFRETEENEHEMIREIREEEETR

A)

B)

9]

Infrastructure as code configuration management tools that enable the programmers in
changing the environments themselves

iR, RHIMRENTRRAIMEBEER KGR, BINTRERE, EmEkRe:E. METTEN
(SEFRSCIIAMERI B o,

Incorrect. A ticketing system for the provision of environments will impede flow in the
deployment pipeline, generate more hands-off and therefore is a waste. Tools should be used
to automate the provision of environments.

2R, EDevOpsH, FEMKRAXFIIEL, IMNENMMLFFIAMTE, 1o, RS Er-suRET
D-T-AIEE,

Incorrect. Within DevOps this is not the proposed way of working. An environment must be
built from scratch. Also, production data is not allowed to be used in the D-T-A environments.
iR, MERNBCESXHFWRBED K.

Incorrect. Configuration files for environments must be automatically distributed.

D) IEf, XRINSHEMEEBMNMANEIZ—, FRARISEMIRIERBATBITEEMEER

B, (OO A, 598)

Correct. This is one of the options to automate the building and configuration of the
environment. Infrastructure as code can be used by the Developers to build and configure the
environments themselves. (Literature: A, Chapter 9)
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Bapt i EHRFEIRIT Bin2R s R P EER, ERENNEFEREERT
S TR IEARI.

HEHITEH—MNUA?

A specific design goal of an automated test suite is to find errors as early in the testing as
possible. The ideal testing automation pyramid shows the correct order in which the test
must be performed.

Which test must be performed first?

A) BNEAPIILE

Automated API test
B) BztEMANi

Automated component test
C) BantERilitt

Automated integration test
D) Bzt

Automated unit test

A) R, WARESRHTESCRETTIER. ERNUERT, XNUHHEFS.

Incorrect. The automated unit test must be performed first. This test is 4th in a sequence of 5.
B) ${HIR. WREFHITEHEITUK. ERMUEF, XMUHHEFESE .

Incorrect. The automated unit test must be performed first. This test is 2nd in a sequence of 5.
0) iR, “mEfTEIMETTIN. R MNURG, XNUHAEFSE=.,

Incorrect. The automated unit test must be performed first. This test is 3rd in a sequence of 5.
D) IEffs, XMUHHAEFSE—. (OZ8k: A, $B108)

Correct. This is the 1st test to be performed. (Literature: A, Chapter 10)
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DevOpsHEIA % BT M KN FF A KIREIER,

IBF—T R (EfRAERFIR?
A DevOps team wants to increase velocity by using test-driven development.

Which order of actions is correct?

A) 1. T3
2. BPE WA
3. PEIHEeES
1. Refactor
2. Write a test case
3. Write the functional code
B) 1. $EIh8e(KE
2. BEWLAG
3. 1
1. Write the functional code
2. Write a test case
3. Refactor
C) 1. BEWXAH
2. PEIEEEE
3. &4
1. Write a test case
2. Write the functional code
3. Refactor

A) iR, BEHTIUN, EERE. F=LXEEN.

Incorrect. First perform the testing, then the coding. Refactoring follows as the third step.

B) &R, BTN, HERD. B=LEEN.

Incorrect. First perform the testing, then the coding. Refactoring follows as the third step.

C) IFff. BT, EERD. B=LEEM. (Wl A, F105)

Correct. First perform the testing, then the coding. Refactoring follows as the third step.
(Literature: A, Chapter 10)
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%%gﬁﬁﬁﬁlﬁ%%DevOps%ﬁ?ﬂHDevOpsBAE’\JﬁJ‘i%%J‘&ETE@E@iXL DevOpsERIHL TH
HRHR

1. D ANEFS
2. (AN EF= 1

KT IXPEFREREE, BF—Fhinix2IERRY?

An insurance company hires a DevOps professional to advise the DevOps team in choosing
a branching strategy. The DevOps professional evaluates two strategies:

1. Optimize for individual productivity
2. Optimize for team productivity

Which statement about these two strategies is true?

A) FMRIEF-ENESHILIFERMBEN.

Both strategies result in an equal amount of merging effort.
B) REX1TERIGHIIFESTRE.

Strategy 1 results in far more merging effort than 2.
C) REE2F-ENEFHTIFESTRER,

Strategy 2 results in far more merging effort than 1.

A) iR, RIS —A—DX. Blt, SHSTA—ZEY, TeERBMANEERS, KIEEE
Dniﬁéo
Incorrect. Since strategy 1 results in a branch per person, merging becomes a nightmare.
Regardless of which version management system is used, strategy 2 is much better.

B) IEffs. DAEFNINCERET M DevOpsHAAR—MRY DX, ZFEHEIEIRIIEF S, TR
B2SEPR DIREEIERND S, FIRBEESARIES EdtT. (MXEk: A, F118)
Correct. Individual productivity means a branch per DevOps Developer by which he/she can
produce software individually without integrating. Strategy 2 is about having no branch(es) at
all, so development takes place in an unbroken line. (Literature: A, Chapter 11)

C) $HiR. RE2HNEHILIFEER. XERASMASELEXIHRIF.

Incorrect. Strategy 2 results in less merging effort because everyone works in a common area.
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—REBELTMERNEMIUT LiAEERDevOps, fERIBIRIFH TIRZEE, X4 T HRAR
5. flan, F=E LEmEdE (time to market) EEIEN. EHERRESTERITTIE,

IMEREER20%APRIRHEE RN L, FrEBE RIRAIAIS oS ESCIAER,
IRFRA RSB ERT RELIMERAYARS (faster flow) ?

A retail company has radically changed the development process from waterfall to DevOps.
Many choices have to be made in a short period of time. This is causing some technical
debt. The time to market, for example, has increased dramatically. There are, however, ways
to eliminate a lot of the delays.

Value stream mapping shows that 20% of the sprint time is spent on porting code, all
maintained on separate code branches.

Which solution for this technical debt will result in a faster flow?

A) XBETEFFR
Adopt trunk-based development
B) EAARARTIFLEHMIHHEE
Reproduce test failures on Developer workstations
C) FHhrszERS
Start doing canary releases
D) fEREZEN

Use more telemetry

A) s, EFEFRAREREARITFESX. Blt, ABEFEEH. Ok A, B11E)
Correct. Trunk-based development means no branching is allowed and, therefore, the
merging is eliminated. (Literature: A, Chapter 11)

B) iHiR. EAREDSIENGFHIIEPRITE, MR RIER B,

Incorrect. The problem is the branching which causes problems while merging. Testing does
not solve the delay.

C) $HiR, SLERMASTIHFFEEEERRINE, ENURTEFRIERER,

Incorrect. Testing does not solve the delay, even when canary releases would have a positive
impact on the continuous deployment perspective.

D) iR, ENLEMREFHEIR,

Incorrect. Telemetry does not solve the merging problem.
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Which is a characteristic of an architecture that enables productivity, testability and safety?

A)
B)

9]

A)

B)

9]

EX ZRArYEC
Loosely-defined interfaces
oy ey

Tightly-coupled

E M BBHRAIAPI
Well-defined APIs

iR, EXRIREOEIMSEF]. TUEHNZESERHE, BITESIRAAS MERINTE
B, EXSHIFRENER.

Incorrect. Well-defined interfaces are a characteristic of an architecture that enables
productivity, testability and safety, by enforcing how modules connect with each other.
Loosely-defined interfaces are not.

HiR. ZABOREANRANAESE SIERIFEEZIRR, 8RSNERNBELT T, #FERE
ERHFERING. 8RN EEHFEHNAAETE. RN ATRERF AR,

Incorrect. A tightly-coupled architecture is monolithic or has modules that are too
interconnected. Every time we attempt to commit code into trunk we risk creating global
failures, each small change requires enormous amounts of communication and coordination
over days, as well as approvals from any group that could potentially be affected.

%ﬁﬁo %'EMEE%E’\JF\_\Z%ET%}%D(API){E?%T%'EFH BEEZHRS R IR SRR IR, (X
ik ASS13E)

Correct. Well-defined Application Programming Interfaces (APIs) allows an architecture that
provides productivity, easier testing of services and safety. (Literature: A, Chapter 13)
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What is the best telemetry approach to solve problems within DevOps?

A)

B)

9]

D)

A)

B)

9]

D)

KEENTRIFEEE, ERMNALFINE, BERKEIMESNE,

Investing in telemetry tooling is important, and it should focus on the production
environment, deployment pipeline and pre-production.

KRENTREIFEEER, XEENETRE,

Investing in telemetry tooling is important, and it should focus on the production
environment only.

KEENTEAEE., EREERNAERITRIRS.

Investing in telemetry tooling is not important, the focus should be on rebooting redundant
services which is much cheaper.

KERENTEAEE., ERENARFRAF. REETHEFREESE. RARREE,
Investing in telemetry tooling is not important, the focus should be on the user of the
application who is a much more complete and cheaper monitor provision.

IEff, BIREAMXEIAELEFRE, BSHIERILL, DevOpsERERIR, RIREMRKERHATFHA.
(XiEk: ASE14E)

Correct. Problems do not only occur in the production environment, but also elsewhere.

DevOps requires fast feedback. The feedback starts at the beginning of the pipeline.

(Literature: A, Chapter 14)

HiR. (NEMEFINMERNER, BB MKEAREFIMEN T RIRAI R REE,

Incorrect. Focusing on the production environment alone is not enough. The deployment

pipeline and pre-production are important too to spot errors early.

HiR. BREARAHNME. KEEFREENRZAES AR L.

Incorrect. Rebooting is not cheaper. A lot of production time is wasted to find the error.

Hix. MERAFPRRSHIE—EEA, BBAKREREEIE, XEEILSEaeiEE RItR IR

ERHIMEMANE (EERHERIER ) , MEFAERBRERAF &I, MNERFTE

FIRVERBRIN, AR AR ERIER.

Incorrect. If the user is the sole monitor of the service then the loss of production time is high

since the monitor provision is much faster in detecting where and what goes wrong (if well

implemented) and not all errors are found by the user. Only errors that the user can see are

found, not the ones that are happening in the background.
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TEREERA, MM=ERIEEEEE.

B—IRETX=E?

Within the monitoring framework, data should be collected from three layers.

Which is not one of those three layers?

A)
B)
9]

D)

A)

B)

9]

D)

N FRfER
Application
MBSy

Business logic

AV SSHER

Business metrics
BHRS
Operating system

iR, NAEFR=ETH—E, HRENIEERRATTH.

Incorrect. Application is one of the three layers where data collection should be done in the

monitoring framework.

Hix, WSBER=EFHN—F, HIERENTIEERRNTMN.

Incorrect. Business logic is one of the three layers where data collection should be done in the

monitoring framework.

IEfy, W SSiERA BT =EPaVEmRER D, SURIEEN T nEES Aok, SSiEnRmizaIss
(3Z@k: A, F14E)

Correct. Business metrics is not one of the three layers where data collection should be done

in the monitoring framework. Business metrics is rather the result of the monitoring.

(Literature: A, Chapter 14)

iR, CHERAR=ETHI—E, HIRKENIIEERRTTH.

Incorrect. Operating system is one of the three layers where data collection should be done in

the monitoring framework.
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B EnENAES B B—Fh A RSLHUERE?

For which audience does self-service access telemetry add value?

A) FEAR

Developers only

B) {NFFRARMIZHEAR
Developers and operators only

Q) HARAR. EEARFIFIZTRA
Developers, operators, and stakeholders only

D) AFRAR. BEAR. MEmTFRALURER

Developers, operators, stakeholders, and customers

A) EiR, BAAR. F@mTRAMZHEAREINNE.

Incorrect. It also adds value for customers, stakeholders, and operators.

B) &R, BARPMAZTRABIMNME.

Incorrect. It also adds value for customer and stakeholders.
C) B\iR. B ARFENNE.
Incorrect. It also adds value for customers.

D) iEfs. BENERENAENEREINNGE. (X8t A, $14F)

Correct. Self-service access to telemetry adds value for all visitors. (Literature: A, Chapter 14)
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ERAEMGIL, ESENEIESEUINAT, B 52l S RARSDevOpsTTHg
547

In an environment that has automated testing, fast deployment processes and sufficient
telemetry, which technique offers most DevOps benefits to the business?

A) BIR
Fix forward
B) [ER
Roll back
C) BREMERSS
Take broken servers out
D) XA

Turn off broken features

A) Fa, REFENK, EREENCN, REPERENZDENRMET, XNMEFFEZE, X
HERTREWAEFPINE— MDA EREI TH AW SIEINFAIIIEERNE. MIIHER RS
2IE, MAZBRRIIIEEEHIRARSSE. OBk A, 3168)

Correct. Even though this could be a risky choice, it is perfectly safe in this environment that
has automated testing, fast deployment processes and sufficient telemetry. These will allow to
quickly confirm whether everything is functioning correctly into production and deliver new
functionalities and value to the business. The added value is that the errors are corrected
instead of removing the new feature or take broken servers out. (Literature: A, Chapter 16)

B) &R, IEAI"KIASFERE", "ERBFAREHE MRS, BRI IRERIUS IR
RERE, Et, X—EFREEEER, MEREHEMaNENEFPERT.

Incorrect. Just like "turn off broken features”, what "roll back" does is roll back the deployment
to the previous state, fixing problems by removing the feature that caused the error.
Therefore, it does not repair the error and takes new value out of production.

O) iR, XMEMRETRSAEENS, BEEREIARE. ENMNEESSEN, BFARIEL
NETESNE =N
Incorrect. This option is focused on continuity of the service, but given that we have the
proper processes, telemetry and testing in place, the better option is to deliver new business
value.

D) ’iﬁg KA R X R (RAADTT, (EX—MEFRBEERR, MEEEHIENMENEH

PRT .
Incorrect. Turn off broken features is the least risky option, but does not correct the error and
takes new value out of production.
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R RERE T T RBIESEX:

- RPEHIFERER . NAERESERIITERET?

- WIEEE: REHER, SESTEERRIUIRERS?

- BRSNS RBEDSEEE, ELREFPRISSMER?
ﬂi‘ll}*fl.ﬁgﬂs’z*'*ﬁ!/ﬂ‘d"’iz R R AT A T R ER?

B—IUA g SEKRAR TS DevOps TIRE?
A software company has composed the following launch guidance requirements:

- Defect counts and severity: Does the application perform as designed?

- Monitoring coverage: Is the coverage of monitoring sufficient to restore service when
things go wrong?

- Systems architecture: Is the service tightly-coupled enough to solve a high rate of
incidents in production?

- Type/frequency of pager alerts: Is the application not generating an insupportable
number of alerts in production?

Which launch guidance requirement does not comply with the DevOps way of working?

A) GRFEITEFIFEEE
Defect counts and severity
B) |I/-?A B
Monitoring coverage
C) RG5HS
System architecture
D) fEIFAEHREREL SR
Type/frequency of pager alerts

A) IR, XPERFFEDevOpsTIEE.
Incorrect. This requirement does comply with the DevOps way of working.

B) &R, XNEKFFEDevOpsIIEE.
Incorrect. This requirement does comply with the DevOps way of working.

C) IEF3. EDevOpsTHEAN, RERAIMBEEM, MARRWEERM, RISNHEE, ALY
BHNESRTENSREESIT. Ot A, 35168)
Correct. Within the DevOps way of working, the architecture should be loosely and not tightly
coupled. The service should be loosely coupled in order to support a high rate of changes and
deponments in production. (Literature: A, Chapter 16)

D) iR, XNEKFFEDevOps TIEE.
Incorrect This requirement does comply with the DevOps way of working.

#Ei1{#£% EXIN DevOps Professional (DEVOPSP.CH) 41

PROFESSIONAL




21

=%IN

/40

BP—IURA AT (HRR) (MAEL#4ITHE(LRR)) FREER?

Which is a unique characteristic of the Hands-Off Readiness Review (HRR) and not of the

Launch Readiness Review (LRR)?

A)
B)
9]

D)

A)

B)

9]

D)

HRREF &, WMWINEES.

HRR is far more stringent and has higher acceptance standards.
HRREA REIBAB1TICIR.

HRR is self-reported by the product teams.
HRREEEFIRSIIINR RIS T,

HRR is signed off before any new service is made publicly available.
HRREZEHIRSZIZWEIETE - RERNST,

HRR is signed off before any new service receives live production traffic.

IEff, XZEHRREVHAFZAL, [REETHRRERSITEEEHEEIENSI R EE S HAKILE
Bl A, 5168)

Correct. This is a unique characteristic of HRR, as it is signed off when the service is
transitioned to an Operations-managed state. (Literature: A, Chapter 16)

iR, IXZLRR (MIEHRR) AYRERR.

Incorrect. This is a unique characteristic of LRR and not HRR.

#EiR. XZLRR (MIFHRR) APRBHA.

Incorrect. This is a unique characteristic of LRR and not HRR.

iR, XZLRR (MIFHRR) AYRBEREA.

Incorrect. This is a unique characteristic of LRR and not HRR.
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ERE., AFRE (UX) iRitHaE, sERmze—_ERER.

B—IUEX B RAERIRIEREA?

One of the most powerful techniques in interaction and user experience (UX) design is
contextual inquiry.

What is the best description of contextual inquiry?

A) T EEIRAZESR BB XS EIRARS R FRFE i L I L
The product team asks users to respond to an application demonstration by the product
team.

B) P mHEBAERFAE, NERFERFRERER.
The product team interviews users on the use of the application at home.

O) FmEIMRRAFERFIBEEERIKET, ERLNARTA,
The product team observes users who use the application in their natural environment.

D) ERFIGKIIXERE, FREERSENRRENERBEERARAFTA.
The product team studies users during the user acceptance test in a special room with test
equipment.

A) iR, BRAEENERFUAERNAERER, MAZBEHNEETRNRERF.
Incorrect. Contextual inquiry is about observing how the user uses the application and not
about a demonstration of the application by the supplier.

B) &R, BREEEEEWEAFINAIERNARER, ERERISENBEEFIIAER.
Incorrect. Contextual inquiry is about observing directly how the user is using the application
and does not involve an interview about the use of the application.

C) IFfA. W5ERMEREFINAEERIME MERNABRER. (O A, 5168)
Correct. This technique is about observing how the customer uses the application in a natural
environment. (Literature: A, Chapter 16)

D) &R, BRATENERAFNEEBARMET (MAERERSEUNIRENERBEER) ERNBRER.
Incorrect. Contextual inquiry is about observing how the user uses the application in a natural
environment, not in a special room with test equipment.
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eI ABABCEIRIER R H R A B s SN e AU It IR IRk,
B—IUEHRRUXE ) SN e FaFE S B R AR RET T E?

Startup company ABC is having serious challenges in developing features for a mobile
navigation application that meet the expectations of the user.

What is the best approach to make sure features are directly aligned with the expectations
of the user regarding the UX mobile navigation application?

A)

B)

9]

D)

A)

B)

9]

D)

EROMWFRUXBZHNSIMNARER, fZFE UXSIntREESERINESIEE, MEFREESE
EX UX AL,

Develop the UX mobile navigation application more fully so consumers have more advanced
features and choices to navigate in the UX, providing the consumers more options to
customize the UX.

FERMNMRANUXE SN AERER, ZFPEETEAEERIRA ST EMRARIEE—,

Develop the UX mobile navigation application where consumers are randomly selected to be
shown one of two versions of a UX they can choose from, either a control or a treatment.
IEXFEEN SRR FRE R ARIRIUXESE, LUMEABCIE TR ERIRIE TMRBBUXAIOIIEE,

Make corrections to the current UX features for the mobile navigation application so that ABC
sticks to the core functionality of the UX without sacrificing quality.
RAI=ZEAMBSMNEEFIN—ME, NMREZ PR ERR IR,

Release one feature for the mobile navigation application to get feedback from the consumer
on the current feature over a period of three weeks.

B, RERVFIEARASAZITHAGERAY, GBS INREERTHFIE T RES AR IERUC, iR
P AMERS ARSI ETHARI L 55 B AR,

Incorrect. When a given feature is not achieving the desired results, adding more functionality
or enhancements to the feature may be out-prioritized by other new features, ensuring that
the under-performing feature will never achieve its intended business goal.

I, AARUXIHRARERNA/BUHITE. MMLGR LAREHISEEARRZ FihR E AR AR DT,
BRI RE TR —hR, SWAEERA ("A") BFHERRA ("B") BI—Fh, HRIEXNXEFE
PRUEREEAT RSO, FIRSEMINNME-HREEFEREES, NIEFARFIECZEEk
EUgiEKE. (OZ8k: A, B178)

Correct. The most commonly used A/B technique in modern UX practice involves a website
where visitors are randomly selected to be shown one of two versions of a page, either a
control (the "A") or a treatment (the "B"). Based on statistical analysis of the subsequent
behavior of these two cohorts of users, we demonstrate whether there is a significant
difference in the outcomes of the two, establishing a causal link between the treatment and
the outcome. (Literature: A, Chapter 17)

EiR, RERVFIERASAZITHAERAY, (ESUUF RIS RFAARSD, FTLAT I ZHIRIR ] HIRLE R
MERR T A ST ETRHAR AL 55 B4,

Incorrect. When a given feature is not achieving the desired results, making corrections to the
feature may be out-prioritized by other new features, ensuring that the under-performing
feature will never achieve its intended business goal.

iR, —RM=s, SN EIFREZEN, FTEHE. EEHAA8ETH.

Incorrect. Each experiment is typically very time intensive per trial and takes weeks or even
months to be completed.
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FERBEBART @S 7R 7T =R 52 FRERaYMy S5 AR ?

What approach can be used by a Development team to aid in the delivery of expected
business outcomes?

A)
B)
9]

D)

A)
B)

9]

D)

INEFFRAELR

Careful execution of numerous experiments
SRR

Full regression testing

RIIENFFR

Hypothesis-driven development

SDLC

SDLC

iR, XMTIAAREBHA S TRERAIL S5 R ER,

Incorrect. This is not an approach to aid in the delivery of expected business outcomes.
IR, X3 AARERHAZ I TREBROL S5 AR,

Incorrect. This is not an approach to aid in the delivery of expected business outcomes.
IEff, XM7DAREBREIMRHRMTNWSARHEZFTUE, (OFk: A, $175)
Correct. This is the best approach to aid in the delivery of expected business outcomes.
(Literature: A, Chapter 17)

HiR. XTSI A REREH AT FREBROL S AR,

Incorrect. This is not an approach to aid in the delivery of expected business outcomes.
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ABCABRIERS THRBENAERF" L, BRI/ TAIBEENEE. B, EEUTHNIERERES
EMCR. flan, SFRIMIBESERNT: 841801 TRENAREF AR, ARTERIXER
IRARZRT R TERIBEK.

TEBRY WA TBEREELATAS:
- M ABHTIES?
- MIZaMEHTIEE?

TEBRY" R BERIEDAB ZHARE?

Company ABC has had challenges in understanding the impact of code changes to their
payroll application. Currently, the implemented code changes are poorly documented. The
last code fix for example, was documented as follows: “Fix issue #1801 for payroll
application”. The company notices that this is a bad pull request.

A good pull request includes the following:

- Why are we implementing the fix?
- How will the fix be implemented?

What else should be included in a good pull request?

A) ZENESMASSER)

The business units impacted by the fix
B) HUTIEERIBTEXLIAR IR

The potential risks and countermeasures of implementing the fix
C) HUTIEERSIFRIITRIE

The supporting release schedule for implementing the fix

A) EIR. EEREENEUSIRGAEEENR.
Incorrect. The potential risks and countermeasures of implementing the fix must be included.
B) IEffi, BB RFERMTIFEMER: MTAHTIES, BEHTES, MTIEERBEXE
B3R,  (OZ#k: A, $18F)
Correct. An effective pull request needs to provide details on why the fix will be implemented,
who is implementing the fix, and the potential risks and countermeasures in implementing the
fix. (Literature: A, Chapter 18)
) iR, PUTESHBERSIURI L RESTERA.

Incorrect. The potential risks and countermeasures of implementing the fix must be included.
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EFRAREEBNEN, BSEHRIR,

IR AR R —F TR TTiR?
The developer walks through the code while a colleague gives feedback.

Which review technique is described here?

A) VERETFEH
Over-the-shoulder
B) &EXI4miE
Pair programming
C) [EfTiFEHE
Peer review
D) TEi#ENiTsH

Tool-assisted review

A) IFtfy, MEEITHDZERSBEREESESEEFR. Ok A, $188)
Correct. The over-the-shoulder technique is the interaction between the author and a
colleague after writing the code. (Literature: A, Chapter 18)

B) iR, XFMFHZEZSERIDIRET (MARRIEZE) HTH.

Incorrect. This review technique is performed during the coding and not afterwards.

C) BiR. XMZEERBZEHRT, BREELEER.

Incorrect. This is performed afterwards but the author does not need to be present.

D) iR, XMFHATIEIT, THRARSS.

Incorrect. This review is performed by a tool and not by a person.
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BRI SE e S IR R DRI EIR

Which review practice results directly in a decrease in coding errors?

A)
B)
9]

D)

A)

B)

9]

D)

MERE T
Over-the-shoulder review
EXIIRIE

Pair programming
E{TiFE

Peer review

T BB

Tool-assisted review

Hix. IFENREREITHIIERHITR .

Incorrect. This allows feedback while browsing the software that is already written.

%ﬁﬁo %%ﬁé’ﬁ&%ﬁ?élﬁlﬂéﬁ%i’ﬂ#, —ANIZ, B—ANE., XEGHTEERR, BOER. (X
wh: A, 5E18E)

Correct. Pair programming means writing software together. One person types, the other one
checks. This results in direct feedback and fewer mistakes. (Literature: A, Chapter 18)

iR, BT SRR RSSTREH THIITH,

Incorrect. Peer review is a review performed after writing the software.

Hix, TEEMTFENRRER, ESOEEcRABLUEEHTT,

Incorrect. The tool-assisted review is limited in feedback and many checks are done after
checking-in the code.
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ZIRSRHBFEEYERRRER (IRMERERS) RERSEE.

XAPE R E R E T2

A cloud service provider wants to increase the capacity of their service by using a Simian
Army Monkey.

Which monkey is needed in this case?

A)
B)

9]

A)

B)

9]

ELRF

Doctor monkey
B RT

Janitor monkey
SEIRNRT
Latency monkey

R, EEBRFHAESIA NEiTRENE, RMAMERILGE, MRASRARERMFRMRIRE
&, EERFEENRIZELA., XEFREFSE.

Incorrect. The doctor monkey taps into health checks that run on each instance and finds
unhealthy instances and proactively shuts them down if owners do not fix the root cause on
time. This does not improve the capacity.

I, B EFEIERAMNERERNER, WREARNETAFEEAIRE, Ot A, K
x9)

Correct. The janitor monkey ensures that their cloud environment is running free of clutter
and waste; searches for unused resources and disposes of them. (Literature: A, Appendix 9)

IR, RGBT AERESTIUIFTRIIIGEIRE SN, NMIEIMIRSSIBIL, WIEEFRIKIAIARSS
FIRTLAESE MR, XFHARESESERIIIEE,

Incorrect. The latency monkey induces artificial delays or downtime in their RESTful client-
server communication layer to simulate service degradation and ensure that dependent
services respond appropriately. This does not improve the capacity.
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ABCATIRADevOps TIE., REH TN, RENFIMER, TH, ABCATRN T —REARY
NFREFEPE, (BEERE T NAERIRS.

BER—IIRRRERDTEN LRSI —ES5?

Company ABC is adopting the DevOps way of working and wants to promote a learning
environment that is open and blameless. ABC recently experienced a major application
failure and was able to restore the application service.

What is usually the first task that must be completed during the blameless postmortem
meeting?

A) FNERAINFEEFHFREAE AR ERER SRR
Construct a timeline of relevant events as they occurred during the major application failure
B) FRREXIER, FHLLARSRERARLEEAAIN RS
Identify countermeasures to prevent the major application failure from reoccurring in the
future

C) MEEARNINAEFHIREAIRARRE, RHEMIERENE, BLIERRERRE
Identify the root cause of the failure to propose a corrective action and prevent reoccurrence
D) FTE ABBREEEPAERBATHEEDT, HEIZERTDH
Publish the postmortem to a centralized location where everyone can access it and learn from
it

A) IFffi, REEEHITRNINE—ESRICRYRERNEXEHIELRERRIER, SERBAIFT
BiEENRERIE (SFEURICRIER) . MERINTE (SFRRAEFENEHINERERIITY
N, MAMUEDTARERRAR) | BEOFEREZE. FRNBRGE. (X A, $195)
Correct. The first task in the blameless post-mortem meeting is to record the best possible
understanding of the timeline of relevant events as they occurred. This includes all actions
taken and at what time (ideally supported by chat logs), what effects have been observed
(ideally in the form of the specific metrics from our production telemetry, as opposed to
merely subjective narratives), all investigation paths that have been followed, and what
resolutions were considered. (Literature: A, Chapter 19)

B) iR, HMENRARBHRREENITENNE—ES., X MEEREREAERENE.
Incorrect. Identifying countermeasures is not the first task of conducting a blameless
postmortem meeting. This is an action that would occur after constructing the timeline.

) 2. HERIEETYERFREERATENIEST—, MBS RES—RES.
Incorrect. Identifying the root cause is not necessarily a task of conducting a blameless
postmortem meeting and definitely not the first thing that should be done.

D) ’E*EQ %ﬁ%ﬁ%ﬂ*ﬁ%ﬁ*z‘%’u’F%%%Eﬁ*ﬁ%iﬂﬁ’ﬂ%—%%o XMEENEAERDICRERRINTS
RIGLIE.
Incorrect. Publishing the post-mortem is not the first task of conducting a blameless
postmortem meeting. This is an action that would occur only after the post-mortem has been
documented completely.
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BIEENEFHIER RS RENRIT RS TR A?

What is required when creating resilience by injecting production failures?

A)
B)
9]

D)

A)

B)
9]

D)

TE NPT,

Defining the failure mode
BREFREEIN

Organizing postmortem meetings
FHIIAR

Training the people

{EFRRRERE

Using a test environment

I, HEENENRER, ST RIEXEHEEIURRIRITERET. O A, $198)
Correct. Failure mode definition is important in order to ensure that these failure modes
operate as designed. (Literature: A, Chapter 19)

HiR, BREIMSNUABTIENTZAERERS.

Incorrect. Postmortem meetings are not part of injection techniques.

Him, BIIHFEENRNELR,

Incorrect. People learn from the injection.

IR, (NFBELEFINE,

Incorrect. Only a production environment is needed.
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W—IMEHUTESD (game day) ITXIRIE—MLE?

What is the first step of a plan for performing a game day?

A) EXFHITIES

Define and execute drills
B) RBIFHRRIERE, ZEH

Identify and address problems, and test
C) itXlkrER

Plan the outage

D) /EEFIHMREREIE

Prepare and eliminate SPOFs

A) iR, HHRE—NLSER: BB WAL TUEAARRRISE". "SIEH AR TES "2z
XARITERIESS.
Incorrect. The first aspect is to plan: "Plan the outage of a plant by a large-scale fault
injection”. "Define the plan and execute drills" is a task for the game makers.

B) iR, ITHIMNE— LR "B B TUEN KRR,
Incorrect. The first aspect is to plan: "Plan the outage of a plant by a large-scale fault
injection”.

C) IEf. SBNT: 1.5— RIS 2REIILITE, FAKRBUEHR, SR MES 3BETUEaHR
MRKAGRAR 452K THIES 5. NEETIE XRUmE1T. (OBt A, $198)
Correct. The steps should be as follows:1. The first step is the planning of the outage 2. Based
on the plan, the team can prepare the outage by taking measures 3. The measure may involve
procedures that need to be tested 4. The outage is executed as planned 5. The defined
process must be followed. (Literature: A, Chapter 19)

D) iR, IHNE—IMLER: "Bt X BRI TUENHUEATEE",
Incorrect. The first aspect is to plan: "Plan the outage of a plant by a large-scale fault
injection”.

32/40
B—IUETIFTIREFR K (NFR) ?

What is an example of a non-functional requirement?

A) EARRERRAEFREERMEEIFREE

Have forward and backward compatibility between versions
B) FJLAERAHEIRA TEHERIRSR

Make it possible to report on delayed schedules
Q) FBEETEREICUSZRRS

Register financial transactions for a hotel booking system

A) i, IRAENERFESEMREFESERTIENRER. (8 A, $205)
Correct. Forward and backward compatibility between versions is an example of a non-
functional requirement. (Literature: A, Chapter 20)

B) iR, IREFE—MIhEE. BEt, AETIFTHREFRK.
Incorrect. The report is a function and thus not a non-functional requirement.

C) iR, MBRXHBE—MINEE. IFREERASHRFNRERX,
Incorrect. Financial transactions are a functionality. Non-functional requirements are related to
the quality of the system.
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AT BRI ESFERIEERFSE, NHTERBUR(E?

Which activity should be performed for the successful creation of reusable Operations user
stories?

A)

B)

9]

A)

B)

9]

FIE4E R S SR KRR T BB THAGR B KBRS SR

Associate Operations user stories to the relevant development enhancements and defects
ENATEEMEFRUERE, EEFEREI TREMEEMN TIERBXLRERTL

Define activities within the handoff process and then automate these activities using the
appropriate tools and supporting workflows

HIARTE L ERISHER PSR FRIA R

Identify all required operational work activities and actors needed to complete them

IR, N7 IMFERRTESFERNGHRFHNE, F—EEERIXMEE,

Incorrect. This is not an activity that must be considered for the successful creation of reusable
Operations user stories.

I, AT IRRER R ESERINEHRINE, RERXMERE. (E: A, 520F)

Correct. This is an activity that must be considered for the successful creation of reusable
Operations user stories. (Literature: A, Chapter 20)

IR, AT IRIERATESERNIZERFHNE, A~ EEERIXMEE.

Incorrect. This is not an activity that must be considered for the successful creation of reusable
Operations user stories.
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BERIUATER:

LEFK

HE KT E
IRIFERIT AT

1.
2.
3.
4. B FISEafIiRE
=

Hi N ER—REEER — =R ER?

Please consider the following elements:
1. Change requests

2. Deployment pipeline tools

3. Compiled program executables
4.Tutorials and standards

=%IN

Which two elements are typically stored in a single shared source code repository?

A) 1702
1and 2
B) 1%04
1Tand 4
C) 2%03
2 and 3
D) 2%04
2and 4

HERTE, TR

PROFESSIONAL
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A) iR, TEBK (1) ARESHREATZEIMASm. B, AAOzEEER—H=RCBEERE

B, TEFERCRICREmAMFISEIFIERF, MANZELZRUBEEESR. BEkE (2)
TENSEFEREER—HZRABEEEER.,
Incorrect. Change requests (1) are not part of the single shared source code repository since
these are not artifacts that encode knowledge and learning. Change requests are registered
on the product backlog, which is not part of the shared source code repository. Deployment
pipeline (2) tools are part of the single shared source code repository.

B) iR, TEIFK (1) ARESMAMMITZIUNEI@E. B, FAZFEER—HL=RAEFERE
B, TEFKELZICRAET mAVENEIYIRT, MANZAERZREEFEER. BFEmiingE

(4) NAFEER—HERAEEEER.
Incorrect. Change requests (1) are not part of the single shared source code repository since
these are not artifacts that encode knowledge and learning. Change requests are registered
on the product backlog, which is not part of the shared source code repository. Tutorials and
standards (4) are part of the single share source code repository.

O) EiR. WFFETHITH (3) FEESMRMAIEIMUAIEGR. B, FNEEEZE—HZER
BEFEER, aTHT]EHAZHEIRN TSmO (B ETmti) , mIFk—H=EN
WOEiEE (BREBRKERNBEANR)  BBEAKE (2) TENISEHES—HERAEEEESE.
Incorrect. Compiled program executables (3) are not part of the shared source code repository
since these are not artifacts that encode knowledge and learning. Executables are stored as
binary in the artifact depository (output of the deployment pipeline) and not in the single
shared source code repository (input of the deployment pipeline. Deployment pipeline tools
(2) are part of the single shared source code repository.

D) IFff. BPEAKEIR (2) RIBFEmilinGE (4) RESMRMMAIEIMAEm, Eit, EFEE
F—HZRAIEEFEER, (Ot A, $520F)
Correct. Both deployment pipeline tools (2) and tutorials and standards (4) are part of the
single shared source code repository, since these are artifacts that encode knowledge and
learning. (Literature: A, Chapter 20)
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BRE AR BRI BiREHA?

What is the goal of converting local discoveries into global improvements?

A) EFSCEAVAS, AREDeviOpsiLl:, AT MAREZNHEIILE.
To elevate the state of the practice of not just Dev and Ops, but also the entire organization.
B) {ERTERARSSFIINEARSS ERREE NN EMF RIS ARIR.
To make it easier for all new and existing services to leverage the collective knowledge.
O) SUEMMEMEFNEI LR ERE, EEEHENRE,
To make the work culture more collaborative and to make the systems safer and more
resilient.

D) BB ABBZREEFE. ATRIMMK.
To reinforce a culture where everyone feels comfortable and responsible.

A) [Efa, XERRERRIMEAERBIANBR. (OJ8k: A, 5205)
Correct. This is the goal of converting local discoveries into global improvements. (Literature:
A, Chapter 20)
B) iR, XN BEIREEEMAVAFIIREERK(NFR)FTIZ4ERTIRIT.
Incorrect. This is a goal of the underlying design for Operations through codified non-
functional requirements (NFRs).
C) iR, XM BEIREMEERE, BIEEBREFIFMLH,
Incorrect. This is a goal of reserving time to create organizational learning and improvement.
D) iR, XN BEREEHAEEIMATHEIFEH.
Incorrect. This is a goal of enabling and injecting learning into daily work.
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ﬁggﬁﬁlu?ﬂﬁﬁlﬁufﬁ%{ HER, (Tt 17N RIS P ERRE A B A B e = A0i0
BN,

B— A RET HZRRB R SHR?

Developers can make it easy for any engineer to correctly create and use logging and
encryption standards in their applications and environments.

Which is not a shared source code repository item that supports this?

A) RBENEEFNERE
Code libraries and their recommended configurations
B) MER
Deployment packages
C) BERZ (0S) BRI
Operating system (OS) packages and builds
D) IEEETH
Secret management tools

A) iR, KEEREEFRESRM TAMNRSEERE, THEMNATNAERINEMHRITH, NmE
T I iRt plH R B SRR,
Incorrect. Since code libraries and their recommended configurations have effective security-
specific configuration settings for the components they use in their application, it makes it
easy for any engineer to correctly create and use logging and encryption standards.

B) iEf. #PERRIEN (i4) MIFFFRAR (FFR) BIHGY, EMARMSHS. BEEFAARA
DASRENRLL B e TR DTE N FRfE e IR Al (EF HSICRANINENE.  (OOBk: A, 58228)
Correct. Deployment packages are a deliverable of an engineer (Operations) rather than a
Developer (Development), therefore it is not an item that supports this. The question is about
what a developer can do to make it easy for any engineer to correctly create and use logging
and encryption standards in their applications. (Literature: A, Chapter 22)

C) $&iR. OSEFMNAREE, TAENARFPERIAMRIT, MERHBMNZERERE,
{E T2 Maets & 5 (BT R FRfE R B (R B SC RN R,
Incorrect OS packages and builds make it easy for any engineer to correctly create and use
logging and encryption standards in their applications, as it provides effective security-specific
configuration settings for the components they use in their application.

D) {HiR. MEEETERMBMNTEEERE, MEHRE. NEMESE, FL2INEeEESEEN
FRRE e R A B3 B G RAN N A,
Incorrect. Secret management tools make it easy for any engineer to correctly create and use
logging and encryption standards in their applications, as it provides effective security-specific
configuration settings like connection settings, encryption keys etcetera.
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FRARRS THAINIERS, R HREEI UL,

DB —FpiE R e A BERIBE L XU BS ?

When developers are introducing code, there is always the risk of enabling unauthorized
access.

Which control does not mitigate that risk?

A) KHEiFE
Code reviews
B) iz
Code testing
C) BXUHFTANT
Effective patching
D) &&EMix
Penetration testing

A) IR, NIESTFREAURINESEEHS (FIRXMAE, JLERETEE) .
Incorrect. The code review can reveal the introduction of malicious software code that enables
access via backdoors.

B) fHiR. ABUKALARIAERGHERIER.
Incorrect. The code testing can reveal the enabling of unauthorized access.

C) IEf, BTN T RERAMARARFREINID, REEMRmRME. (Ot A, 58225F)
Correct. Effective patching does not reveal the introduction of code of the developer, it only
solves bugs. (Literature: A, Chapter 22)

D) f#HiR. BEUKALURMNRREFFERNSSEE THRR (FTLUFIRREHTIERAGEE) .
Incorrect. The penetration test can reveal weak spots in the application that have been created
of left there on purpose to enable unauthorized access.
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ORISR T N AR AR ?

What is an example of creating telemetry in an application?

A)
B)
9]

D)

A)

B)

9]

D)

BERF(OS)HEE
Operating system (OS) changes

BHIFHERRAE

Review of system logs on a daily basis
ZEHENTE

Security group changes
FAFZBINES

User password resets

HiR. XETNRAEFETEMIRBMGRIENTE, FIEE IS NARER.
Incorrect. This is use of telemetry for the infrastructure environment where the application is
hosted, and not specifically to the application.

IR, XETNAREREIEMREMNSHENEE, FFE S INERER.
Incorrect. This is use of telemetry for the infrastructure environment where the application is
hosted, and not specifically to the application.

iR, XEBETNRAEFETEMIRBMGRIENTEE, FIEE I NAER.
Incorrect. This is use of telemetry for the infrastructure environment where the application is
hosted, and not specifically to the application.

IEffg, XRFYNAEFRENWTE. (Ot A, 5$225)

Correct. This is use of telemetry specific to an application. (Literature: A, Chapter 22)
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BB NRIESIFEMMER, R Rz XIEAYEEZHEE?

Which process serves as a primary control to reduce Operations and security risks and also
supports compliance requirements?

A)
B)
9]

D)

A)

B)

9]

D)

TEEEME

Change management process

EEEEEME

Configuration management process
EmilEEEERRE

Release and deployment management process
RSB RANESTEERFE

Service level management process

B, JVFFRBHIAEITE BRENSE T TEEEME. XERREENRZ SN F B HEE,
BRMNZEEEREKETEEIERE, IIBEEMMEER, I —ARERIRAGIER, RIFTEXEEHk
BTESEN. (O A, $23F)

Correct. Almost any IT organization of a significant size will have existing change management
processes, which are the primary controls to reduce Operations and security risks. Compliance
and security managers place reliance on change management processes for compliance
requirements, and they typically require evidence that all changes have been authorized
appropriately. (Literature: A, Chapter 23)

IR, NERMBXRSISEEMNER, TRETARASITBEXICHSiERR, EBF 8T
PEEXIBG, ECEEEITL. e, EHIfRSFHZIEER.

Incorrect. This process provides information about the services and each configuration item.
This could be used to analyze and detect potential risks and improvements, but is not the
process responsible for reducing those risks. Configuration management plans, implements,
controls, and reports, and verifies configuration items.

AR, RMHEEEEMEELERMEMAONE, SEESTENRH, TEEEREREE. =it
TH, EENERHMMNEEEEREPSTRISA.

Incorrect. Release and deployment management is the process that actually implements the
approved release that can include numerous approved changes. The change management
process controls and approves changes and then coordinates efforts with the release and
deployment management process.

HiR. SLMIRZIRRRZIIRSRANRMREE, HEWSER, WRERE TIRNEAMNZEE
X, (BFFEEEETRENEG,

Incorrect. The SLM process ensures the delivery of the required level of service, as agreed with
the business. It does state which compliance and security requirements are needed, but it is
not the process that will help reduce those risks.
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Bb—IUE T RABER S B HIEERYER R ?

What is a drawback when adopting the separation of duty control?

A)

B)

9]

A)

B)

9]

Hﬂiﬁ%ﬁzﬁu;ﬁﬁﬁﬁﬁ%}ﬁﬁ&lﬁUFELISZEUE’\JQE?EI{’EE’\J&T%, FERERIGREERE, BISTHA
I1E.

The separation of duty control can often impede development efforts by slowing down and
reducing the feedback that engineers receive on their work.
RRSBEFBEERFAAROANEERERTEANS, HABREERTHE. FHEE, EEBFN
IR,

The separation of duty control requires the Developer to submit changes to a code librarian,
who would review and approve the change before it is promoted to production.

RSy EiIEtlERERIOES IRISESR, FTRBEFE, NATERERMAVERIE. BRR
DEEfERETENGERNTE.

The separation of duty control results in unnecessary work since it requires inspection of code
check-ins, and code reviews, providing the necessary reassurance about the quality of our
work.

IFffg, RS BERESRD TRRIMEIRXTE TFRRISAH EREUIRANRE RS, EIEIIF. Xt
255 TR TEREAESEPR(E, iRE5 7 BeIREARARFIEN. Eit, BRI T,
FAINOZERISERER D B IEHIEIE, TAIERERE. FEESRNERER. AEiTHESEE
BN, (OZEk: A, $523F)

Correct. Separation of duty can often impede this by slowing down and reducing the feedback
engineers receive on their work. This prevents engineers from taking full responsibility for the
quality of their work and reduces a firm’'s ability to create organizational learning.
Consequently, wherever possible, we should avoid using separation of duties as a control.
Instead, we should choose controls such as pair programming, continuous inspection of code
check-ins, and code review. (Literature: A, Chapter 23)

HiR, XEEMAYSHFRE TR EEER(SDLORITTE, MAEDevOps, DevOpsiErzaIfzHiEiEe
REXRIE. FHEOEE—IRRBRAR RADITEH, XEEHIEEAN TIFRERVUERIE, b, &
?%ﬁ%ﬂ%ﬁ%%i@ﬂﬁﬁ MREBKASHE, BIITURAEERAEFEE, IERRIISTN TS
XX
Incorrect. This reflects the old approach supporting the software development life cycle
(SDLC) and not DevOps. The recommended controls for DevOps include pair programming,
continuous inspection of code check-ins, and code review controls. These controls provide us
the necessary reassurance about the quality of our work. Furthermore, by putting these
controls in place, if separation of duties is required, we can show that we achieve equivalent
outcomes with the controls we have created.

HiR, FAIMIZERISERSR D BIFAEEIEE, MAEEERE. FEaEsRIBIER. BiTH
EEENe. Hoh, BXLIEEEREESLRIN S, MNREKRMEZSE, FAITLIFBESEZAUEEIE
I, EBBEAIISCIL T HFER.

Incorrect. We should avoid using separation of duties as a control. Instead, we should choose
controls such as pair programming, continuous inspection of code check-ins, and code review.
Furthermore, by putting these controls in place, if separation of duties is required, we can
show that we achieve equivalent outcomes with the controls we have created.
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WTREAFEFRNIERSR, HEEERA.

[ = f 3 [ =f 3
1 C 21 A
2 A 22 C
3 B 23 B
4 A 24 C
5 B 25 B
6 A 26 A
7 B 27 B
8 C 28 B
9 C 29 A
10 D 30 A
11 D 31 C
12 C 32 A
13 B 33 B
14 A 34 D
15 C 35 A
16 A 36 B
17 C 37 C
18 D 38 D
19 A 39 A
20 C 40 A

=%IN

EXIN
DevOps

PROFESSIONAL

#Ei1{#£% EXIN DevOps Professional (DEVOPSP.CH)

62



=%IN

PROFESSIONAL

#Ei1{#£% EXIN DevOps Professional (DEVOPSP.CH)

63



b

D

D

Driving Professional Growth

BX= EXIN

www.exinchina.cn

info.china@exin.com

WeChat ID: EXINCH


https://www.exin.com/

	考试说明
	考试样卷
	答案解析
	试题评分

