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1/40
RAEFG ST —REENTNHELERS. — M EFPNKRECEMFRIE.

SHZEFME, XIDEAREEHA?

A database contains a few million transactions of a phone company. An invoice for a
customer has been generated and sent.

What does this invoice contain for the customer?

A) #dR
Data

B) 582
Information

C) HIESER

Data and information

2/40
HIRIEREAREN?

What is the difference between data and information?

A) HIEAILIRHISEIEEHT. EEEEEXAEIE.

Data can be any facts or figures. Information is data that has meaning.
B) #UERARSMMLEFERL. (SR BREMECFER.

Data consists of unstructured figures. Information consists of structured figures.
C) HEAFER2MN. EEFEREMN.

Data does not require security. Information requires security.

D) #HELBME. FEREZINENEE, BENE.

Data has no value. Information, which is processed data, has value.

3/40
B—IREEEENER?

What is the focus of information management?

A) IR SSENFIRIE AR PRSI T
Allowing business activities and processes to continue without interruption

B) HRIRBIAIFBEERUNME

Ensuring that the value of information is identified and exploited

C) BrLEREFNBIALIEECERS

Preventing unauthorized persons from having access to automated systems

D) THHEEWEIE—MERFiR)
Understanding how information flows through an organization
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4/40
ROV T RESEIGRINEG, A7 ERBUELAETE,

JIMEENXBG, ROz T RHTA?

An organization must understand the risks it is facing before it can take appropriate
measures.

What should be understood to determine risk?

A) EERERIATREM R ENIARRIFN

The likelihood of something happening and its consequences to the organization
B) &ELHEXHNRELCRIANIMERZEHK

The most common dangers and how to mitigate these as defined in best practices
C) AAMEIGHEIN AR ELRENS R AR SSTER

The threats an organization faces and how vulnerable the organization is to them
D) ARMEIRAITHRIFNEMAR R ISR AT N RENATIETE

The unplanned events an organization faces and what to do in case of such an event

5/40
PREFTTEMEAINEYE, B—IEERNSE="TEMSmE?

Besides integrity and confidentiality, what is the third reliability aspect of information?

A) iRt
Accuracy

B) =A%
Availability

0 ==
Completeness

D) fME

Value

6/40
REBENUEATREEENE —aWETEM. RERTIREIMAIEETENHRAE, LGS
TEFTENHL L.

XTSRRI =R AR IE?

An organization has a network printer in the hallway of the company. Many employees do
not pick up their printouts immediately and leave them on the printer.

What is the consequence of this to the reliability of the information?

A) EERITRMEABSBRENRIL,

The availability of the information is no longer guaranteed.
B) (EEMEMTAGEIRIE.

The confidentiality of the information is no longer guaranteed.
C) ERNTEMEABEEIRIL,

The integrity of the information is no longer guaranteed.
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SRR RIHEE T AXEY?

What is the difference between accountability and auditability?

A) BRMRIERARNUSIKFEEREI,
BRI RIS AREE T it
Accountability means an organization has their financial accounts well-administered.
Auditability means an organization passed an audit.
B) AIEMERISNBLEMIIERAS.
AHEITMERIE RN ERIF R HE,
Accountability means being liable for the results of an organization’s activities.
Auditability refers to an organization’s readiness for being independently reviewed.
C) [EEMRENNAITIIRE,
RIS AR TR,
Accountability means having responsibility for an individual’s actions.
Auditability means having responsibility for an organization’s actions.
D) [AIEMEISERETHFEIIHT-BRHFLAR (SOX) .
BRI ERIEELESFISO/IEC 27001,
Accountability means that an organization complies with Sarbanes-Oxley (SOX).
Auditability refers to an organization complying with ISO/IEC 27001.

8/40
B—IEr R S EE R EHHIBRY?

How is the purpose of an information security policy best described?

A) EEZEHHHCR T RS TFISHESES.
An information security policy documents the analysis of risks and the search for appropriate
controls.

B) EERETIHNARRIEXERLENESHISHE.
An information security policy gives direction and support to the organization regarding
information security.

C) ERZETHRHUENAT, FEXEITHIEMRML,
An information security policy makes the security plan concrete by providing it with the
necessary details.

D) ERZ27FFAILUEANRN T BEMEFIIEERIER.

An information security policy provides insight into threats and the possible consequences.
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9/40
SaraRI{ESS BIHRABLFET N ATHERIFENR.

LT =P P VAEAT (g

Sara has been tasked with ensuring that the organization complies with personal data
protection legislation.

What is the first thing she should do?

A) BEEEARSHFEREETIZEIR
Appoint a person responsible for supporting managers in adhering to the policy
B) &MZELLWEMEFENAEERIZES
Issue a ban on collecting and storing personal information
O) ILRTHRHFRZECHTALGE
Make employees responsible for submitting their personal data
D) BN ABIRRIFEEECSIRRFABER

Translate the personal data protection legislation into a privacy policy

10 / 40
RAFREBE—EDITLIFIME.

SHNEEFN, ARIFNRREERE?
An organization decides to outsource some of its IT.

How can information security best be ensured when working with a supplier?

A) EHNEHBERAPER—BFIEEREE (ISO)
Appoint a new information security officer (ISO) in the supplier’'s organization
B) 7EMMYPIERENRNEIERREERK
Formalize the information security requirements for the supplier in an agreement
) BRMERZENE, SFENECHEIERR
Keep both organizations fully separated to make everyone accountable for their data
D) EXRUNEBEEFERIRERER

Require the supplier to follow the customer organization’s processes and procedures

11/ 40
RSB S R BRI R S R ER?

Who is responsible for the translation of the business strategy and objectives to security
strategy and objectives?

A) BFEEERLZLE (CI1SO)
Chief information security officer (CISO)
B) B8
General management
C) ERZEE (ISO)
Information security officer (ISO)
D) ERLZEHE

Information security policy officer
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12 /40
ANE RO FRAA?

Which is the best example of a human threat?

A) REESEE IR,

A leak causes a failure of the electricity supply.
B) UREmaEEIMS L.

A USB-stick passes on a virus to a network.

C) RSE=HBRRETZ.

There is too much dust in the server room.

13 /40
RMEERFRRT ERFNRET, BREENRT. B8 HREIEIIMRETE.

B MERL ML TREZ 2N TIEFIIER?

A database system does not have the latest security patches applied to it and was hacked.
The hackers were able to access the data and delete it.

What information security concept describes the lack of security patches?

A) 2
Impact
B) XSG
Risk
C) R
Threat
D) Messtt (i)
Vulnerability
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14 / 40
—RNBREKK, HIER IREEEIN7, XSS EMRRE MRS AKINK, BE,
IRSBEREAMMANRE. REFEER— M EENSEHHHTESRN, ERITFESXHhEKXRT.

IR K SKIERY, T R FRIEE R S ?

There was a fire in a company. The fire department quickly arrived at the scene and could
extinguish the fire before it spread and burned down the entire premises. The server,
however, was destroyed in the fire. The backup tapes kept in another room had melted and
many other documents were lost.

What indirect damage is caused by this fire?

A) FERRUTENES
Burned computer systems
B) RERAYSG
Burned documents
C) BRI
Melted backup tapes
D) KiFiRE
Water damage

15740
WRIEASSEBINAE, BIAETLARAARERIXBGEERER,

IR XU SRS ERiE 5 e ?
Companies can have different risk strategies depending on the type of business.

Which risk strategy is most suitable for a hospital?

A) Xz

Risk accepting
B) XIBSAiE:

Risk avoiding
C) XpaEz=

Risk bearing

D) Xf&hiz
Risk neutral
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PATREUZAINBE ST LARMAREBRNER. NEoTERRNEZER.

B—IRE T XSS T EE R R?

A well-executed risk analysis provides a great deal of useful information. A risk analysis has
different main objectives.

What is not a main objective of a risk analysis?

A) TESHRA ST Z B E

Balance the costs of an incident and the costs of a control

B) HAREEXAYMESSIERNRE)

Determine relevant vulnerabilities and threats
C) RAIEFREMNE
Identify assets and their value

D) sCrtfahErlizh

Implement measures and controls

17 / 40
BP—IUR AR K KASHIEHI M= ?

What is a repressive control in case of a fire?

A) ERIKRKEHITHING

Putting out a fire after it has been detected
B) EEXKIERANURE

Repairing damage caused by the fire
C) RARKREREE

Taking out a fire insurance

18 /40
RO ESRNERIRHA?

What is the goal of classification of information?

A) MEiRE, EERERZIR5
Applying labels to make the information easier to recognize

B) #ERT @B R ERIF

Creating a manual on how to handle mobile devices

O) RIEEERISREREREIN

Structuring information according to its sensitivity
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19/ 40
LATIRES BHRERRERZHA?

What is the most important reason to apply segregation of duties?

A) BRRTAEE—BEMEFTIE

Ensuring that employees do not do the same work at the same time
B) iL2rRTHRENECHEHERFAESRE

Holding all employees jointly responsible for the mistakes they make
C) BPHAER SRIRLESSFIERD

Making clear who is responsible for what tasks and activities

D) S&APREMAIRERERINESINELAIATEE

Minimizing the chance of unauthorized or unintended changes

20/ 40
HRERIDEISNEETERHA?

What is the best way to ensure appropriate access to information?

A) BaftIEmR
Automate workflows
B) ENIR{FRIE
Define operating procedures
C) FBEESHEFIESS
Develop work instructions for all tasks
D) Rt
Provide training

21/40
—RAFW—MDBURET KK, RITHREZEIRRRBLIISELELT (R,

ESAEHRRA I RS mE AR

A fire breaks out in an office of an organization. The employees are transferred to
neighboring offices of the organization to continue their work.

Where in the incident cycle is moving to a stand-by arrangement found?

A) REMRSHEMERZIE

Between the damage and recovery stages
B) EHMERSIREMRZIE

Between the incident and damage stages
C) EMBRSEEMNERZIE

Between the recovery and threat stages
D) EUBIFERSSEMMERZIE

Between the threat and incident stages
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22 /40
—BRTERM—FITEHZIHIREMARNIBAIER THRENR, MtRE—ENHTIHR A, T2
ISt e BHHRELRS A,

RBFETEARCR T LANHEHEXER:
- EEBFORTIE]

- S4B

- SHYFTREIER

LAERRD T B ARIIER(ER?

An employee discovers that the expiration date of a policy has been changed without her
knowledge. She is the only person authorized to do this and reports this security incident to
the helpdesk.

The helpdesk worker records the following information regarding this incident:
- date and time

- description of the incident

- possible consequences of the incident

What important information about the incident is missing here?

A) EHREENES

The name of the person reporting the incident

B) HB&IR

The name of the software package

C) HiN (PC) &S
The PC number

23 /40
A 2EHFEHBRPEERSERAR (ISMS) RER?

Why is it important to regularly audit the organization’s information security management
system (ISMS)?

A) FHiFREFSRTHRERLENELEX,

Audits are a common requirement in customer contracts to ensure information security.
B) HiRETEEHINERNVEER,

Audits are a required element in order to comply with legal or regulatory requirements.
C) St RIARNRALRANSS Birse I EIERE,

Audits uncover issues with the ability to meet an organization’s financial targets.
D) HitRMERREIEHILHEFAISEA.

Audits uncover weaknesses in the implementation of information security controls.
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24 /40
BRin = BRI ERA TR FHRMEHI TRAARRE?

Which document would include a rule that forbids the use of company e-mail for private
purposes?

A) RITNRIES

Certificate of good character
B) f7/9/EM

Code of conduct

O (BREIERIFEGI) (GDPR)
General Data Protection Regulation (GDPR)

D) {R&E MY (NDA)
Non-disclosure agreement (NDA)

25/ 40
SRTRMSEMET, BENREEIERS?

When an employee detects an incident, to whom should it typically be reported first?

A) RSBE

The helpdesk
B) (ERZ2EIE (ISM)

The information security manager (ISM)
C) ERZEE (ISO)

The information security officer (ISO)
D) &3

The manager

26 / 40
ERR T ERRERRNIRENIERTA?

What is the most effective way to create information security awareness among
employees?

A) BEREINERREEERN L
Focus awareness training on the management team
B) iLATERTSMINRERZ 2R
Send all employees to an external information security training
C) R FHMFEARRIRIRITL
Set up an organization-specific awareness program
D) XREVERRELEEZEH)IRE

Use a generic, online information security training course
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27 / 40
B —TpiR =S AT A E AR E R AAE?

What physical control manages access to an organization’s information?

A) ZEZH

Installing air conditioning
B) ZILfERUE

Prohibiting the use of USB sticks
C) BEXKAFRMENY

Requiring username and password

D) fEFERHRFIER

Using unbreakable glass

28/ 40
HEGEHOGEREIRE, BREEREN.

X ECEN SRR ORI R BB AREXAIXG?
A data center uses battery packs but has no power generator.
What is the risk associated with this setup for the availability of the data center?

A) THFERSRTEASHEENMA, EAMAERREELEN.
The main power may not come up again automatically when restored, because this needs a
power generator.

B) EREIRHTEEAIEEEIE /LML, XSRS SEERIRAT A,
The main power outage may last for longer than a few minutes or hours, which will cause
unavailability of power.

C) EARIEREHBIR, LIRS/ LRERASEHmELL T,
The battery packs’ lifespan is limited, so they may run out of diesel and stop functioning after
a couple of days.

D) EEithAMRTES /NSRRI, FrLARBEREEIRAYRIF,
The battery packs must be powered by the power generator after a few hours, so they only
provide limited protection.
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29 /40
RSB ANAERETE?

Why is air conditioning placed in the server room?

A)

B)

9]

D)

BRMHERBELEIAZEEAEER . B, MRRSHFNEREETS, JRERIRING B,
Back-up tapes are made from thin plastic that cannot withstand high temperatures. Therefore,
if it gets too hot in the server room, they may get damaged.
RSFENBRNNTEARTNASER FLE. SREINT IEEI<.

Employees that work in the server room should not work in the heat. The heat increases the
chance that they make errors.

TR BT, AT SHTISH, FITAEARHIREERRE. Wit SEETLIHIERAY
FEHTRREMISIE.

In the server room the air must be cooled, and the heat produced by the equipment must be
extracted. It also dehumidifies and filters the air in the room.
RSFNBREDNEFENRIF . FOEABIRETHEDATE).

The server room is the best way to cool the air in the office. No office space must be sacrificed
for such a large piece of equipment.

30/40
Tz ed, ATLNASMRIFR, FRERRRIEE.

BB—IAARE T HRIFER?

In physical security, multiple protection rings can be applied in which different measures
can be taken.

What is not a protection ring?

A)
B)
9]

D)

Building ring
SRR

Middle ring
LTE=EIR

Secure room ring

HNA
Outer ring
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31/40
BRI = EeEHER~ TR,

B—IRHRE L ENREZTTE?
The control to secure an asset depends on the asset.

What is the most appropriate way to secure the asset?

A) BHIERAEFHRFEEZE
Secure a form by having it filled out and signed off
B) BIDESMHF—EEICA RN, MRECAERTS
Secure a laptop by assigning it to a single user
) BYMERRUEZS
Secure a USB-stick with encryption
D) BIEDHREEMEZ S

Secure an internet connection with a back-up

32/40
B—IER L EEHETEFAER AR ERRE?

What information security control helps to develop systems with information security in
mind?

A) TRIRSSERTTR

Ensuring redundancy of the servers

B) SCHEVIEEN I

Implementing physical entry controls
C) WRTHITEREE

Performing background checks on employees
D) MR EREHIED LD R

Using data classification on information assets

33/40
HANWZTER, WERTFRTTEDA.

IHERZREU+ AT H?
An organization changes its policy. Employees are now allowed to work remotely.
What control should now be put in place?

A) BIEERV-LANXIQABIMEHITHER

Create V-LANs to segment the corporate network
B) XA BN ERYEREH TN

Encrypt the information on the corporate network
C) ERTIMLE ELEER K IE

Install firewalls on the corporate network
D) fEFRVPNZEESINEIML

Use a VPN to connect to the corporate network
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34/40
RARR TR TFREICARRETIRIFRIIERARIF. ATREZREEIAAR, FrERaEx
FAtERIRYZEIARY.

INRFELSEHOMEE, NINREFAIER.
T AfBR T IR AR R ?

The employees of an organization work on laptops that are protected by asymmetrical
cryptography. To keep the management of the keys cheap, all consultants use the same key
pair.

If certain information is compromised, new keys should be supplied.
In what case should new keys be supplied?

A) ZFAEAIARTROIRT

When the private key becomes known

B) SR{AJIARTANRS

When the public key becomes known

C) SRNPEMEEE (PKI) FIARTANRS

When the public key infrastructure (PKI) becomes known

35/40
NIPEAHEEN (PKI) BefRitaih=e?

What sort of security does a public key infrastructure (PKI) offer?

A) PKIFBR T EEAEH A BIEUE.
A PKI ensures that back-ups of company data are made on a regular basis.

B) PKIREFRERBETMNENISZELEM.
A PKI shows customers that a web-based business is secure.

C) PKIEIEHMARRRETFRENAE.
A PKI verifies which person or system belongs to a specific public key.

36/40
RS EURTER R — R T HUTRE LAITHRE N, RS T B EshRIRE R ?

Which type of malware is a program which, in addition to the function that it appears to
perform, purposely conducts secondary activities?

A) ZIENFH
Logic bomb

B) BSR4
Spyware

0 K5
Trojan

D) iR

Worm
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37/40
BRSBTS 2B B R EHRE L — S IR BN EE?

Which type of malware builds a network of contaminated computers by replicating itself?

A) ZiENFH
Logic bomb

B) [BNSER4
Spyware

0 KB
Trojan

D) iR

Worm

38/40
B—ISEREEB XA ENETLERTHREER?

Which is a legislative or regulatory act related to information security that can be imposed
upon all organizations?

A) (BRREEERIPEGIY (GDPR)
General Data Protection Regulation (GDPR)

B) R (IP)
Intellectual property (IP) rights

C) ISO/IEC 27001
ISO/IEC 27001

D) ISO/IEC 27002
ISO/IEC 27002

39/40
BRI SOMREMIE THE B L2 e HlIRISCHE?

Which ISO standard is focused on the implementation of information security controls?

A) ISO/IEC 27000
ISO/IEC 27000
B) ISO/IEC 27001
ISO/IEC 27001
C) ISO/IEC 27002
ISO/IEC 27002

D) ISO/IEC 27005
ISO/IEC 27005
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40/ 40
RGN, BNMERRNERRERIN?

The standards of which organization is most commonly used in Europe?

A) E=EExmENS (ANSI)

American National Standards Institute (ANSI)
B) EFMREMELR (1SO)

International Organization for Standardization (ISO)
C) ExtmERAHFHAT (NIST)

National Institute of Standards and Technology (NIST)
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1/40
RAEFG ST —REENTNHELERS. — M EFPNKRECEMFRIE.

SHZEFME, XIDEAREEHA?

A database contains a few million transactions of a phone company. An invoice for a
customer has been generated and sent.

What does this invoice contain for the customer?

A)
B)

9]

A)

B)

9]

HiE

Data

=R
Information
HiESER

Data and information

Hix., HUEECSHIE, BRIEMAEFAXEGEERN, REMTHR TEKENEE.

Incorrect. The database contains data. However, when an invoice is generated and sent to a
recipient, it is information for the recipient.

_I—_ETﬁ% EFEENNERERERE. REEERKEENENEIRE, FIAZAEZR—FMES. (OZE:
A, 5485%)

Correct. The value of information is determined by the recipient. The invoice contains valuable
data for the recipient, and therefore it is information. (Literature: A, Chapter 4.8.5)

ik, RENEEEEENER.

Incorrect. The invoice contains only information for the recipient.

Information Security #Eif#% EXIN Information Security Foundation based on ISO/IEC 27001 21

Management

1SO/IEC 27001 (lSFSC H)



=%IN

2/40
HIRMERETAREN?

What is the difference between data and information?

A)
B)
9]

D)

A)

B)
9]

D)

HIETUREAELSEHT. EREEEXAYEUE.

Data can be any facts or figures. Information is data that has meaning.
LRI ET AR, [ERASEETERK.

Data consists of unstructured figures. Information consists of structured figures.
HIEAFEZEYE, ERREREN,

Data does not require security. Information requires security.

HERENE. FERESITNIENEIE, BEME.

Data has no value. Information, which is processed data, has value.

I, ERRBEEREERETH T EREENMNEIRESITELR, Ot A, $3.18)

Correct. Information is derived from data by giving it meaning in a certain context. (Literature:
A, Chapter 3.1)

HiR. HIETTLIREEWR, RETLIRIREHHERY, ERIEEZEMLA.

Incorrect. Data can be either structured or unstructured. Information is usually structured.

Hix. HENEEHEEZEMT.

Incorrect. Both data and information require security.

iz, HEEESEESNE.

Incorrect. Both data and information have value.
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3/40
B—IREEEENER?

What is the focus of information management?

A)
B)
9]

D)

A)

B)

9]

D)

ORI SSTERIAAAE N Tt AR L T

Allowing business activities and processes to continue without interruption
HRRAAIFRERIUNME

Ensuring that the value of information is identified and exploited

B LEREFNBIAIBI B MRS

Preventing unauthorized persons from having access to automated systems
T IRMERAAE—NMERGIRE

Understanding how information flows through an organization

HiR, XRAVSIEEMETR (BCM) &, BCMIYERIERSLESERNRT, (RHPEERERSZE

BRFERAFURIEN, HegTuERKE,

Incorrect. This is the focus of business continuity management (BCM). The purpose of BCM is

to prevent business activities from being disrupted, to protect critical processes against the

consequences of far-reaching disruptions in information systems, and to allow for speedy

recovery.

IFR. EEEERIE—MAAEXUENK. . BR. (FH. =4, EFNLEHEEENFR, HiE

EXFMFRBRESINMEBEIRBIFMEAREERNFAE, OH: A, $4.95)

Correct. Information management describes how an organization efficiently plans, collects,

organizes, uses, controls, disseminates, and disposes of its information, and through which it

ensures that the value of that information is identified and exploited to the fullest extent.

(Literature: A, Chapter 4.9)

EiR. XENHEENER, SHERERNNARSHIETELEEMCRS. SUEENERF.

Incorrect. This is the focus of access management. It ensures that unauthorized persons or

processes do not have access to automated systems, databases, and programs.

:%Eliéﬂﬁ% SESMER. BIEESHT, FJLAEE TH— ML ITRERIARE S UEEAR
UIL&/Jo

Incorrect. This is the focus of information analysis. It provides a clear picture of how an

organization handles information, and how the information flows through the organization.
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ROV T RESEIGRINEG, A7 ERBUELAETE,

JIMEENXBG, ROz T RHTA?

An organization must understand the risks it is facing before it can take appropriate
measures.

What should be understood to determine risk?

A) EERERIATREM R ENIARRIFN

The likelihood of something happening and its consequences to the organization
B) &ELHEXHNRELCRIANIMERZEHK

The most common dangers and how to mitigate these as defined in best practices
C) AAMEIGHEIN AR ELRENS R AR SSTER

The threats an organization faces and how vulnerable the organization is to them
D) ARMEIRAITHRIFNEMAR R ISR AT N RENATIETE

The unplanned events an organization faces and what to do in case of such an event

A) Ftfs. BN EREAFHREXG: EERENTRERENEWAImE, O A, $3.18)
Correct. Two high-level factors determine risk: the likelihood of something happening and its
impact on the business. (Literature: A, Chapter 3.1)

B) iR, BAENBSHIXEE, LULATIANRILRAREE, BREMBRNSIHH T ERREERE,
Incorrect. It is unwise to have this as a starting point when an organization defines their risks.
Doing what other organizations do does not make this organization safe.

C) EiR. XEXAEM—EELR. RETHETEREHREER, BRDT I EELE: EXEIWAIRIN.
Incorrect. This is a description of the term likelihood. Although it is important to understand
likelihood, an important aspect is missing: how it will affect the business.

D) iR, IIRERFECLEXEGFIES, EXEXNXBEAINIT, MAREST XTI
Incorrect. Eventually, matching risks and controls are needed, but this is rather a response to
risk than a way to understand risk in the first place.

Information Security #Eif#% EXIN Information Security Foundation based on ISO/IEC 27001 24

Management

1SO/IEC 27001 (lSFSC H)




=%IN

5/40
PREFTTEMEAINEYE, B—IEERNSE="TEMSmE?

Besides integrity and confidentiality, what is the third reliability aspect of information?

A) R
Accuracy

B) =AMt
Availability

0 ==
Completeness

D) fifE

Value

A) iR, EEN= TSR SESBRTREMN. RENENE. ERE B —3D
Incorrect. The three reliability aspects of information are availability, integrity, and
confidentiality. Accuracy is a part of integrity.

B) IEffs, ERN=ATRUESESIESTRYE. TEEMNEY. CE: A, $3.4.38)
Correct. The three reliability aspects of information are availability, integrity, and
confidentiality (Literature: A, Chapter 3.4.3)

C) EiR. FERN=NTEMSESIRURAM. BEMTEYE. Te2l7EEr—Fo.
Incorrect. The three reliability aspects of information are availability, integrity, and
confidentiality. Completeness is a part of integrity.

D) #iR. ERN="AISEMSESETRME. TEETEY.
Incorrect. The three reliability aspects of information are availability, integrity, and
confidentiality.
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RBENUAEATREEERE—aWSITE. RERTIREIMAIEESTENHRAIE, ML
FEFTENHLE.

XMTANERRIA SR HARIE?

An organization has a network printer in the hallway of the company. Many employees do
not pick up their printouts immediately and leave them on the printer.

What is the consequence of this to the reliability of the information?

A) ERAIFTRAMABEEIRI.

The availability of the information is no longer guaranteed.
B) ERANEMAHFERIRI.

The confidentiality of the information is no longer guaranteed.
C) ERRIERBMABBINRIL.

The integrity of the information is no longer guaranteed.

A) $HIR, EOIENFTEMERIRSRF, ERATLUER,
Incorrect. The information is still available in the system that was used to create and print it.
B) IEff, XLERABERENTNRIAFREARESRE, (KEk: A, 383.4.15)
Correct. The information can end up with, or be read by, persons who should not have access
to this information. (Literature: A, Chapter 3.4.1)
Q) $EiR. HFHENHF LERRAEER, HBMHNERIE.

Incorrect. The integrity of the information on the prints is still guaranteed since it is on paper.
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SRR RIHEE T AXEY?

What is the difference between accountability and auditability?

A) BRMRIERARNUSIKFEEREI,
BRI RIS AREE T it
Accountability means an organization has their financial accounts well-administered.
Auditability means an organization passed an audit.
B) AIEMERISNBLEMIIERAS.
AHEITMERIE RN ERIF R HE,
Accountability means being liable for the results of an organization’s activities.
Auditability refers to an organization’s readiness for being independently reviewed.
C) [EEMRENNAITIIRE,
RIS AR TR,
Accountability means having responsibility for an individual’s actions.
Auditability means having responsibility for an organization’s actions.
D) [AIEMEISERETHFEIIHT-BRHFLAR (SOX) .
BRI ERIEELESFISO/IEC 27001,
Accountability means that an organization complies with Sarbanes-Oxley (SOX).
Auditability refers to an organization complying with ISO/IEC 27001.

A) iR, BIRUEEMSSHREEREXR. dHIMESEGBEFEITLX.
Incorrect. Accountability has no direct relationship with financial accounting. Auditability has
no relationship with having passed an audit.

B) IEff, XERFMAETRIHERIEREN. (CLE: A, $3.4.48)
Correct. These are the correct definitions of accountability and auditability. (Literature: A,
Chapter 3.4.4)

C) iEiR. [IRMAIENXIER, EaEITHERENER, RIS ERTHRETX,
Incorrect. The definition of accountability is correct, but the definition of auditability is not.
Auditability has nothing to do with responsibility for the organization’s actions.

D) &R, [REMAIAEREIHEEARIERFSSOXEISO/IECHRA,
Incorrect. Neither accountability nor auditability refer to compliance with SOX or ISO/IEC
standards.
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B—IfEr R SRR T2 FHIBR?

How is the purpose of an information security policy best described?

A) EEZEHHHCR T RS TFISHESES.
An information security policy documents the analysis of risks and the search for appropriate
controls.

B) EERETIHNARRIEXERLENESHII.
An information security policy gives direction and support to the organization regarding
information security.

C) ERZETHIRHUENAT, FEXEIHIEML,
An information security policy makes the security plan concrete by providing it with the
necessary details.

D) ERZ2FFALUEANRN T BEMEFIIEERIER.

An information security policy provides insight into threats and the possible consequences.

A) R, PFXEFISHIZERNXBESFIXEEEFE .
Incorrect. The analysis of risks and the search for controls are the purpose of risk analysis and
risk management.

B) [Fifs. Bid%xestt, EEEALIRHEXERREMESHSE. (X8t A, $4218)
Correct. With the security policy, management provides direction and support regarding
information security. (Literature: A, Chapter 4.2.1)

0) EiR. TEMHEERRESHERY. TEIHERIEETILEH, BRRHA, TEEFRES
T,
Incorrect. The security plan makes the information security policy concrete. The plan includes
which controls have been chosen, who is responsible for what, the guidelines for the
implementation of controls, etc.

D) f&iR. MO ITRIBERIRIL AR T REMFIRTRERER.
Incorrect. The purpose of a threat analysis is to provide insight into threats and the possible
consequences.
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SaraRI{ESS BIHRABLFET N ATHERIFENR.

LT =P P VAEAT (g

Sara has been tasked with ensuring that the organization complies with personal data
protection legislation.

What is the first thing she should do?

A) BEEEARSHFEREETIZEIR
Appoint a person responsible for supporting managers in adhering to the policy
B) &MZELLWEMEFENAEERIZES
Issue a ban on collecting and storing personal information
O) ILRTHRHFRZECHTALGE
Make employees responsible for submitting their personal data
D) BN ABIRRIFEEECSIRRFABER

Translate the personal data protection legislation into a privacy policy

A) iR, EERESFARARRET N ALIERIFENIILESRG. W5, BERNERSIENE—EL
Incorrect. A person to support managers is not a requirement to become compliant with
personal data protection legislation. In addition, the policy should first align with the
legislation.

B) $HIR, XANSEFT N ATRRIPEINSTTE.

Incorrect. This is not the best way to comply with personal data protection legislation.

0) iR, XAARRET T ALIERIFIERAITTIE.

Incorrect. This is not a way to become compliant with personal data protection legislation.

D) iFffs. BFENNE—LEFEERNNEEER. (Xik: A, $5.15)

Correct. The first step to becoming compliant is to create an internal policy for the
organization. (Literature: A, Chapter 5.1)
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RAFREBE—ED I TIIFIME.

SHNEEFN, ARIFRREERE?
An organization decides to outsource some of its IT.
How can information security best be ensured when working with a supplier?

A) EVEARPER—BHIEEREE (1SO)
Appoint a new information security officer (ISO) in the supplier’'s organization
B) 7EMMNPIERENRNEERREEK
Formalize the information security requirements for the supplier in an agreement
) BRMERZESE, JFENECHEIERE
Keep both organizations fully separated to make everyone accountable for their data
D) EkMHNmEEEEHRRIEIRER

Require the supplier to follow the customer organization’s processes and procedures

A) iR, MRHNEARASEISO, NAVEBEAMNEALTERHISO.,
Incorrect. It is not necessary to appoint a new ISO in the supplier's organization if the
organization already has one.

B) IEffs, REESITINMUX—MEITES T —REERMNEXG, BiEERHNENEAREEITI.
(3Z@k: A, 585.208)

Correct. Although entering into an agreement is not a fail-safe mechanism to manage supplier
risk, it is the most effective way of doing so. (Literature: A, Chapter 5.20)

O 2, BPECFEEELRE. ERMEELSE, ENEREE B R E TRRR AL
NABANEERE.
Incorrect. The customer organization remains accountable for all information. Keeping the
organizations fully separated often implies the customer organization does not know how to
ensure or influence information security in the supplier's organization.

D) iR, XFHIFEFNGE, BANAIHANEHIER CHERRZERE.
Incorrect. This is not the best way because a supplier should be allowed to have their own
information security process in place.
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RSB S R BRI R S RSB R?

Who is responsible for the translation of the business strategy and objectives to security
strategy and objectives?

A)
B)
9]

D)

A)

B)

9]

D)

BFEEELREE (CISO)

Chief information security officer (CISO)
REETE

General management

EERREE (ISO)

Information security officer (ISO)
EELELHE

Information security policy officer

I, CISORTHRANRSEER, ARHEBNMEWVAHIRHRZEREE. (Xik: A, 55.25)
Correct. The CISO is at the highest management level of the organization and develops the
general security strategy for the entire business. (Literature: A, Chapter 5.2)

HiR. SEIRHHERISECISOME AL 2 RIRATEN ..

Incorrect. General management defines the strategy that is input for the CISO to define the
general security strategy.

HiR. ISORGRIEASNIBERHEEWSHIINEELEE, FRERESRIEST.,

Incorrect. The ISO develops the information security policy of a business unit based on the
company policy and ensures that it is observed.

iR, ERREHERREFHETERIITERTTE .

Incorrect. The information security policy officer is responsible for maintaining the policy that
is derived from the security strategy.

12 /40
AN BRI FRAA?

Which is the best example of a human threat?

A)
B)

9]

A)

B)

9]

iRt SRR,

A leak causes a failure of the electricity supply.
UR KRS EEINE L,

A USB-stick passes on a virus to a network.

ARSSERBEARREITZ,

There is too much dust in the server room.

IR, WEARANEN, T2IEASRR.

Incorrect. A leak is not a human threat, but a non-human threat.

. UBRBEIARAABARN. NREAUVEILRSHANE, BREmARRR. Ot A, 28
3.9.18)

Correct. A USB-stick is always inserted by a person. If this causes a virus entering the network,
it is @ human threat. (Literature: A, Chapter 3.9.1)

iR, RETBASEM, MEIEAEM.

Incorrect. Dust is not a human threat, but a non-human threat.
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REEERFRRT EEFNRENT, BREENRT . BE0SNREIEIIMREGE.

B MR L LA T RALZ 24 T EFRIIER?

A database system does not have the latest security patches applied to it and was hacked.
The hackers were able to access the data and delete it.

What information security concept describes the lack of security patches?

A)
Impact
B) XBE
Risk
C) Efp
Threat
D) fessit (ImiR)
Vulnerability

A) iR, FMEER S ERSEEERIRE,
Incorrect. Impact is the effect an event has on the organization or its information.

B) {HiR. NEGRBMRERTREMMEINAES.,
Incorrect. A risk is the combination of the likelihood and impact of an event happening.

C) EiR. BRI —MIFR—IMEBSENIERA— I MEsst. EXMERT, =T R,
Incorrect. An example of a threat is an external entity trying to exploit a vulnerability. In this
case, the hackers form the threat.

D) IEf. MRS5St (RiR) RI—MHIFRIRZMRIF. (XEk: A, 53.5.38)

Correct. An example of a vulnerability is a lack of protection. (Literature: A, Chapter 3.5.3)
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—RNBREKK, HIER IREEEIN7, XSS EMRRE MRS AKINK, BE,
IRSBEREAMMANRE. REFEER— M EENSEHHHTESRN, ERITFESXHhEKXRT.

IR K SKIERY, T R FRIEE R S ?

There was a fire in a company. The fire department quickly arrived at the scene and could
extinguish the fire before it spread and burned down the entire premises. The server,
however, was destroyed in the fire. The backup tapes kept in another room had melted and
many other documents were lost.

What indirect damage is caused by this fire?

A) FERRUTENES
Burned computer systems
B) RERAYSG
Burned documents
C) BRI
Melted backup tapes
D) KiFiRE
Water damage

A) R, FERANTENARZE K RIENNERERE.
Incorrect. Burned computer systems are direct damage caused by the fire.

B) $HIR, REASUHRXIIERIIEREIRE.
Incorrect. Burned documents are direct damage caused by the fire.

C) EiR. BURIFEHHETEXRERNERRE.
Incorrect. Melted backup tapes are direct damage caused by the fire.

D) IFffi. RAKEMERMAIKRIRE K RIEMAIEEIRE., XEHKHI—MEWER, BRI KIIERATR
ErERRIE.  (XEk: A, 5$3.108)
Correct. Water damage due to the fire extinguishers is indirect damage caused by the fire.
This is a side effect of putting out the fire, which is aimed at minimizing the damage caused
by the fire. (Literature: A, Chapter 3.10)
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RIEW SRR, BAFTLARARERIXBL RS,

IR XS SRS ERiE & e ?
Companies can have different risk strategies depending on the type of business.
Which risk strategy is most suitable for a hospital?

A) X

Risk accepting
B) XBGAiE:

Risk avoiding
C) Xz

Risk bearing
D) XB&Hsz

Risk neutral

A) #EiR. ERFERSEZREFRAEHITLEE T ERIXEE.
Incorrect. A hospital cannot easily accept risks due to financial losses or dying patients.

B) IEffs, ERNRENEHEAIXEE, (O A, $3.11F)
Correct. Hospitals should try to avoid any risk. (Literature: A, Chapter 3.11)

C) iR, XSRZEEEZ XK. XrAREREAEHIRMAARY T IaEMIIRE. BXHARE
B RS XAV ERAETT 0.
Incorrect. Risk bearing means that certain risks are accepted. This could be because the costs
of controls exceed the possible damage. In a hospital, this is not the best way to handle risks.

D) X, XSP2IERMLLIEHE, HAMAEHI, MEMEHIEM, SEMNRERERE. 55
PiERIRESIRTFSE, FEIERNANEXPE,
Incorrect. Risk neutral means that security measures are taken such that the threats either no
longer manifest themselves or, if they do, the resulting damage is minimized. Damage to
clients is never a good idea, so hospitals should be risk avoiding.
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PATREUZAINBE ST LARMAREBRNER. NEoTERRNEZER.

B—IRE T XSS T EE R R?

A well-executed risk analysis provides a great deal of useful information. A risk analysis has
different main objectives.

What is not a main objective of a risk analysis?

A) TESHRA ST Z B E

Balance the costs of an incident and the costs of a control
B) HEERAVHESSEFOEED

Determine relevant vulnerabilities and threats
O) RBIEFREMNE

Identify assets and their value
D) sChefErEfiizs!

Implement measures and controls

A) iR, XEXESTTHNEEZRIRZ—.

Incorrect. This is one of the main objectives of a risk analysis.
B) {HiR. XENESTHNEEBIRZ—.

Incorrect. This is one of the main objectives of a risk analysis.
0) iR, XEXESTHEZERRZ—.

Incorrect. This is one of the main objectives of a risk analysis.
D) IEffs, XARMBEDIRIBR. (KB A, $3.75)

Correct. This is not an objective of a risk analysis. (Literature: A, Chapter 3.7)

17 / 40
BP—IUR AR E K KASRUBHI M ?

What is a repressive control in case of a fire?

A) TERIKREFHITHING

Putting out a fire after it has been detected
B) {EEXKIERANRE

Repairing damage caused by the fire
C) RARKKREREE

Taking out a fire insurance

A) IEfa, XIUEHMHEHIRTLUSKRIEMINRERFEIRIE. (OBt A, 53.88)
Correct. This repressive control minimizes the damage caused by a fire. (Literature: A, Chapter
3.8)
B) iR, XAR—TUEHIMHEE. BHAEEEKIIERAIREEEIRE.
Incorrect. This is not a repressive control. It does not minimize the damage caused by the fire.
C) iR, RERATLIBERXKETRINZFTER, BT XLR.
Incorrect. Taking out an insurance protects against the financial consequences of a fire and is
risk insurance.
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ERDERDRHBRHA?

What is the goal of classification of information?

A)

M EiRE, EEEERZIR5!
Applying labels to make the information easier to recognize

B) #WWEXTF UL IR IR SRR
Creating a manual on how to handle mobile devices
C) RIFERNSREREREI
Structuring information according to its sensitivity
A) iR, BEEMETENENSE, REEDEN—MFHEN, EERDEDREHT.
Incorrect. Applying labels to information is designation, which is a special form of categorizing
information that follows on the classification of information.
B) iR, #WFFMERAFiEmEX, FIHERNDESR.
Incorrect. Creating a manual relates to user guidelines and is not classification of information.
C) IEfs, EEDEDRRNTAREEENAEHEREE, BEREIE. (OOl A, 55.125)
Correct. Classification of information is used to define the different levels of sensitivity into
which information can be structured. (Literature: A, Chapter 5.12)
19 /40

LATIRES BHRERREZHA?

What is the most important reason to apply segregation of duties?

A)
B)
9]

D)

A)

B)

9]

D)

HRR TAER—A SRR TAE

Ensuring that employees do not do the same work at the same time
2R THENE CATEERAESRE

Holding all employees jointly responsible for the mistakes they make
AR SR SRR LSS A ERN

Making clear who is responsible for what tasks and activities
EAPREMIR/D R EREIZNH S NE AT RE

Minimizing the chance of unauthorized or unintended changes

iR, ARDBEANTELKERZENNEIINEN, S0EABRRE, ARIERNNFREDN.
Incorrect. Segregation of duties is used to avoid the chance of unauthorized or unintended
changes, or the misuse of the organization’s assets. It does not define when activities should
be performed.

iR, MESBERBESNIESTT. XREI—FAHLRRBEET.

Incorrect. Segregation of duties separates tasks and responsibilities. It does not make a group
of people jointly responsible.

HiR, MRDBEENTEARERZFNEEINEN, SRAERZER, HBIHIEATEREH
ERERMA.

Incorrect. The segregation of duties is used to avoid the chance of unauthorized or
unintended changes, or the misuse of the organization's assets. Its objective is not to make
clear who is responsible for what.

Eff. IREOVANE, MIBRAERSIBINGEINEYN, hMENAF BN, (Tt A, 553
)

Correct. Duties must be segregated to avoid the chance of unauthorized or unintended
changes, or the misuse of the organization's assets. (Literature: A, Chapter 5.3)
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HWRERIDEINRETERHA?

What is the best way to ensure appropriate access to information?

A) BaftI{EmR
Automate workflows
B) EMIE(FIE
Define operating procedures
C) FABEESHIEFIESS
Develop work instructions for all tasks
D) EftH)I
Provide training

A) EHIR. B IEREERMT ERLE, BALHTHEES.
Incorrect. Automating workflows will certainly contribute to information security, but it does
not help appropriate access.

B) IEffs, BIIHEESAALIES. RE2MARENSHTHRIE, SLMERERRENERER.

(3Z@k: A, 585.36.18)

Correct. The use of procedures to guide how work is done in an appropriate, safe, and
responsible manner is an effective way to achieve effective information security. (Literature: A,
Chapter 5.36.1)

0) iR, XHEETIFER, NETE, EHARKETE.
Incorrect. This is too detailed and prescriptive, and therefore not the best way.

D) iR, JIMREE, EFEHRESNEES,
Incorrect. Training is important but it does not ensure appropriate access to information.
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—REFW—MDBURET KR, RITREZEIRRRIBLIISELELT(F,

ESAEHRR I RS R EARHE?

A fire breaks out in an office of an organization. The employees are transferred to
neighboring offices of the organization to continue their work.

Where in the incident cycle is moving to a stand-by arrangement found?

A) IREMRSHEMERZE

Between the damage and recovery stages
B) EHHERSIREMRZIA

Between the incident and damage stages
C) REMRSEMERZIE

Between the recovery and threat stages

D) EEMERSEMMERZIE

Between the threat and incident stages

A) iR, IREMBRIKREMERZIRTER%HE.
Incorrect. Damage and recovery are limited by the stand-by arrangement.

B) IFffi. BATHERANTIREUREMRBAIEHIMEREIE. (L8t A, $3.848)
Correct. A stand-by arrangement is a repressive measure that is initiated to limit the damage.
(Literature: A, Chapter 3.8.4)

C) iEiR. WEMREERBRASLIERIITHY,
Incorrect. The recovery stage takes place after putting a stand-by arrangement into operation.
D) iR, FEARRESUBR THITERTHRARS.

Incorrect. Carrying out a stand-by arrangement without an incident is very expensive.
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—BRTERM—FITEHZIHIREMARNIBAIER THRENR, MtRE—ENHTIHR A, T2
ISt e BHHRELRS A,

RBFETEARCR T LANHEHEXER:
- EEBFORTIE]

- S4B

- SHYFTREIER

LAERRD T B ARIIER(ER?

An employee discovers that the expiration date of a policy has been changed without her
knowledge. She is the only person authorized to do this and reports this security incident to
the helpdesk.

The helpdesk worker records the following information regarding this incident:
- date and time

- description of the incident

- possible consequences of the incident

What important information about the incident is missing here?

A) EHREENES

The name of the person reporting the incident

B) IHBRTR

The name of the software package
C) B (PC) HwS

The PC number

A) IEffy, IRESBHE, LAEMCRIREENER. (OOk: A, 55.258)
Correct. When reporting an incident, the name of the reporter must be recorded at a
minimum. (Literature: A, Chapter 5.25)
B) &R, XEREHRIMIAFRIER.
Incorrect. This is additional information that may be added later.
0) iEiR. XEEHARIIAHEER.
Incorrect. This is additional information that may be added later.

Information Security #Eif#% EXIN Information Security Foundation based on ISO/IEC 27001

Management

1SO/IEC 27001 (lSFSC H)

39



=%IN

23 /40
AT AERFRIHBRIIERREEIRAR (ISMS) REE?

Why is it important to regularly audit the organization’s information security management
system (ISMS)?

A) FitEEFEETHREELZEIENEX.,

Audits are a common requirement in customer contracts to ensure information security.
B) HitEETEEHEINEKRNIVEER.

Audits are a required element in order to comply with legal or regulatory requirements.
C) it RINARRALRAMSS Birae 075 HAYERE,

Audits uncover issues with the ability to meet an organization’s financial targets.
D) Hit&kIEERLLEHILHEFTAISS .

Audits uncover weaknesses in the implementation of information security controls.

A) iR, ERFEERERIEEEITERK,
Incorrect. Customer contracts rarely contain audit requirements.
B) iR, AESFNEKEEAFTEHTHIT.
Incorrect. Legal or regulatory requirements usually do not require audits to be done.
C) iEiR. HIHEEARTRIEVSSA.
Incorrect. Audits are not commonly used to verify financial performance.
D) IEffs, HIHHNBERIRAIAEETIPAEER. (008t A, 555.358)
Correct. The purpose of audits is to find weaknesses in implemented controls. (Literature: A,
Chapter 5.35)
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BRin = BRI ERA TR FHRMEHI TRAARRE?

Which document would include a rule that forbids the use of company e-mail for private

purposes?
A) RITNRIES
Certificate of good character
B) f7/9/EM
Code of conduct
C) (EREUERIFFMI) (GDPR)
General Data Protection Regulation (GDPR)
D) {RE#Y (NDA)
Non-disclosure agreement (NDA)
A) IR, mITMRIEPREEPFEANR, RIPEXMARSIE THEFET,
Incorrect. A certificate of good character is issued by an organization such as the Department
of Justice and indicates that no criminal offences were committed by the individual.
B) IFff. {THENREAERTRINATIBRNY (BERRTFMN—ERD) . (O A, 556.2
)
Correct. The code of conduct is a document (often part of the employee manual) that
describes the company policies that are applicable to personnel. (Literature: A, Chapter 6.2)
C) i#iR. GDPREXTIAERRF,
Incorrect. The GDPR is about the protection of personal information.
D) $HiR, NDAZRZIKEFRLEERIERE. HTFFAABRRIQ SR FHMEARSZILSE SRS,

Incorrect. An NDA is a contract that forbids the disclosure of certain information. The use of
company e-mail for private purposes is not controlled by such a document.

Information Security #Eif#% EXIN Information Security Foundation based on ISO/IEC 27001 41

Management

1SO/IEC 27001 (lSFSC H)



=%IN

25/ 40
HRTRMSEMET, BENREEIERS?

When an employee detects an incident, to whom should it typically be reported first?

A) RBE

The helpdesk
B) EELZLEKIE (ISM)

The information security manager (ISM)
C) EEZEE (ISO)

The information security officer (ISO)
D) K18

The manager

A) IFffs, BEBRT, SHNRSERSOHITIHE, DIENKER, AESENFR, MANIZEIME
Fk. (OZ#k: A, 556.85)
Correct. Typically, incidents should be reported to the helpdesk for evaluation, application of
initial procedures and escalation if required. They should not be escalated vertically
immediately. (Literature: A, Chapter 6.8)

B) $HiR, FHANIAPNETR. th, HIEBIMEHRETZ2S M, RN ETHRSETEEH,
UERSFERES M.
Incorrect. Incidents should not be escalated vertically immediately. Also, not every incident is a
security incident, so the incident should be assessed by the help desk first to determine if
there is a security incident.

C) iEiR. SHANIENRFAR. LI, FFERNSERETRES Y, RtNESTHRSaIHMESEY,
UEREFERES M.
Incorrect. Incidents should not be escalated vertically immediately. Also, not every incident is a
security incident, so the incident should be assessed by the help desk first to determine if
there is a security incident.

D) $#&iR. SHHARSZEMETFR.

Incorrect. Incidents should not be escalated vertically immediately.
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EFR T ERRETRNERERUIERHA?

What is the most effective way to create information security awareness among
employees?

A) BEIRE)INERBTEEIERRN L
Focus awareness training on the management team
B) iLATERTSMINRERZ 2R
Send all employees to an external information security training
C) RIFHHMFEERRIRIRITL
Set up an organization-specific awareness program
D) REVERIELEEZEH)IRE

Use a generic, online information security training course

A) iR, MEBRIHFTEE(EERZEER, MMUEEESE.
Incorrect. All employees need awareness of information security, not only managers.

B) $HiR, JNERIH)ITRER 2 ERTRFEERIRK.
Incorrect. External training may not be fully applicable to a specific organization’s needs.

C) IFffs, SHEARFKREENNZERIRTHERSERRI. (O A, 5$6.35)
Correct. Adapting a security awareness program to the specific organizational needs is most
effective. (Literature: A, Chapter 6.3)

D) iR, BREELZEE) TR 2ERTIEFEERIRXK,
Incorrect. Generic information security training may not be fully applicable to a specific
organization'’s needs.

27 /40
BF—TpiR s eI LA E BRI ERATAE?

What physical control manages access to an organization’s information?

A) TEZH

Installing air conditioning
B) ZIL{ERUE

Prohibiting the use of USB sticks
C) BEXAFRMENY

Requiring username and password
D) (EFARARRIREE

Using unbreakable glass

A) iR, TRLEEEXNEREEAEE.,
Incorrect. Air conditioning does not manage access to an organization’s information.

B) iR, XETHRI=H.
Incorrect. This is an organizational control.

C) HiR. XBETHAEE,
Incorrect. This is a technical control.

D) IEff. (SRR EMIEEHN—MIF, LRSI AENEFTY. (O08k: A, 5574
)
Correct. The use of unbreakable glass is an example of a physical control to prevent
unauthorized persons from entering the building. (Literature: A, Chapter 7.4)
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HEEHOGEREIRE, BEREEREN.

XM ECEXIEIEF O BIEA ARXKRIXEL?

A data center uses battery packs but has no power generator.

What is the risk associated with this setup for the availability of the data center?

A)

B)

9]

D)

A)

B)

9]

D)

THRENERUEASBEIMA, ENMATHERFEAE.

The main power may not come up again automatically when restored, because this needs a
power generator.

FHEIRUTEE RTREBIS Lo $PE/ LN, XAMMESS SRR AT A,

The main power outage may last for longer than a few minutes or hours, which will cause
unavailability of power.

EithBRYERSHEIR, AR REa/ LRGSR EmELL T,

The battery packs’ lifespan is limited, so they may run out of diesel and stop functioning after
a couple of days.

FEIt B RTE /NS SRR FBAALEE,  ATLAR BEIRLERRAYRIF.

The battery packs must be powered by the power generator after a few hours, so they only
provide limited protection.

HiR, KREBHARTRAERR,

Incorrect. A power generator is not used to trigger the main power supply.

1Effg, FEINAE RRERIPIREIHTERAIREIRE, TARBHNBERIFEISAIEAIRTEE, (SCEk: A, 557.11.1
)

Correct. Battery packs only protect against temporary power outages and surges, whereas a
power generator protects for longer-duration outages. (Literature: A, Chapter 7.11.1)

iR, REBHIRSSHIE,; FBithZEREBIhHE,

Incorrect. Diesel is used to power the generator; a battery pack is powered by batteries.
Hix, EIARBEEIETIIE, EREAEBETIME, KBEIREEEEMENTE.

Incorrect. The battery packs will only work for a short period but are not powered by the
generator. The generator simply takes over from the battery pack.
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RSB ANAERETE?

Why is air conditioning placed in the server room?

A)

B)

9]

D)

A)

B)

9]

D)

BRMHERBELEIAZEEAEER . B, MRRSHFNEREETS, JRERIRING B,
Back-up tapes are made from thin plastic that cannot withstand high temperatures. Therefore,
if it gets too hot in the server room, they may get damaged.
RSFENBRNNTEARTNASER FLE. SREINT IEEI<.

Employees that work in the server room should not work in the heat. The heat increases the
chance that they make errors.

TR BT, AT SHTISH, FITAEARHIREERRE. Wit SEETLIHIERAY
FEHTRREMISIE.

In the server room the air must be cooled, and the heat produced by the equipment must be
extracted. It also dehumidifies and filters the air in the room.
RSFNBREDNEFENRIF . FOEABIRETHEDATE).

The server room is the best way to cool the air in the office. No office space must be sacrificed
for such a large piece of equipment.

EiR. B ANFRERSS=IE. KREBIRERPIERMEHER.

Incorrect. Back-up tapes should not be stored in the server room. A fire would then destroy
both the information in use and the back-up.

IR, IAREARSSHNEZETENRE,

Incorrect. This is not the reason why air conditioning should be installed in the server room.
IEffe, EiET ey, DRRIRMERSS RS, RESFNFEERZZEARMIERIRE, HAS
WEFERE. (XEk: A, 57.11.28)

Correct. Server rooms must be approached separately when considering physical security.
Server rooms contain sensitive equipment that is vulnerable to humidity and warmth and
produce heat themselves. (Literature: A, Chapter 7.11.2)

IR, RSFNBEFEELEENDAERERRITTT.

Incorrect. The server room is not the place to cool the air in the entire office.
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R ed, ATLINASMRIFIR, FRERRRIEE.

IR E T HRIFER?

In physical security, multiple protection rings can be applied in which different measures
can be taken.

What is not a protection ring?

A) EFRIR
Building ring
B) =hif
Middle ring
C) ZE=EIK
Secure room ring

D) 4NA
Outer ring

A) iR, BRMRXRTHENZIRI—IR,
Incorrect. The building is a ring that deals with access to the premises.

B) IFffi. RIFFADAMUIR: SMA, BFAIIR. TIEEIMMILE=R, Ok A, $£7.018)
Correct. There are four protection rings: outer ring, building, workspaces, and secure room.
(Literature: A, Chapter 7.0.1)

0 #HiR, REERE— BRI, FRNZBRIPAIE,

Incorrect. The secure room ring is a valid zone and deals with the asset that is to be protected.
D) iR, IMAR—MBHUXE, SRIEZATEILIX,

Incorrect. The outer ring is a valid zone and deals with the area around the premises.
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BRI = EeEHER~ TR,

B—IERR R R EIREZTTE?

The control to secure an asset depends on the asset.

What is the most appropriate way to secure the asset?

A)
B)
9]

D)

A)

B)

9]

D)

BUERAEFHRRIERE

Secure a form by having it filled out and signed off
BESESIAFP—ESEICAREN, BRECAERLE
Secure a laptop by assigning it to a single user
BINERRUERZS

Secure a USB-stick with encryption

B E N RREMNZE

Secure an internet connection with a back-up

iR, BESERIN—TKRPEHAR—MEIRESTE.

Incorrect. Filing a piece of paper with information is not an appropriate control.
BiR. AF—OZICAERERSEYT, EXFERGENIRE, ARKSEEMEREREETE
.

Incorrect. It is obviously better if a single person uses a single laptop, but this is not the most
appropriate option. User account management and password control are better controls.
IEfA. INERHRUEZENEIUEHFR. ITSERERAXMEEGE, MEUERMEFEHEER
Fplanfa, (SZ@k: A, 588.128)

Correct. Encryption is a valid control for securing a USB-stick. Many organizations apply this
control regardless of the classification of the information stored on the USB-stick. (Literature:
A, Chapter 8.12)

HiR, ERSNHIERRENZSNRT. REENDE.

Incorrect. Using a back-up is not the best, direct way to secure the internet connection.
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B—IERZ et TEFAER AR ERRE?

What information security control helps to develop systems with information security in
mind?

A)
B)
9]

D)

A)

B)

9]

D)

HRIRS AR IR

Ensuring redundancy of the servers
SCHBIER N 4

Implementing physical entry controls
MRTHTERRE

Performing background checks on employees
SHER B EREIED RO R

Using data classification on information assets

I, RSB ARERFTTAMNIZEERESIFR. (OBt A, 58.148)

Correct. Server redundancy is a control that should be considered during system
development. (Literature: A, Chapter 8.14)

iR, XEINEERREERUzE, BESRFFRTK.

Incorrect. This is a valid control to enhance information security but is not related to system
development.

EiR. XERILEERZ=EREEH, BSRFEFALK.

Incorrect. This is a valid control to enhance information security but is not related to system
development.

iR, XERILEERZENEM=E, BESRFFALK.

Incorrect. This is a valid control to enhance information security but is not related to system
development.
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HANNZTER, WERTFRTTEDA.

BITERLIZREU AT HI?

An organization changes its policy. Employees are now allowed to work remotely.

What control should now be put in place?

A)
B)
9]

D)

A)

B)

9]

D)

BIEEV-LANXI A BB TR

Create V-LANs to segment the corporate network
NN EIMEE EAERHTINE

Encrypt the information on the corporate network
LTI LA K

Install firewalls on the corporate network
EFRVPNIEEEINTIMNE

Use a VPN to connect to the corporate network

HiR. FRIEZMERRR S BINESRMZESELEN. XANMTIERTEETEDABRIE
;Ero

Incorrect. Segmenting networks to ensure confidentiality and segregation of duties should
already be in place. These do not specifically apply to changing the remote-working policy.
X, MEZRIPEENEEFR, BAMBIERTRFR TEEDAHIER.

Incorrect. Encryption is a vital tool to use to protect information, but it does not specifically
apply to allowing employees to work remotely.

IR, BUABMBSIAZENMSRES, EX—EAMZEEELRIN. b, XERE:E
FRIFTREER S,

Incorrect. Firewalls between the corporate network and the outside world are important but
these should already be in place. Also, firewalls do not directly secure remote connections.
IFff, RIFRTITEDNES, ERAVPNE—MNSEERAES. (328t A, 58.28)

Correct. The use of VPNs is a control that should be put in place when employees are allowed
to work remotely. (Literature: A, Chapter 8.2)
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RARR TR TFREICARRETIRIFRIIERARIF. ATREZREEIAAR, FrERaEx
FAtERIRYZEIARY.

INRFELSEHOMEE, NINREFAIER.
T AfBR T IR AR R ?

The employees of an organization work on laptops that are protected by asymmetrical
cryptography. To keep the management of the keys cheap, all consultants use the same key
pair.

If certain information is compromised, new keys should be supplied.
In what case should new keys be supplied?

A) ZFASHZIAFTROES

When the private key becomes known
B) SJAIAAARTRIES

When the public key becomes known

C) SRNPEMEEE (PKI) FIARTANRS

When the public key infrastructure (PKI) becomes known

A) IFf., EIEIRINES, SASRRZIEEEE, NAATREAT. (OEk: A, 58.2455)
Correct. In asymmetric encryption, it is important to keep the private key private. The public
key may be known. (Literature: A, Chapter 8.24.5)

B) fEIR. AP EHANT. FABMRE, LAFRIREMFIN Bk,
Incorrect. The public key may be open to the whole world. The private key should be kept
secret to ensure integrity and availability.

C) $HiR. PKIRFIEXITRINZE R AAIZETHATIR,

Incorrect. PKl is used for the exchange of keys for asymmetrical encryption systems.
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RIAEAEH (PKI) gERHIM=E?

What sort of security does a public key infrastructure (PKI) offer?

A)
B)

9]

A)

B)

9]

PKIF&{R 7 EEIE D A EIEUE.

A PKI ensures that back-ups of company data are made on a regular basis.
PKIEZEFRBETMEIIEZER LA,

A PKI shows customers that a web-based business is secure.

PKIIIE N AR S B T ERINH,

A PKI verifies which person or system belongs to a specific public key.

HixR. PKIFFABEHIRE TED.

Incorrect. A PKI does not ensure making back-ups.

Hix. PKIGRIE TN AR FETHFERILE,

Incorrect. A PKI provides guarantees regarding which person or system belongs to a specific
public key.

IEffs, PKIN—XIFR2BIEY. BRFIEREN, AP ASRABRTIEENABRMAGRIE. (X
Mk A, 568.24.6%)

Correct. A characteristic of a PKI is that through agreements, procedures, and an organization
structure, it provides guarantees regarding which person or system belongs to a specific
public key. (Literature: A, Chapter 8.24.6)
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BRSBTS R R — R T HUTRE LAITHRE N, RSt T BB s R ?

Which type of malware is a program which, in addition to the function that it appears to
perform, purposely conducts secondary activities?

A) ZIENFH
Logic bomb

B) [ENRERM
Spyware

0 K5
Trojan

D) iR

Worm

A) iR, BEIFEERANIERFTIN—RANE. SHESERME, XERABBHIIT I8, B&iE
IEEHAREZRTEEEN. EARERHTHENEN.
Incorrect. A logic bomb is a piece of code that is built into a software system. This code will
then carry out a function when specific conditions are met. This is not always used for
malicious purposes. It does not always conduct secondary activities.

B) &R, ERRARE—FMIEIER, TWERFITEIERARBXLERREER—T.
Incorrect. Spyware is a computer program that collects information on the user's computer
and sends this information to another party.

C) IEf. ASREFMRTHITRELAIINEE, TR THENBPRRTERHENE, MRS
RERTEM. Ok A, 558.7.28)
Correct. A trojan is a program which, in addition to the function that it appears to perform,
purposely conducts secondary activities, unnoticed by the computer user, which can harm the
integrity of the infected system. (Literature: A, Chapter 8.7.2)

D) iR, HWRETBEREFRLEE—ZSRITENME,
Incorrect. A worm builds a network of contaminated computers by replicating itself.
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BRSBTS 2B B R EHRE L — S IR BN EE?

Which type of malware builds a network of contaminated computers by replicating itself?

A) ZiENFH
Logic bomb

B) [ENRERM
Spyware

0 K5
Trojan

D) iR

Worm

A) iR, BEIFEERNIERFTIN—RANE. SHESERME, XERABBHIIT I8, BE&iE
IEEHAREZRTEEEN.
Incorrect. A logic bomb is a piece of code that is built into a software system. This code will
then carry out a function when specific conditions are met. This is not always used for
malicious purposes.

B) iR, EIERUE—MIHENER, JREHENBREEHBEXEERRESR ST,
Incorrect. Spyware is a computer program that collects information on the computer user and
sends this information to another party.

9] %i%’%éﬁxgﬁfﬁﬁﬂnﬁiﬁtﬂ’ﬂm‘a“éé?l*, ST BB AR EAVHENES), WIHREZRR
/?\’ N ;-:G | -]
Incorrect. A trojan is a program which, in addition to the function that it appears to perform,
purposely conducts secondary activities, unnoticed by the computer user, which can harm the
integrity of the infected system.

D) IEff, XHESLEMRRAVER. (CLEk: A, 58.7%)

Correct. This is what a worm does. (Literature: A, Chapter 8.7)
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B—ISERReE XA ENETLUERTHREER?

Which is a legislative or regulatory act related to information security that can be imposed
upon all organizations?

A)
B)
9]

D)

A)

B)

9]

D)

(EREUEFRIPEAF) (GDPR)
General Data Protection Regulation (GDPR)

XA (1P)
Intellectual property (IP) rights
ISO/IEC 27001
ISO/IEC 27001

ISO/IEC 27002
ISO/IEC 27002

1Effe, FTEERENFIERIP AR HHHIER, MARSRMEN ASGRRE N AN T BRI
FfOfER. (OC#Ek: A, 55.33F)

Correct. All organizations should have a policy and procedures for personal data protection,
which should be known by everybody who processes personal data. (Literature: A, Chapter
5.33)

IR, RWEHSHERANERRETX,

Incorrect. This regulation is not related to information security for organizations.

HiR. XE—IUESARUNIMEERE TSI EIREINE,

Incorrect. This is a standard with guidelines for organizations on how to deal with the set-up
of an information security process.

’;‘Ei%}j_i?ﬁdﬁﬂﬁﬂ”%%ﬁé ML EHEFARIP—EEREES", 87 EERERIBMEHN
BES3%t,

Incorrect. This standard, also known as 'Information security, cybersecurity and privacy
protection - Information security controls’, contains guidelines for information security policy
and controls.
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BRI SOtREMIE THE B L 2= HlIRISEHE?

Which ISO standard is focused on the implementation of information security controls?

A) ISO/IEC 27000
ISO/IEC 27000

B) ISO/IEC 27001
ISO/IEC 27001
C) ISO/IEC 27002
ISO/IEC 27002

D) ISO/IEC 27005
ISO/IEC 27005

A) iR, XEXFISO/IEC 27000 R FIHREAITIA,
Incorrect. This is the general introduction to the ISO/IEC 27000 series of standards.

B) &R, XRESEELEEERAR (ISMS) EKAURE.
Incorrect. This is the standard with requirements for an information security management
system (ISMS).

C) IFff. XEIEEERREEHNAESLEERNE. O A, $4.125)
Correct. This is the standard specifying information security controls with guidance on their
implementation. (Literature A, Chapter 4.12)

D) #&iR. ISO/IEC 27005EFEEZENGETE,
Incorrect. ISO/IEC 27005 focuses on information security risk management.

40/ 40
EEGN, BB MBRRRER R FBRY?

The standards of which organization is most commonly used in Europe?

A) EEERNENS (ANSI)
American National Standards Institute (ANSI)
B) EFMNEMAL (1SO)
International Organization for Standardization (ISO)

C) EzxtmERAHFET (NIST)
National Institute of Standards and Technology (NIST)

A) Eki%o ANSI*&/&E%E%%%«)
Incorrect. The ANSI standards are more common in the United States of America.

B) IEFf. 7ERUM, ISOfNEERAER. (OZmk: A, 55.36E)

Correct. In Europe, the ISO standards are the most common. (Literature: A, Chapter 5.36)
O #EiR. NISTIREEEEEAER.

Incorrect. The NIST standard is more common in the United States of America.
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WTREAFEFRNIERSR, HEEERA.

[ = f 3 [ =f 3
1 B 21 B
2 A 22 A
3 B 23 D
4 A 24 B
5 B 25 A
6 B 26 C
7 B 27 D
8 B 28 B
9 D 29 C
10 B 30 B
11 A 31 C
12 B 32 A
13 D 33 D
14 D 34 A
15 B 35 C
16 D 36 C
17 A 37 D
18 C 38 A
19 D 39 C
20 B 40 B
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