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In 2022 both ISO/IEC 27001 and ISO/IEC 27002 were updated. The main changes are related to the
order of the subjects and grouping them into domains. There are some additional subjects in both
standards, in line with developments since the last versions, like threat intelligence, security in
cloud services and data masking. All these changes are processed, where appropriate, in the exam
literature ‘Foundations of Information Security — Based on ISO 27001 and ISO 27002’. EXIN
Information Security Foundation based on ISO/IEC 27001 has been updated accordingly.

Preparation Guide

e The scope and summary have been updated.

e All topics, exam requirements and exam specifications have been updated. The weights for
all exam requirements have changed accordingly.

e The list of basic concepts has been updated. Some concepts have been removed. Some
other concepts have been added.

e The exam literature has been changed to the newest version of the book ‘Foundations of
Information Security — based on ISO 27001 and I1SO 27002".

e The literature matrix has been updated accordingly.

Sample Exam

e All questions have gone through a quality check.

e The literature references of the questions now refer to the newest version of the exam
literature.

e Some questions have been replaced to match the new exam specifications.

Exam

e All questions have gone through a quality check.
e The questions of the exam have been updated to reflect the changes in the exam
specifications and exam literature.

Changes made in June 2023

Basic Training Material

e Athinversion of the basic training material is available. It reflects the changes in the exam
specifications and exam literature. The version is 202304.

e A pdf of the full courseware of Van Haren Publishing is available for free. Instructions for
download can be found here.
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